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Abstract—Relying on physical layer security is an attractive accumulated at the eavesdropper which is not less than zero
alternative of utilizing cryptographic algorithms at upper layers [3].
of protocol stack for secure communications. In this paperwe Recently, cooperative jamming has emerged as a promis-

consider a two-hop wireless relay network in the presence ain . ; .
eavesdropper. Our scenario of interest spans over a four-e MY technique to enhance wireless PHY secrecy [4]. The

network model including a source, a destination, a trusted elay, basic iFiea is to send proper jamming signal_s. in Ord.er to
and an untrusted eavesdropper in which the relay forwards te  create interference at an eavesdropper. In traditionaless

source message in a decode-and-forward (DF) fashion. Thewsoe  communications, interference is typically undesired analls
and relay are allowed to use some of their available power to o itigated or avoided. However, intentional creation of

transmit jamming signals in order to create interference atthe . terf is of ial int ti inatitn
eavesdropper. The relay and destination are assumed to have INEIMErence Is of special Interest in secure communinati

the knowledge of the jamming signals. An important questioris  this paper, our focus is to enhance wireless PHY secrecy for
how to allocate the transmission power of the message signahd  two-hop wireless relay networks by using jamming strategie

that of the jamming signal. First, we propose an optimal powe |t is well understood that the use of relaying techniques can
allocation solution in which the knowledge of global channke introduce significant benefits for wireless networks [5]-[7

state information (CSI) is required. To facilitate practical system - . . .
design, two simple yet sub-optimal power allocation solutins are  QUr focus in this paper is decode-and-forward (DF) relaying

proposed which do not rely on eavesdropper's channels. Fohe ~Other relaying strategies such as amplify-and-forward)(AF
purpose of performance comparisons, power allocation prolems  will be the subject of our future work. We consider a two-hop

for two benchmark schemes without jamming are also analyzed DF-based relay network in the presence of an eavesdropper.

Index Terms: Physical Layer Security, Secrecy Rate Jam'[he network consists of a source, a destination, a trustag, re
ming, Wireless Relay Networks, Decode-and-Forward. and an untrusted eavesdropper each equipped with a single
antenna. The trusted relay forwards the source message to th

destination in a DF fashion. There is no direct link betweéen t
source and the destination. Our main contributions ardlfprie

Due to the broadcast nature of the wireless mediuescribed below.
transmitting confidential information securely in preserwd | addition to transmitting the message signal, source and
possible eavesdroppers is of increasing importance. -Traghjay are allowed to use some of their available power to
tionally, the issue of information secrecy has been prilyariransmit jamming signals. We assume that a legitimate re-
addressed at the upper layers of the protocol stack via {&ver (relay or destination) has an apriori knowledge of
use of cryptographic algorithms. However, there are séveffle jamming signal, which could be implemented in practice
significant challenges for cryptographic approaches irewirwith a small amount of overhead. Jamming signals can then
less networks, e.g., private key management complexity, kgreate interference at the eavesdropper, but be completely
distribution obstacles, and key transmission securityesg1]. removed at legitimate receivers, thereby enhancing veisele
Recently, there has been a growing interest in implementiggcrecy. An important problem is how to allocate the power fo
wireless security at the physical (PHY) layer, which exisloi yransmitting the message signal and the jamming signal. We
the physical characteristics of the wireless channel tostra analyze the optimal power allocation problem and show that
mit information securely [2]. In wireless PHY security, thesolying it requires the global channel knowledge. Congider
figure of merit issecrecy rate defined as the rate at whichthe fact that the eavesdropper's channel knowledge may not
information can be transmitted secretly from a source to i& gvailable in practical scenarios, we propose two simple b
intended destination. The maximum achievable secrecy raigh-optimal power allocation solutions that do not rely on
is named thesecrecy capacity. For a Gaussian channel, thahe knowledge of eavesdropper’s channels. We also analyze
aChieVabIe Secrecy rate equa|S to the diffel’ence betW@n mwer allocation prob'ems of two benchmark schemes with-
mutual information accumulated at the destination and thggt jamming. While the first benchmark scheme corresponds

This work was sponsored in part by a research grant from theingo to traditional DF relaying without eavesdropper, the secon
Company. benchmark takes into account the presence of an eavesdroppe

I. INTRODUCTION



A. Related Work

In this subsection, we briefly review some of the recent
representative work most closely related to our work and the
differentiate our work from the existing work. In [8], a foeur
node system model including source, destination, eavpsdro
per, and relay is considered in which the relay transmits an
artificial noise independent of the source signals in order t
confuse the eavesdropper. In [9], the secrecy rate of orthog
onal relay eavesdropper channels is studied. Both relay and
destination nodes receive the source signals on two ortiradgo
channels, the destination also receives transmissions the _.
relay on its channel, and the eavesdropper overhears eitﬁg'r
one or both of the orthogonal channels. In [10], a relay is
used for helping the eavesdropper to degrade the secraxy ratag the secrecy capacity for a general relay channel remains
In [11], an extra jammer is introduced to enhance the secrgype an open problem even in the absence of secrecy con-
performance for an AF-based relay network. In [12], ar8fici giraints, this work focuses on the achievable secrecy Téie.
jamming noise is added to achieve secrecy for two scenariggnsiates to deriving the lower bounds of the secrecy dgpac

one in which the source ha§ multiple antennas aqd the otQghilar to the literature works of 18], [10], [13], and [14The
in which the source has a single antenna but multiple helpgshievable secrecy ra,.. is defined as [10]:
are available. The work of [13] considers the case of a multi-

antenna relay in which the relay sends jamming signals based Rsec = [Rp — Rg]" 1)
on a beamforming strategy.

1. An illustration of the system model.

| f the ab lav is utilized i where R is the accumulated rate at the destinatid; is
n most of the above cases, a relay is utilized to allyer o 5ccymulated rate at the eavesdropper, [afid denotes

E)rw?rr]d ';he source mf;)hrmatloor stend Ia jamming glg?al. max(z,0). This secrecy rate can be achieved via the use of
or the former case, the source-to-relay communication ds, \sqian inputs.

not protected from eavesdropping, while in the latter ONe, The goal of the jamming signal is to create interference at

the system cannot enjoy the b(_enef_ns Of_ relaying. To _ﬂfﬁe eavesdropper in order to reduBg. Notice that the relay
best of our _knovyledge, cooperative jamming for protect s an apriori knowledge of the jamming signal sent by the
communlc_atlons in_both phases of relay n_etworks_ has _rggurce, and the destination has an apriori knowledge of the
been stud|e_d before. In this work, bOth re_laylng and Jamm'ggmming signals sent by the relay. This can be implemented
are taken into account, so commun!catlons n bOt.h phg ﬁspractice with a small amount of overhead. For example,
could k_)e protected_from eavesdropplng. Also, our jamminge jamming signal can be a Gaussian noise generated by
strategies and desl_gn prqblem_s are different ffom exlst"&gpseudo-random generator with finite states, and the tfuste
Works._ More specifically, n thls work we consider POWEhL,des maintain the same pseudo-random generator. Only the
allocation problems to maximize the secrecy rate subject {te of the pseudo-random generator needs to be sent to the
a per-node power constraint. relay (for Phase 1) or destination (for Phase 2) via a separat
and secure control channel. In this way, legitimate reesive
II. SYSTEM MODEL AND JAMMING STRATEGY have the complete knowledge of jamming signa_ls. _
We also assume that the channels are quasi-static and the
As the system model, we utilize a four node networlchannel knowledge is available, and as such the jamming
They are namely a sources), a destination D), a trusted signals can be completely removed from the signal received
relay (R), and an untrusted eavesdroppél).(Each node is at legitimate receivers. Although the jamming signal does n
equipped with a single omni-directional antenna and opsratreate interference at relay or destination, under a pedeno
in a half-duplex mode. We assume that there is no dirgubwer constraint the power for transmitting the messageasig
S — D link. To deliver a source message to the destinatiois, reduced, resulting in decreasingp. Clearly, there is a
the source first transmits its message to the relay (Phasetfgdeoff between transmitting the message and jammingbign
and the relay then forwards the message to the destinatidme power allocation problem is thus of interest.
in a DF fashion (Phase 2). Wireless transmissions in bothWe consider a practical transmit power constraint in which
phases could be eavesdropped. The eavesdropper is pashedransmit power at each node is limited to an upper bound.
and its goal is to interpret the source information withouPs and Pr are the total power budget of the source and the
trying to modify it. Our objective is to improve the wirelesgelay, respectively. Thermal noise at any node is assumed to
secrecy via transmitting appropriate jamming signals.r&li® be zero-mean white complex Gaussian with variamtei.e.,
no extra jammer but an apriori knowledge of jamming signa3\/' (0, o). We denoteh; ; as the flat fading channel for the
is available at legitimate receivers. To enhance secreey, w— j link. For example,hg r is the channel between the
allow the source and the relay to use some of their powsource and the relay.
to transmit a jamming signal, in addition to transmittinggth Noticing that the jamming signals only interfere with the
message signal. The system model is illustrated in Fig. 1. eavesdropper, increasing jamming power always improwes th



secrecy rate. The source or the relay shall always use &ll the and 5 are not independent. The relay can correctly decode
available power for maximizing the secrecy rate. Let us tkeendhe source message if the rate at the relay is no less than the
aPs (0 < a < 1) to be the power allocated by the sourceate at the destination. In order to have successful degodin
for transmitting its message, angiPr (0 < 5 < 1) to be at the relay, the following condition needs to be satisfied:
the power allocated by the relay for transmitting the sourdeg(1 + ays,r) > log (1 + Byr,p), which yields

message. The power allocated for transmitting the jamming R

signal for the source and relay are th@n— a)Ps and (1 — a>——. (7)
(B)Pr, respectively. The objective of power allocation is to V8B
determine the optimal choices 6f, 5) leading to a maximal ~ The secrecy rate is maximized with respectdowhen

secrecy rate. Constraint (7) is active, i.e., equality holds. Substitgtiv =
~vr,p/7s,r iNto Equation (6), one can see that the derivative
1. POWERALLOCATION of 4Fscc with respect tos is a quadratic function in the
In the first phase of DF, the source transmitg — following form.
VaPs s+ \/(1 — a)Pgs z, wheres is the message signal and O 4Bsec )
z is the jamming signal both with unit-power. For the purpose NG x A+ B+C (8)

of achieving the secrecy rate, we assume that the codewor%s
. where
used at the source are Gaussian inputs.

The received signal at the relay is A = 3YRpYREVSE >
yr=VaPshsrs+ (1 —a)Pshsrz + nr 2) B = —2vgpVRr,EVS,R(1 +7s,E)

where ny is the noise at the relay and followsp ~ ~2r.pYs.ElRD(1+9R8) —TR.E] |

CN(0,02). The relay completely removes the jamming signal ¢ = 7s.r(1+7s.8)[yr0(1 +r.E) — VR.E]
(i.e., the term/(1 — «a)Ps hg rz), decodes the message —vr,pVs.E(1 +YR.E) - (9)

signal, and re-encodes it.
For notational convenience, let us defing = P;|h; ;|2 /o>
wherei € {S, R} andj € {R, D, E'}. The rate at the relay is

When the quadratic function in (8) has real root(s) (i.e.,
B? > 4AC) and the root=2=vE=14C is within the range of

then given by [0,1], 3 shall be selected as = —2=vB-14C Otherwise,
(£ shall be selected a8 = 1 representing a non-jamming
Rpr =log (1 +aysr) - () scenario op? = 0 indicating that a positive secrecy rate cannot
Note thatlog() denotes the base-2 logarithm throughout thise achieved. Note that = =E+YB=44C is not a feasible
paper. solution as it corresponds to a minimum secrecy rate.

In the second phase, the relay transmits= /3Pr s’ + If 3 < ~s,r/7r,p, @ shall be selected ag = WWRS—DRﬁ
/(1 —=fB)Pg 2, wheres’ is the re-encoded message SigNghtherwise, if3 > vs.r/7r.0, a shall be selected a8 = 1.

and 2’ is a new jamming signal independent of After | the Jatter case, the relay needs to reduce its transmiepow
removing the jamming signal at the destination, the rate @ neet Constraint (7), i.ed reduces toys.z/vr.p.

the destination is represented as The optimal power allocation is summarized as follows:

1 . . R
Rp = 5 log (1 + fr,p) 4) { (vr.0B/75.mB) . i B <vs.R/ 1R 10
The scalar factorl/2 is inserted due to the fact that two (1,7s,r/VR,D) » elsewhere

channel uses are required in two phases. _ Note that a positive secrecy rate is not guaranteed everr unde
We assume that the relay uses different codewords indepgfe optimal power allocation. Substituting (10) into (6))eo
dent of the source codewords in the second phase. Then, 88 compute the secrecy rate and determine whether a positiv

accumulated rate at the eavesdropper is rate can be achieved.
Ry — floo(14+ Qs E Remarks:
BT ogs 1+ (1—a)vs,e « From (9), the optimal power allocation depends on the
1 BYr.E global channel knowledge. In practice, the relay may
t5 log (1 + m) (5) collect the global channel state information (CSI), com-

. i pute the optimal power allocation, and then send the
The achievable secrecy rate can be easily calculated as value of o to the source over a secure control channel.
Recall that channel state changes are trackable due to the
quasi-static assumption. In practice, the results of power
allocation shall be updated periodically based on how fast
2 the channel states change.
« In some practical scenarios, instantaneous eavesdrgpper’

2 log[(1+95.2)(1 +7r.8)] - ©) channeIsF,) i.ehs p andhpg, g, are not available, but chalal?

Notice that the first term in Equation (6) is related to  nel statistics are available. An example is the scenario
parametery while the second term is related t However, of fast fading channels for which tracking instantaneous

1
Rsec — 5 1Og [1 + (1 - O‘)VS,E]

+% log [(1+ Byr,p)(1 + (1 = B)yr.E)]



channel state changes may be difficult. In such scenariossub-Optimal Solution 2: We assume that is independent

the ergodic secrecy rate is sometimes of interest. Bf 5 in Equation (6), and as such only the second term in

using Jensen’s inequality, the ergodic secrecy rate isrupfiguation (6) is related t@. Taking the derivative of the second

bounded by term in (6) and setting it to zero, we can easily find the sohuti
for 3 as:

1
E{Rsee} < =log[l+(1-a)y . -1 _ -1 -1
{Rsec} < Flog[l+(1-a)isp] 5 - 1 mp—Yrp 1 D (13)
2 log [(1+ Byap)(L+ (1~ B)7np) SR .
98 TR.D TRE In the above, we have assumed thatz >> 1. The power
1 . . - A .
—ZE{log[(1 +vs.2)(1 +vrp)]} (11) aIIocatlion corresponds to (10) |n.wh|q31|s given by (13). In
2 scenarios of interest, thR — FE link may not be too weak
- A 91 ) o i or else the effects of the eavesdropper are trivial. Heree, t
where 7i; = PiE{|hi;|"}/0". Power allocation for ,sq mption ofyy » > 1 is usually satisfied.
maximizing the upper bound of the ergodic rate is still '

specified using the result of (10). The only difference i

that one has to replaces r and yr g with 75 z and é TWO_ Benchn@k Schemes _

Yr., respectively. Power allocation results need not be In this subsection, we analyze the power allocation problem
updated unless channel statistics are changed. of two benchmark schemes, for the purpose of performance

. Traditional cooperative jamming schemes typically recomparisons used in Section IV.
quire additional costs and/or are only applicable to Benchmark 1: For the first benchmark, we consider a tradi-
limited scenarios. Introducing an extra jammer requirdional DF-based relaying scheme without taking into actoun
additional hardware costs and the coordination betweHie presence of the eavesdropper. Again, we demsteto be
jammer and source is implemented with an addition#te source’s power for transmitting its message @ to be
overhead. When the destination has no knowledge € relay’s power for transmitting its message. Consedyent
jamming signals, a jammer can cause interference to tA8ly Constraint (7) needs to be satisfiedyl r # vr,p, the
destination and hence cooperative jamming is benefick@urce or relay need not use all of its available power. The
only under certain channel and power conditions [4power allocation is given by (10) where= 1.
Our proposed jamming strategy does not need an extraBenchmark 2: For the second benchmark, we consider a
jammer and is always beneficial. However, the price wiaF-based relaying scheme without jamming while taking into
have to pay is that the legitimate receivers have trgecount the presence of the eavesdropper. For this case, the

knowledge of jamming signals which can be implementegpurce or relay does not transmit any jamming signal but may
in practice with a small amount of overhead. not use all of its available power. In this case, Constraiit (

needs to be satisfied and the secrecy rate is identified as

_ 1 1+ 5’YR,D 1
A. Sub-Optimal Power Allocation Raee = 5 l08 (1 + 5’7R,E> BER I+orss)  (19)
As shown before, optimal power allocation depends on tibstitutinga = vr p/7s r into (14), we further derive
global CSI, including that of the eavesdropper’s channels. " 1+ Bvr.p
However, the eavesdropper’s channel or even the statistics 4 = : : (15)

. . . . . 1+ 1+
the channel may be unavailable in practice. In this subsecti _ ( _ _ﬁWR’E)( V.R’DWS’EWWS’R) .
we propose two simple yet sub-optimal solutions for powdiaking the derivative oft/s== with respect to3, we obtain

allocation that do not rely on eavesdropper’s channelslat al 9 4Rsecc
Sub-Optimal Solution 1: From (5) and (6), if we omit the 3 = (vs,r/vs,e — 1)(Yr,p/VrR,E — 1)
white thermal noise at the eavesdropper, it is easy to seée tha —(yr.pB+1)? (16)
the secrecy rate is upper bounded by
The optimal value of g is 0, 1, or
1 L |,/ —1 -1
Race < 5log((1+ fyrp)(1 — a) (1= ) - 12) 75 [VOsr/vs.8 —1)(vr.p/YRE —1) —1].

Remark: As compared to the second benchmark scheme,
Note that this upper bound is tight sz > 1 and the secrecy raFe for the proposed jamm_ing scheme could not
~re > 1. Now, we tend to maximize the upper bound ifpe improved, _n‘ the_ relay and dest|nat|on_ do nqt haye the
(12’)_ The parameters, B, andC in (9) can be simplified knowled_ge of jamming signals. The proof is provided in the
to A = 3v% p, B = —2vrpVs,r — 2vr,0(YR,0 — 1), and Appendix.
C = 757R(7R,D — 1) — vg,p Which are independent of the
eavesdropper’s channels, igs,z andyg g. Other procedures IV. NUMERICAL RESULTS
remain the same as in those leading to the specification of theén this section, we investigate the performance of the
optimal power allocation. Furthermore, it can be readilgpvgh proposed power allocation results via numerical expertmen
that the values ofv and 5 for this sub-optimal solution are Channels between any two nodes are modeled using frequency
always no greater than those in the optimal solution. non-selective Rayleigh fading with a path loss, ik;; ~



CN(O,d;]-C) where d; ; is the distance between nodeand 16-
nodej, andc = 4 is the path loss exponent. For simplicity, we
consider a simple one-dimensional system model as illiestra
in Fig. 2 in which source, relay, destination, and eavesoieop
are placed along a horizontal line. The locations of soue,
lay, and destination are fixed at coordinated, 0), (0,0), and
(1,0), respectively. The average signal-to-noise ratio (SNR) of
the S — R andR — D links, i.e.,7s r andyg, p are fixed

at 15 dB. We perform Monte-Carlo experiments consisting of
10° independent trials with independent channel realizations X ;!

. 02y %
to obtain average results. X S

~.
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In Fig. 3, we show the average secrecy rates of DF-based
relaying versus the eavesdropper’s locations under variou
power allocation solutions. In our numerical experiments,
we move the eavesdropper’s location frgm4,0) to (3,0)
to evaluate the secrecy rate. The power allocation solsition
in Fig 3 include the optimal power allocation proposed by 03
Equation (10), the two sub-optimal power allocation solos 0 ‘ NIl ‘ i - ‘ ‘
proposed in Section IlI-A, and the two benchmarks proposed T4 -3 Eafesdmp;trs |oca0tion (x—;xis) 2 3
in Section 1lI-B. As expected, the optimal power allocation
always outperforms the two sub-optimal solutions and th@ twtig. 4. The parameter values under different power allocasichemes.
benchmarks. As for the two sub-optimal solutions, it appear
that the first one is a better solution when the eavesdropper
is close to the source and relay, while the second one is V. CONCLUSIONS ANDFUTURE WORK
a better solution when the eavesdropper is far away from
the source and relay. Since the second benchmark take
into account the presence of the eavesdropper, it perfor
slightly better than the first benchmark. As observed, when t
eavesdropper moves close to the source and relay, the ysecF
rate for all curves decreases singe r and v g increase all
and the eavesdropper plays an increasingly significant ole
positive secrecy rate could be always achieved for the [z@gho

jamming strategy, while for traditional DF-relaying withio I;flgsociated with message and jamming signals such that the

jamming a positive secrecy rate could be achieved only if t hievable secrecy rate subject to power constraints on the
eavesdropper is far away from the source and relay. For e y ) P!
qQurce and on the relay is maximized. We showed that

proposed jamming strategy, the minimal secrecy rate occg,I
|

S . g
when the eavesdropper is located approximately in the mid tetoptlfmal pt(_nwerFaII(t)ﬁatlon depends on thg tglobql chlannetl
of source and relay, i.e., the coordinates0.5,0). This is state information. Furthermore, we proposed wo simple ye

because at this location both tise— £ link and theR — E sub-optimal p,ower allocation schemes that did not rely on
link are strong. eavesdropper’s channels. We also analyzed power allocatio

_ problems for two benchmark schemes without jamming. Nu-
In Fig. 4, we further show the average values of paramet@fgrical results confirmed that our proposed jamming scheme
a and 3 for the same simulation scenario as in Fig. Zould significantly improve the secrecy rate. Further work

As observed, the power allocations of the two sub-optim@iciudes the analysis of power allocation problems for pthe
schemes are independent of the eavesdropper’s locatinos, Sscenarios of interest such as AF-based relaying.

no eavesdropper’'s channels are needed (see the discussion
of Section IlI-A). In addition, the parameter values of Sub-
optimal Solution 1 is no greater than those of the optimal
power allocation, which is in agreement with the conclusion In this section, we show that, if legitimate receivers do not
in Section IlI-A. have the knowledge of jamming signals, the secrecy rateeof th

0.5 Benchmark 2

0.45F
Sub-optimal 2
0.4F

Values of parameters a and 3

0350 = = —h= — - - - - - - e

g‘l this paper, we proposed a jamming scheme capable of
roving the physical layer security of a two-hop decode-
and-forward wireless relay network in the presence of an
vesdropper. In addition to transmitting message signeds
owed the source and relay to allocate some of their availa
power for transmitting jamming signals in order to inteefer
with the eavesdropper. We formulated and solved a constiain
optimization problem aiming at allocating transmissiompcs

APPENDIX



proposed jamming strategy is no more than that of traditiona] A. Sendonaris, E. Erkip, and B. Aazhang, “User cooperatiliversity
DF-reIaying without jamming. - Part I: System description,TEEE Trans. Commun., vol. 51, no.11,
. L . ", . pp.1927 - 1938, Nov. 2003.
Without Jamming knOWIGdge at Iegltlmate receivers, thﬁ] A. Sendonaris, E. Erkip, and B. Aazhang, “User cooperain diversity
secrecy rate of the proposed jamming strategy can be easily- Part IIl: Implementation aspects and performance angdly&&E Trans.
Commun., vol. 51, pp. 1939-1948, Nov. 2003.
calculated as [8] L. Lai and H. El Gamal, “The relay-eavesdropper chan@soperation

1 1 1 1— for secrecy,”|EEE Trans. Inf. Theory, vol. 54, no. 9, pp. 4005 - 4019,
Rsee = zlog[l+(1—a)yse|+ 5 log (M> Sept. 2008.
2 2 T+(1- ﬁ)VR-,D [9] V. Aggarwal, L. Sankar, A. R. Calderbank, and H. V. PoorSécrecy
1 14+9r.D capacity of a class of orthogonal relay eavesdropper chghiiJRAS P
+—log : (17) Journal on Wireless Communications and Networking, vol. 2009, Article
2 (1+7vs,5)(1+vrE) ID 494696, 14 pages, 2009.

. . . [10] M. Yuksel and E. Erkip, “Secure communication with aagelhelping
It is also clear that ifys r < 75,5 O Yr,p < Vr,E, it would the wiretapper,” inProc. 2007 |EEE Information Theory Workshop, Lake

be impossible to achieve a positive secrecy rate. Thergeffore  Tahoe, CA, Sept. 2007.

what follows we 0n|y focus on the casesig D> VS.E and [11] X.Heand A. Yener, “Two-hop secure communication usinguntrusted
’ ’ relay: A case for cooperative jamming.” iBroc. 2008 IEEE Global

YR.D > VR,E- ) ) ) ) Telecommunications Conference, New Orleans, LA, Nov. - Dec. 2008.
For DF-relaying without jamming, we assume that thp2] R. Negi and S. Goelm, “Secret communication using afdfinoise,”

presence of the eavesdropper is a priori, so the source andige;rogo'o'fsEE Venicular Tech. Conf, vol. 3, Dallas TX, pp. 1906-1910,

relay may not use all of the_ir available power. _ [13] L. Dong, Z. Han, A. Petropulu, and H. V. Poor, “Improvingreless
Proposition 1: For an arbitraryg € [0, 1], we consider the physical layer security via cooperating relays?EE Trans. Sig. Proc.,

; . vol. 58, no. 3, pp. 1875-1888, Mar. 2010.
fOllOWIﬂg two cases for Phase 2: 14] J. Zhang, M. C. Gursoy, “Collaborative relay beamfamgifor secrecy,”

’ H et [
Case 1) The relay’s powgt —3) P is used for transmitting in Proc. the IEEE International Conference on Communication (ICC),
a jamming signal. Cape Town, South Africa, May 2010.

Case 2) The relay’s powét —3) Pr is used for transmitting
neither the message nor the jamming signal.

Other conditions or parameters are the same for both cases.

Then, the secrecy rate in case 1) is always no more than
that in case 2).

Proof: For convenience, let us denote the secrecy rate

in case 1) bngﬁ)c and the secrecy rate in case 2) Efé)c
respectively.

W) _p@  _ o (A 7RD)E+ (A~ F)IRE]
R{, -RZ, = 1 ((1+VR,E)[1+(1—ﬁ)vR,D])

(1 + Bvr,D )
“log [ - RD
1+ Bvr,E

_ (YrR,0 —VYR,E)S )
-l (1 U+ me)l + (- B)mo)
(YrR,0 —VR,E)B
~log (1 - 1+ Bvr,E >
< 0 (18)

[ |
Similarly, one can show that the same conclusion as in
Propositions 1 is also valid for Phase 1. Thus, it follows tha
the secrecy rate of the proposed jamming strategy cannot be
enhanced if the legitimate receivers do not have an apriori
knowledge of jamming signals.
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