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Abstract—Relying on physical layer security is an attractive
alternative of utilizing cryptographic algorithms at upper layers
of protocol stack for secure communications. In this paper,we
consider a two-hop wireless relay network in the presence ofan
eavesdropper. Our scenario of interest spans over a four-node
network model including a source, a destination, a trusted relay,
and an untrusted eavesdropper in which the relay forwards the
source message in a decode-and-forward (DF) fashion. The source
and relay are allowed to use some of their available power to
transmit jamming signals in order to create interference at the
eavesdropper. The relay and destination are assumed to have
the knowledge of the jamming signals. An important questionis
how to allocate the transmission power of the message signaland
that of the jamming signal. First, we propose an optimal power
allocation solution in which the knowledge of global channel
state information (CSI) is required. To facilitate practical system
design, two simple yet sub-optimal power allocation solutions are
proposed which do not rely on eavesdropper’s channels. For the
purpose of performance comparisons, power allocation problems
for two benchmark schemes without jamming are also analyzed.

Index Terms: Physical Layer Security, Secrecy Rate, Jam-
ming, Wireless Relay Networks, Decode-and-Forward.

I. I NTRODUCTION

Due to the broadcast nature of the wireless medium,
transmitting confidential information securely in presence of
possible eavesdroppers is of increasing importance. Tradi-
tionally, the issue of information secrecy has been primarily
addressed at the upper layers of the protocol stack via the
use of cryptographic algorithms. However, there are several
significant challenges for cryptographic approaches in wire-
less networks, e.g., private key management complexity, key
distribution obstacles, and key transmission security issues [1].
Recently, there has been a growing interest in implementing
wireless security at the physical (PHY) layer, which exploits
the physical characteristics of the wireless channel to trans-
mit information securely [2]. In wireless PHY security, the
figure of merit is secrecy rate defined as the rate at which
information can be transmitted secretly from a source to its
intended destination. The maximum achievable secrecy rate
is named thesecrecy capacity. For a Gaussian channel, the
achievable secrecy rate equals to the difference between the
mutual information accumulated at the destination and that
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accumulated at the eavesdropper which is not less than zero
[3].

Recently, cooperative jamming has emerged as a promis-
ing technique to enhance wireless PHY secrecy [4]. The
basic idea is to send proper jamming signals in order to
create interference at an eavesdropper. In traditional wireless
communications, interference is typically undesired and shall
be mitigated or avoided. However, intentional creation of
interference is of special interest in secure communications. In
this paper, our focus is to enhance wireless PHY secrecy for
two-hop wireless relay networks by using jamming strategies.
It is well understood that the use of relaying techniques can
introduce significant benefits for wireless networks [5]-[7].
Our focus in this paper is decode-and-forward (DF) relaying.
Other relaying strategies such as amplify-and-forward (AF)
will be the subject of our future work. We consider a two-hop
DF-based relay network in the presence of an eavesdropper.
The network consists of a source, a destination, a trusted relay,
and an untrusted eavesdropper each equipped with a single
antenna. The trusted relay forwards the source message to the
destination in a DF fashion. There is no direct link between the
source and the destination. Our main contributions are briefly
described below.

In addition to transmitting the message signal, source and
relay are allowed to use some of their available power to
transmit jamming signals. We assume that a legitimate re-
ceiver (relay or destination) has an apriori knowledge of
the jamming signal, which could be implemented in practice
with a small amount of overhead. Jamming signals can then
create interference at the eavesdropper, but be completely
removed at legitimate receivers, thereby enhancing wireless
secrecy. An important problem is how to allocate the power for
transmitting the message signal and the jamming signal. We
analyze the optimal power allocation problem and show that
solving it requires the global channel knowledge. Considering
the fact that the eavesdropper’s channel knowledge may not
be available in practical scenarios, we propose two simple but
sub-optimal power allocation solutions that do not rely on
the knowledge of eavesdropper’s channels. We also analyze
power allocation problems of two benchmark schemes with-
out jamming. While the first benchmark scheme corresponds
to traditional DF relaying without eavesdropper, the second
benchmark takes into account the presence of an eavesdropper.
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A. Related Work

In this subsection, we briefly review some of the recent
representative work most closely related to our work and then
differentiate our work from the existing work. In [8], a four-
node system model including source, destination, eavesdrop-
per, and relay is considered in which the relay transmits an
artificial noise independent of the source signals in order to
confuse the eavesdropper. In [9], the secrecy rate of orthog-
onal relay eavesdropper channels is studied. Both relay and
destination nodes receive the source signals on two orthogonal
channels, the destination also receives transmissions from the
relay on its channel, and the eavesdropper overhears either
one or both of the orthogonal channels. In [10], a relay is
used for helping the eavesdropper to degrade the secrecy rate.
In [11], an extra jammer is introduced to enhance the secrecy
performance for an AF-based relay network. In [12], artificial
jamming noise is added to achieve secrecy for two scenarios:
one in which the source has multiple antennas and the other
in which the source has a single antenna but multiple helpers
are available. The work of [13] considers the case of a multi-
antenna relay in which the relay sends jamming signals based
on a beamforming strategy.

In most of the above cases, a relay is utilized to onlyeither
forward the source informationor send a jamming signal.
For the former case, the source-to-relay communication is
not protected from eavesdropping, while in the latter one,
the system cannot enjoy the benefits of relaying. To the
best of our knowledge, cooperative jamming for protecting
communications in both phases of relay networks has not
been studied before. In this work, both relaying and jamming
are taken into account, so communications in both phases
could be protected from eavesdropping. Also, our jamming
strategies and design problems are different from existing
works. More specifically, in this work we consider power
allocation problems to maximize the secrecy rate subject to
a per-node power constraint.

II. SYSTEM MODEL AND JAMMING STRATEGY

As the system model, we utilize a four node network.
They are namely a source (S), a destination (D), a trusted
relay (R), and an untrusted eavesdropper (E). Each node is
equipped with a single omni-directional antenna and operates
in a half-duplex mode. We assume that there is no direct
S → D link. To deliver a source message to the destination,
the source first transmits its message to the relay (Phase 1),
and the relay then forwards the message to the destination
in a DF fashion (Phase 2). Wireless transmissions in both
phases could be eavesdropped. The eavesdropper is passive
and its goal is to interpret the source information without
trying to modify it. Our objective is to improve the wireless
secrecy via transmitting appropriate jamming signals. There is
no extra jammer but an apriori knowledge of jamming signals
is available at legitimate receivers. To enhance secrecy, we
allow the source and the relay to use some of their power
to transmit a jamming signal, in addition to transmitting the
message signal. The system model is illustrated in Fig. 1.
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Fig. 1. An illustration of the system model.

As the secrecy capacity for a general relay channel remains
to be an open problem even in the absence of secrecy con-
straints, this work focuses on the achievable secrecy rate.This
translates to deriving the lower bounds of the secrecy capacity
similar to the literature works of [8], [10], [13], and [14].The
achievable secrecy rateRsec is defined as [10]:

Rsec = [RD − RE ]+ (1)

whereRD is the accumulated rate at the destination,RE is
the accumulated rate at the eavesdropper, and[x]+ denotes
max(x, 0). This secrecy rate can be achieved via the use of
Gaussian inputs.

The goal of the jamming signal is to create interference at
the eavesdropper in order to reduceRE . Notice that the relay
has an apriori knowledge of the jamming signal sent by the
source, and the destination has an apriori knowledge of the
jamming signals sent by the relay. This can be implemented
in practice with a small amount of overhead. For example,
the jamming signal can be a Gaussian noise generated by
a pseudo-random generator with finite states, and the trusted
nodes maintain the same pseudo-random generator. Only the
state of the pseudo-random generator needs to be sent to the
relay (for Phase 1) or destination (for Phase 2) via a separate
and secure control channel. In this way, legitimate receivers
have the complete knowledge of jamming signals.

We also assume that the channels are quasi-static and the
channel knowledge is available, and as such the jamming
signals can be completely removed from the signal received
at legitimate receivers. Although the jamming signal does not
create interference at relay or destination, under a per-node
power constraint the power for transmitting the message signal
is reduced, resulting in decreasingRD. Clearly, there is a
tradeoff between transmitting the message and jamming signal.
The power allocation problem is thus of interest.

We consider a practical transmit power constraint in which
the transmit power at each node is limited to an upper bound.
PS andPR are the total power budget of the source and the
relay, respectively. Thermal noise at any node is assumed to
be zero-mean white complex Gaussian with varianceσ2, i.e.,
CN (0, σ2). We denotehi,j as the flat fading channel for the
i → j link. For example,hS,R is the channel between the
source and the relay.

Noticing that the jamming signals only interfere with the
eavesdropper, increasing jamming power always improves the
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secrecy rate. The source or the relay shall always use all their
available power for maximizing the secrecy rate. Let us denote
αPS (0 ≤ α ≤ 1) to be the power allocated by the source
for transmitting its message, andβPR (0 ≤ β ≤ 1) to be
the power allocated by the relay for transmitting the source
message. The power allocated for transmitting the jamming
signal for the source and relay are then(1 − α)PS and (1 −
β)PR, respectively. The objective of power allocation is to
determine the optimal choices of(α, β) leading to a maximal
secrecy rate.

III. POWER ALLOCATION

In the first phase of DF, the source transmitsxS =√
αPS s +

√

(1 − α)PS z, wheres is the message signal and
z is the jamming signal both with unit-power. For the purpose
of achieving the secrecy rate, we assume that the codewords
used at the source are Gaussian inputs.

The received signal at the relay is

yR =
√

αPS hS,R s +
√

(1 − α)PS hS,R z + nR (2)

where nR is the noise at the relay and followsnR ∼
CN (0, σ2). The relay completely removes the jamming signal
(i.e., the term

√

(1 − α)PS hS,R z), decodes the message
signal, and re-encodes it.

For notational convenience, let us defineγi,j = Pi|hi,j |2/σ2

wherei ∈ {S, R} andj ∈ {R, D, E}. The rate at the relay is
then given by

RR = log (1 + αγS,R) . (3)

Note thatlog(·) denotes the base-2 logarithm throughout this
paper.

In the second phase, the relay transmitsxR =
√

βPR s′ +
√

(1 − β)PR z′, wheres′ is the re-encoded message signal
and z′ is a new jamming signal independent ofz. After
removing the jamming signal at the destination, the rate at
the destination is represented as

RD =
1

2
log (1 + βγR,D) (4)

The scalar factor1/2 is inserted due to the fact that two
channel uses are required in two phases.

We assume that the relay uses different codewords indepen-
dent of the source codewords in the second phase. Then, the
accumulated rate at the eavesdropper is

RE =
1

2
log

(

1 +
αγS,E

1 + (1 − α)γS,E

)

+
1

2
log

(

1 +
βγR,E

1 + (1 − β)γR,E

)

. (5)

The achievable secrecy rate can be easily calculated as

Rsec =
1

2
log [1 + (1 − α)γS,E]

+
1

2
log [(1 + βγR,D)(1 + (1 − β)γR,E)]

−1

2
log [(1 + γS,E)(1 + γR,E)] . (6)

Notice that the first term in Equation (6) is related to
parameterα while the second term is related toβ. However,

α andβ are not independent. The relay can correctly decode
the source message if the rate at the relay is no less than the
rate at the destination. In order to have successful decoding
at the relay, the following condition needs to be satisfied:
log(1 + αγS,R) ≥ log (1 + βγR,D), which yields

α ≥ γR,Dβ

γS,R

. (7)

The secrecy rate is maximized with respect toα when
Constraint (7) is active, i.e., equality holds. Substituting α =
γR,Dβ/γS,R into Equation (6), one can see that the derivative
of 4Rsec with respect toβ is a quadratic function in the
following form.

∂ 4Rsec

∂ β
∝ Aβ2 + Bβ + C (8)

where

A = 3γ2
R,DγR,EγS,E ,

B = −2γR,DγR,EγS,R(1 + γS,E)

−2γR,DγS,E[γR,D(1 + γR,E) − γR,E ] ,

C = γS,R(1 + γS,E)[γR,D(1 + γR,E) − γR,E ]

−γR,DγS,E(1 + γR,E) . (9)

When the quadratic function in (8) has real root(s) (i.e.,
B2 ≥ 4AC) and the root−B−

√
B2−4AC
2A

is within the range of
[0, 1], β shall be selected aŝβ = −B−

√
B2−4AC
2A

. Otherwise,
β shall be selected aŝβ = 1 representing a non-jamming
scenario or̂β = 0 indicating that a positive secrecy rate cannot
be achieved. Note that̂β = −B+

√
B2−4AC
2A

is not a feasible
solution as it corresponds to a minimum secrecy rate.

If β̂ ≤ γS,R/γR,D, α shall be selected aŝα =
γR,D β̂

γS,R
.

Otherwise, ifβ̂ > γS,R/γR,D, α shall be selected aŝα = 1.
In the latter case, the relay needs to reduce its transmit power
to meet Constraint (7), i.e.,β reduces toγS,R/γR,D.

The optimal power allocation is summarized as follows:
{ (

γR,Dβ̂/γS,R, β̂
)

, if β̂ ≤ γS,R/γR,D

(1, γS,R/γR,D) , elsewhere
(10)

Note that a positive secrecy rate is not guaranteed even under
the optimal power allocation. Substituting (10) into (6), one
can compute the secrecy rate and determine whether a positive
rate can be achieved.

Remarks:
• From (9), the optimal power allocation depends on the

global channel knowledge. In practice, the relay may
collect the global channel state information (CSI), com-
pute the optimal power allocation, and then send the
value of α to the source over a secure control channel.
Recall that channel state changes are trackable due to the
quasi-static assumption. In practice, the results of power
allocation shall be updated periodically based on how fast
the channel states change.

• In some practical scenarios, instantaneous eavesdropper’s
channels, i.e.,hS,E andhR,E , are not available, but chan-
nel statistics are available. An example is the scenario
of fast fading channels for which tracking instantaneous
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channel state changes may be difficult. In such scenarios,
the ergodic secrecy rate is sometimes of interest. By
using Jensen’s inequality, the ergodic secrecy rate is upper
bounded by

E{Rsec} ≤ 1

2
log [1 + (1 − α)γ̄S,E ]

+
1

2
log [(1 + βγR,D)(1 + (1 − β)γ̄R,E)]

−1

2
E {log [(1 + γS,E)(1 + γR,E)]} (11)

where γ̄i,j , PiE{|hi,j |2}/σ2. Power allocation for
maximizing the upper bound of the ergodic rate is still
specified using the result of (10). The only difference is
that one has to replaceγS,E and γR,E with γ̄S,E and
γ̄R,E , respectively. Power allocation results need not be
updated unless channel statistics are changed.

• Traditional cooperative jamming schemes typically re-
quire additional costs and/or are only applicable to
limited scenarios. Introducing an extra jammer requires
additional hardware costs and the coordination between
jammer and source is implemented with an additional
overhead. When the destination has no knowledge of
jamming signals, a jammer can cause interference to the
destination and hence cooperative jamming is beneficial
only under certain channel and power conditions [4].
Our proposed jamming strategy does not need an extra
jammer and is always beneficial. However, the price we
have to pay is that the legitimate receivers have the
knowledge of jamming signals which can be implemented
in practice with a small amount of overhead.

A. Sub-Optimal Power Allocation

As shown before, optimal power allocation depends on the
global CSI, including that of the eavesdropper’s channels.
However, the eavesdropper’s channel or even the statisticsof
the channel may be unavailable in practice. In this subsection,
we propose two simple yet sub-optimal solutions for power
allocation that do not rely on eavesdropper’s channels at all.

Sub-Optimal Solution 1: From (5) and (6), if we omit the
white thermal noise at the eavesdropper, it is easy to see that
the secrecy rate is upper bounded by

Rsec <
1

2
log ((1 + βγRD)(1 − α)(1 − β)) . (12)

Note that this upper bound is tight ifγS,E ≫ 1 and
γR,E ≫ 1. Now, we tend to maximize the upper bound in
(12). The parametersA, B, and C in (9) can be simplified
to A = 3γ2

R,D, B = −2γR,DγS,R − 2γR,D(γR,D − 1), and
C = γS,R(γR,D − 1) − γR,D which are independent of the
eavesdropper’s channels, i.e.,γS,E andγR,E . Other procedures
remain the same as in those leading to the specification of the
optimal power allocation. Furthermore, it can be readily shown
that the values ofα and β for this sub-optimal solution are
always no greater than those in the optimal solution.

Sub-Optimal Solution 2: We assume thatα is independent
of β in Equation (6), and as such only the second term in
Equation (6) is related toβ. Taking the derivative of the second
term in (6) and setting it to zero, we can easily find the solution
for β as:

β̂ =
1

2
+

γ−1
R,E − γ−1

R,D

2
≈ 1

2
−

γ−1
R,D

2
. (13)

In the above, we have assumed thatγR,E >> 1. The power
allocation corresponds to (10) in whicĥβ is given by (13). In
scenarios of interest, theR → E link may not be too weak
or else the effects of the eavesdropper are trivial. Hence, the
assumption ofγR,E ≫ 1 is usually satisfied.

B. Two Benchmark Schemes

In this subsection, we analyze the power allocation problems
of two benchmark schemes, for the purpose of performance
comparisons used in Section IV.

Benchmark 1: For the first benchmark, we consider a tradi-
tional DF-based relaying scheme without taking into account
the presence of the eavesdropper. Again, we denoteαPS to be
the source’s power for transmitting its message andβPR to be
the relay’s power for transmitting its message. Consequently,
only Constraint (7) needs to be satisfied. IfγS,R 6= γR,D, the
source or relay need not use all of its available power. The
power allocation is given by (10) wherêβ = 1.

Benchmark 2: For the second benchmark, we consider a
DF-based relaying scheme without jamming while taking into
account the presence of the eavesdropper. For this case, the
source or relay does not transmit any jamming signal but may
not use all of its available power. In this case, Constraint (7)
needs to be satisfied and the secrecy rate is identified as

Rsec =
1

2
log

(

1 + βγR,D

1 + βγR,E

)

− 1

2
log (1 + αγS,E) (14)

Substitutingα = γR,Dβ/γS,R into (14), we further derive

4Rsec =
1 + βγR,D

(1 + βγR,E)(1 + γR,DγS,Eβ/γS,R)
. (15)

Taking the derivative of4Rsec with respect toβ, we obtain

∂ 4Rsec

∂ β
∝ (γS,R/γS,E − 1)(γR,D/γR,E − 1)

−(γR.Dβ + 1)2 (16)

The optimal value of β is 0, 1, or
1

γR,D

[

√

(γS,R/γS,E − 1)(γR,D/γR,E − 1) − 1
]

.
Remark: As compared to the second benchmark scheme,

the secrecy rate for the proposed jamming scheme could not
be improved, if the relay and destination do not have the
knowledge of jamming signals. The proof is provided in the
Appendix.

IV. N UMERICAL RESULTS

In this section, we investigate the performance of the
proposed power allocation results via numerical experiments.
Channels between any two nodes are modeled using frequency
non-selective Rayleigh fading with a path loss, i.e.,hi,j ∼
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CN (0, d−c
i,j ) where di,j is the distance between nodei and

nodej, andc = 4 is the path loss exponent. For simplicity, we
consider a simple one-dimensional system model as illustrated
in Fig. 2 in which source, relay, destination, and eavesdropper
are placed along a horizontal line. The locations of source,re-
lay, and destination are fixed at coordinates(−1, 0), (0, 0), and
(1, 0), respectively. The average signal-to-noise ratio (SNR) of
the S → R and R → D links, i.e., γ̄S,R and γ̄R,D are fixed
at 15 dB. We perform Monte-Carlo experiments consisting of
105 independent trials with independent channel realizations
to obtain average results.

S DE R

(0,0)(-1,0) (1,0)

Fig. 2. An illustration of the simulation model.

In Fig. 3, we show the average secrecy rates of DF-based
relaying versus the eavesdropper’s locations under various
power allocation solutions. In our numerical experiments,
we move the eavesdropper’s location from(−4, 0) to (3, 0)
to evaluate the secrecy rate. The power allocation solutions
in Fig 3 include the optimal power allocation proposed by
Equation (10), the two sub-optimal power allocation solutions
proposed in Section III-A, and the two benchmarks proposed
in Section III-B. As expected, the optimal power allocation
always outperforms the two sub-optimal solutions and the two
benchmarks. As for the two sub-optimal solutions, it appears
that the first one is a better solution when the eavesdropper
is close to the source and relay, while the second one is
a better solution when the eavesdropper is far away from
the source and relay. Since the second benchmark takes
into account the presence of the eavesdropper, it performs
slightly better than the first benchmark. As observed, when the
eavesdropper moves close to the source and relay, the secrecy
rate for all curves decreases sinceγS,E and γR,E increase
and the eavesdropper plays an increasingly significant role. A
positive secrecy rate could be always achieved for the proposed
jamming strategy, while for traditional DF-relaying without
jamming a positive secrecy rate could be achieved only if the
eavesdropper is far away from the source and relay. For the
proposed jamming strategy, the minimal secrecy rate occurs
when the eavesdropper is located approximately in the middle
of source and relay, i.e., the coordinates(−0.5, 0). This is
because at this location both theS → E link and theR → E
link are strong.

In Fig. 4, we further show the average values of parameters
α and β for the same simulation scenario as in Fig. 3.
As observed, the power allocations of the two sub-optimal
schemes are independent of the eavesdropper’s locations, since
no eavesdropper’s channels are needed (see the discussion
of Section III-A). In addition, the parameter values of Sub-
optimal Solution 1 is no greater than those of the optimal
power allocation, which is in agreement with the conclusion
in Section III-A.
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Fig. 3. The secrecy rates under different power allocation schemes.
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V. CONCLUSIONS ANDFUTURE WORK

In this paper, we proposed a jamming scheme capable of
improving the physical layer security of a two-hop decode-
and-forward wireless relay network in the presence of an
eavesdropper. In addition to transmitting message signals, we
allowed the source and relay to allocate some of their available
power for transmitting jamming signals in order to interfere
with the eavesdropper. We formulated and solved a constrained
optimization problem aiming at allocating transmission powers
associated with message and jamming signals such that the
achievable secrecy rate subject to power constraints on the
source and on the relay is maximized. We showed that
the optimal power allocation depends on the global channel
state information. Furthermore, we proposed two simple yet
sub-optimal power allocation schemes that did not rely on
eavesdropper’s channels. We also analyzed power allocation
problems for two benchmark schemes without jamming. Nu-
merical results confirmed that our proposed jamming scheme
could significantly improve the secrecy rate. Further work
includes the analysis of power allocation problems for other
scenarios of interest such as AF-based relaying.

APPENDIX

In this section, we show that, if legitimate receivers do not
have the knowledge of jamming signals, the secrecy rate of the
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proposed jamming strategy is no more than that of traditional
DF-relaying without jamming.

Without jamming knowledge at legitimate receivers, the
secrecy rate of the proposed jamming strategy can be easily
calculated as

Rsec =
1

2
log [1 + (1 − α)γS,E ] +

1

2
log

(

1 + (1 − β)γR,E

1 + (1 − β)γR,D

)

+
1

2
log

(

1 + γR,D

(1 + γS,E)(1 + γR,E)

)

. (17)

It is also clear that ifγS,R ≤ γS,E or γR,D ≤ γR,E , it would
be impossible to achieve a positive secrecy rate. Therefore, in
what follows we only focus on the cases ofγS,D > γS,E and
γR,D > γR,E .

For DF-relaying without jamming, we assume that the
presence of the eavesdropper is a priori, so the source and
relay may not use all of their available power.

Proposition 1: For an arbitraryβ ∈ [0, 1], we consider the
following two cases for Phase 2:

Case 1) The relay’s power(1−β)PR is used for transmitting
a jamming signal.

Case 2) The relay’s power(1−β)PR is used for transmitting
neither the message nor the jamming signal.

Other conditions or parameters are the same for both cases.
Then, the secrecy rate in case 1) is always no more than

that in case 2).
Proof: For convenience, let us denote the secrecy rate

in case 1) byR(1)
sec and the secrecy rate in case 2) byR

(2)
sec,

respectively.

R(1)
sec − R(2)

sec = log

(

(1 + γR,D)[1 + (1 − β)γR,E ]

(1 + γR,E)[1 + (1 − β)γR,D]

)

− log

(

1 + βγR,D

1 + βγR,E

)

= log

(

1 +
(γR,D − γR,E)β

(1 + γR,E)[1 + (1 − β)γR,D]

)

− log

(

1 +
(γR,D − γR,E)β

1 + βγR,E

)

≤ 0 (18)

Similarly, one can show that the same conclusion as in
Propositions 1 is also valid for Phase 1. Thus, it follows that
the secrecy rate of the proposed jamming strategy cannot be
enhanced if the legitimate receivers do not have an apriori
knowledge of jamming signals.
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