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Abstract— VCP suffers from a relatively low speed of conver- only uses the two existing ECN bits in the IP header to encap-
gence and exhibits biased fairness in moderate bandwidthgh de-  sulate three congestion levels. Given that VCP demandssthe u

lay networks due to utilizing an insufficient amount of congetion e i i ;
feedback. Our previous work Double-Packet Congestion-cdrol of no e>§tra bits in the IP header, it represents a more peictic
alternative of deployment than XCP.

Protocol (DPCP) addressed this problem by increasing the acunt ] T
of the feedback distributed over two ECN bits in the IP headerof However, VCP can only deliver limited feedback to end hosts

a pair of packets. However, DPCP faces deployment obstacles since two bits can at most represent four levels of congestio
encrypted wireless networks due to the fact that it relies opartial  rder to avoid sudden bursts, VCP has to control the growth of

information in the TCP header and the TCP header informationis - . o
lost when crossing encryption boundaries. Furthermore, wieless transmission rates by setting artificial bounds. The layietds

networks are characterized by both error- and congestion-aused ~SIOW convergence speeds and high transition times. Morgove
loss. Our previous work has revealed that the efficiency of DBP, due to the use of fixed parameters for fairness control, VCP

and for that matter any congestion control protocol, over wieless  exhibits poor fairness characteristics in high delay neso

networks may be reduced as the result of not being able to dif- .
ferentiate between two types of loss. In this paper, we prope Most recently, several works have attempted at addressing

an alternative congestion control protocol to which we refeas the problem associated with VCP limitations by increash t
Distributed Congestion-control Protocol for Encrypted Wireless amount of feedback. While the work in MLCP [11] proposes
(DCP-EW) networks. DCP-EW is capable of efficiently operatlg  using 3 bits to represent the Load Factor (LF), the UNO frame-
in encrypted wireless networks while preserving all of the lenefits yqrk [12] proposes another alternative to increase the atmou

of DPCP for wired networks. It does so by passively utilizinghe . P S —
IP Identification field of a packet header instead of the TCP hader  ©! f€€dback by passively utilizing information in IP Ideffua

in conjunction with a heuristic algorithm to differentiate between 0N (IPID) field. In contrast, our previous work DPCP [13]
different sources of loss. We implement DCP-EW in NS-2 and #ta  proposes a distributed framework that allows for using noemo
Linux Kernel. We demonstrate the performance improven_lentsof than 2 ECN-bits to deliver a 4-bit representation of the LF.
DCP-EW ‘i'olmFt’ag?d to DPCP and VCP through simulation and  That said, DPCP needs to access partial information in the
experimental studies. . .. .
Index Terms— Congestion Control, Encrypted Wireless Net- TCP header in order to be gble to efficiently distribute and re
works, ECN, High BDP, VCP, DPCP. assemble the LF. However, in enprypted networks proteqted b
IPSec, TCP header information is lost when crossing encryp-
tion boundaries. Thus, DPCP cannot operate in such encrypte
|. INTRODUCTION netyvorks. Furthermore, wireless .networ_k's are chara@ébz/
faéilng related error-caused loss in addition to queuingteel

It has been shown that conventional TCP and end-to-en : .
congestion-caused loss. Experiments have shown that the pe

TCP-based Active Queue Management (AQM) schemes Prmance of any congestion control protocols relies on eppr

form poorly in high Bandwidth-Delay Product (BDP) networks_. . . . .
[1]. Over the past few years, an abundant of technigues hoargate reaction to loss according to its source. Like VCRCBP

: - ) dsacts to loss without differentiating between the souotésss
been developed to improve the efficiency and fairness of TCP, o i
arid thus performs inefficiently over wireless networks.

Examples include the works of [2], [3], [4] using algorithms i i
In this paper, we propose a new congestion control protocol

to adaptively adjust the sending window size, and [5], [8], [ hati he desi tDPCP. | DPCP

[8] employing alternative congestion signals. Howeveg tu t atlmplrovesr:_eh eS|gnfo > rjbcongastto : ,gl;lrnew

their integrated controller design, these techniquesdéi to protocol to which we re er as Distributed Congestion-cohntr
Protocol for Encrypted Wireless (DCP-EW) networks progose

achieve both efficiency and fairness [1]. h o | distributed sch hat all p
By decoupling efficiency control from fairness, explicittV© NeW schemes: i) a novel distributed scheme that allows fo

Congestion-control Protocol (XCP) [9] and Variable-sttuwe operat.ion Wit.h".] encrypted networks,.a'nd ”? a new heuisti
Congestion-control Protocol (VCP) [10] can achieve high utIoss differentiating schemg that can distinguish betweear-e
lization, low persistent queue length, insignificant pad&ss caused loss and congestlon-cause_d loss. Nptably, these new
rate, and sound fairness depending on the heterogeneity i hemes are added to D(_:P'EW while preserving all of _the ben-
acteristics of a network. While XCP requires the use of adar its of DPCP_' More_spemﬂcall_y, DCP-EW can still provide the
number of IP packet header bits to relay congestion inform ender with fine grain congestion levels using no more than th

. : : L two ECN bits in the IP header. In DCP-EW, a congestion level
tion thereby introducing significant deployment obstaclésP . i ' :
y gsig ploy 4 is carried by a chain of two packets and each packet provides

This work was sponsored by a grant from the Boeing Company. two bits out of four bits of information associated with a eon



gestion level. Utilizing a distributed scheme that deddtem impacted in moderate bandwidth high delay network opematio
that of DPCP, routers compute and distribute a congestgpn sécenarios.
nal into two packets. A congestion level can be specified byUnlike VCP, DPCP uses four bits to represent the LF. Al-
concatenating a group of two ECN bits together from a painough DPCP increases the amount of feedback, it utilizes th
of packets at an end node. Incorporated with a novel heurigto ECN bits of a pair of packets in order to encode the LF
tic algorithm, DCP-EW can appropriately react to congestioin a distributed way. For a given LF, the packet that carries
caused loss while avoiding unnecessary reductions of ti sethe Most Significant Bits (MSBs) of the LF is referred to as
ing window sizes in response to error-caused loss. MSP. Similarly, the packet that carries the Least Significant
Finally, we implement DCP-EW in both NS-2 [14] and theBits (LSBs) of the LF is referred to asSP. Each packet has
Linux Kernel. Through both simulation and experimentatistu a sequencesgéq) number and an acknowledgeck) number in
ies, we demonstrate that DCP-EW is able to achieve a perfiis- TCP header. During transmission, these two numbers neve
mance comparable to that of DPCP in wired networks. We alsbange. Thus the relative order of these two numbers can be
demonstrate that DCP-EW can operate in IPSec encrypted neted as a binary indication to tell if a packetM&S P or LS P.
works while significantly outperforming DPCP in terms of eonMore specifically, if theseqg number has a greater value than the
vergence speed and fairness in wireless networks chamatter ack number, then the packet is théS P. Otherwise the packet
by tandem loss. is the LSP. Furthermore, DPCP maintains ad.SP flag at
The rest of the paper is organized as follows. In Section the end nodes. The end nodes flip over & P flag of ev-
we review the design methodology of VCP and DPCP alorgyy packet to indicate if the next packet shouldde&s P/LS P.
with their shortcomings in order to describe the motivatioBased on the value a¥/.SP, end nodes may swap the value
for the design of DCP-EW. In Section Ill, we present the twof seq and that ofack in order to use the packet d¢.SP or
novel components of DCP-EW compared to DPCP. ExperimehS P and thus yield an interleaved packet flow with the pattern
tal studies are presented in Section IV. In Section V, wessevi “MSP:LSP:MSP:LSP:...". Once a packet arrives at a router, t
the related work to DCP-EW. Finally, we present several corputer identifies a packet dd.S P or LS P by checking the rel-
clusions in Section VI. ative order of theeq andack of the packet. Then, the router as-
signs either MSB or LSB bits of the associated LF to the packet
depending on whether it i8/.5SP or LSP. This way, DPCP
can provide a more accurate feedback to the sender.

Rather than using an integrated controller like TCP, VCP at-

tempts at decoupling efficiency and fairness aspects ofemng |1|. DCP-EW: DISTRIBUTED CONGESTIONCONTROL
tion control and operating in three congestion regions. I&hi  PrRoTOcCOL FORENCRYPTEDWIRELESSNETWORKS
VCP retains the sliding window and acknowledgment (ACK)_ As presented earlier, the design of DCP-EW is motivated by

me_tchg_r#sms t?;w TCtI:]’ |tts fvilg%()\;v Tan;g:camgnt mecr}amtsrtnt\;\?o observations. First, most feedback based congestion co
quite ditierent than that o - nstead of using the sloavts %ol protocols either require the use of multiple bits in tRe

and congestion qvmd_ance algorithm .Of TCP, VCP rggglates eader or even access to headers of the protocols above the IP
value of cwnd with different congestion control policies de-I

: : o yer, thereby facing deployment challenges in encryptgd n
fined according to the level of congestion in the network. VCv'%orks. Second, most congestion control protocols are desig

_re?retients the nztyvct)rk congfetitmn status tiy a Iloadlfalcnohwhfor wired networks and treat both types of loss as congestion
IS turther mapped Into one ot three congestion levels caused loss. While error-caused losses are typically absen

:cow—loadah|gh:oad,land ?Vﬁrlol_?:df The deé'grl\]l c;:‘_ V(.:P ﬁ"ol\'l\:(ﬁired networks, they are common in wireless networks. Ex-
or inf[:ﬁ 'n(?t ﬁ_r\]/at'lf ofthe t|r01|to tévo d'ltst In the ¢ eriments show that reacting to error-caused and congestio
packetheader. The L 1S computed and mapped into one of fi, ;¢ 4 loss, can significantly decrease the performanagyof a
three congestion I_evels mentioned above at a VCP routee Or&%ngestion control protocol. Thus, the target operating-en

a data packet arrves, the VCP router extracts the_ CONGESHA 1, ments of DCP-EW are IPSec-based encrypted wireless net-
level associated with its most congested upstream link tram works. The latter means that only eight bits of the IP header,

ECN bits of the packet itself. It then updates the ECN bitshefttwo ECN bits and six Type of Service (ToS) bits, can bypass

packet only if'its downstream link i.s more congested thantWhﬁe encryption boundaries and are available for end to ed si
Is already indicated by the ECN bits of the packet. EVermj""llr1aling. As the ToS bits are reserved for signaling diffeisat

the data packet will carry the congestion level of the MOS8k CO. .\ ices as oppose to congestion control, DCP-EW will only

gested link of its session. At the receiver, the congessoall ¢ he o ECN bits of the IP packet header for carrying con-
is retrieved and sent back to the sender via an ACK paCKSEstion control signaling feedback

Consequently, VCP applies three congestion control paslici
Multiplicative Increase (MI) in the low-load region, Addi¢ )
Increase (Al) in the high-load region, and MultiplicativeD A Overview

crease (MD) in the overload region. While the MI operation Relying on two new schemes, DCP-EW extends DPCP to
is utilized to eliminate TCP’s slow start behavior, the Aldanwork efficiently in encrypted wireless networks. First arkd a
MD operations attempt at preserving the fairness chaiatiter beit the fact that DCP-EW uses a double packet four bit repre-
of TCP. Since VCP can only provide limited feedback to theentation of the LF just like DPCP does, it introduces a ptacke
sender, its efficiency and fairness characteristics aratively ordering management strategy that is quite distinct froat th

Il. FUNDAMENTALS OF VCP AND DPCP
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Fig. 1. An example scenario of using DCP-EW over an IPSecaunn

of DPCP. Unlike DPCP, DCP-EW does not rely on the TCthat the LSB bit might not flip over in every pair of consecativ
header to manage packet ordering. Instead, it only utillzes packets, DCP-EW uses the first packet with an LSB value of
information available in the IP header and only manipulates zero for carryingh/ .S P and the first packet with an LSB value
existing ECN bits to carry congestion information. The desf one for carrying LSP. As evidenced in our experiments, it
tail of new packet ordering management scheme of DCP-Ei/safe to assume that bit flips, with a probability of 0.5, oc-
will be presented in the next subsection. Second, DCP-EWr quick enough with respect to necessary congestionoeact
utilizes a heuristic scheme for differentiating errorsadiloss speed specially over large BDP networks. In what follows, we
from congestion-caused loss. This heuristic scheme ruthgat explain how DCP-EW operates in IPSec encrypted networks.
transmitting side and maintains the history informatiorafi- Assuming that at the encrypted boundaries, only two ECN bits
gestion status over the bottleneck link of a path. Upon detexan pass the boundary.

tion of loss, the heuristic scheme makes an identificatichef

source of loss based on the saved history information. OtHer Operation with IPSec

components of DCP-EW such as the definitions of congestionlPSec operates in two modes: transport mode and tunnel
levels, handling exceptions as well as encoding and degodinode. In the transport mode, the original IP header is kept
scheme remain the same as those of DPCP. We refer the inidter getting authenticated by IPSec. Thus, DCP-EW caln stil
ested reader to [13] for the description of common companendccess IPID and ECN bits as usual in IPSec transport mode.
In the following two subsections, we present the novel a@spedn contrast, the entire packet is encrypted and autheetidat

of DCP-EW, namely, how the protocol manages packet ord¢PSec tunnel mode. As a result, the original IP header besome

ing and how it differentiates between two types of loss. invisible in the encrypted packet. Since the LSB bit of thibIP
) in the original IP header may not necessarily be the sameeas th
B. Packet Ordering Management one in the new IP header, DCP-EW utilizes the IPID only on

As DCP-EW distributes the LF into two packets, a binarshe Cypher Text (CT) side but not on the Plain Text (PT) side
signal is enough to determine packet ordering. However, f§r packet ordering. In what follows, we present the details
free bit is available in the IP header for such signaling. tThéhe operation of DCP-EW in IPSec tunnel mode. As DCP-EW
said, the IPID field of the IP header originating from a hosill be installed and configured at the IPSec router, it iesaf
is either monotonically increasing or chosen uniformlyai- to assume that DCP-EW will have access to both CT and PT
dom. In either case, the LSB of IPID flips over quickly enougheaders of a packet. Furthermore, because the operations of
to be used for signaling/SP/LSP. Specifically, DCP-EW DCP-EW in the PT side are similar to that presented in [15],
only uses the LSB of the IPID field. Further, the use of IPIive only focus on the operation of the IPSec router over encryp
field bits is passive, i.e., the bit values are inspected btit rion boundaries and the IPSec tunnel. Specifically, DCP-EW
changed by DCP-EW. In contrast to DPCP, DCP-EW uses tphgovides two router modules: i) Security Module (SM) rurgnin
LSB of IPID field in order to differentiatd/ SP from LSP at only on IPSec routers that cooperates with IPSec gatewagls, a
the receiving end, instead of swapping T&f andack num- i) Normal Module (NM) running on both IPSec gateways and
bers. Namely, a packet with an LSB value of zero is used ather routers. Fig. 1 illustrates a scenario of using DCP-EW
the M SP and a packet with an LSB value of one is used as thwer an IPSec tunnel.

LSP. As mentioned above, the value of the IPID is set by the Assuming an FTP or a comparable connection has been es-
IP protocol either incrementally or according to a unifoan+ tablished, the flow of events at the IPSec gateways is asifsilo
dom distribution. In the former case, the LSB bit flips ovar fol) A DCP-EW packet arrives at the ingress of an IPSec gate-
any pair of consecutive packets which is perfect for diffitire way. Before the packet goes to the IPSec module for encryp-
ating M SP from LSP. In the latter case and despite the fadion, DCP-EW SM will first catch the packet, save the packet



ordering information, i.e., MSP/LSP and the value of the LF ECN Bits
as indicated in the ECN bits. Then DCP-EW SM delivers the,_...; sieam ofaprafop b - -] |

packet to the IPSec module. After the new IP header is gener- ECN() = 11— BM()=1

ated and ready to be transmitted through the tunnel, DCP-EW T=16

SM catches the outgoing packet again and encodes ECN Dbits ., &) [0]1]0]z o} CRER £ ER E% £ £} £ % E% £% £ £1 ER £8 ER KN B KR ER EH
with MSB/LSB bits of the saved LF depending on the LSB bit M%—U
of the IPID in the new IP header. Note that, after the origiRal L Congestion Flag (CF) = 0 CF=1 J
header is encrypted, DCP-EW has no idea of if the new packet N:gz

is a TCP packet or a packet using another protocol, e.g., UDP.

Thus, DCP-EW encodes ECN bits regardless of the origirad. 2. Anillustration of the loss differentiation heuitsalgorithm of DCP-
protocol type, which introduces overhead for non-TCP packYV:

ets. In fact, this is the tradeoff between efficiency and ot

complexity. That said, we note that the resulting overhsad i \_ Long Flow N
not significant because i) it is only introduced when tratsmi
ting over IPSec tunnels; and ii) it is only associated wita th TN TN
operations of encoding an LF. "7 Local Flows
2) At the output interface of the ingress IPSec gateway, DCP- (a) (b)

EW NM takes over. DCP-EW NM compares the LF in the, ) ) ) . .
packet with the LF of its downstream link interface and u F—Lgr';('peﬁpnglrl]’tsst_rat'on of {2) parking lot and (b) dumbbelpogles used in
dates the LF in the packet if necessary following the albarit

introduced in [15].

3) At the intermediate router on the CT side, DCP-EW NMhe receipt of every ACK, it is reasonable to assume that the
operates as DPCP router module except that DCP-EW usesdbrgestion status of a network can be continuously tracked b
LSB bit of IPID to identify M SP/LSP. the sender. Itis specially important to realize that a catige-

4) At the egress of the IPSec gateway and before the encryptedised loss event has a much longer duration than an error-
packet goes to the IPSec module for decryption, DCP-EW Sddused loss event. Relying on the above fact, the heurigtie a

will catch the packet and save the LF value as indicated byhm of DCP-EW assumes that a sender can identify the cause
the ECN bits of the packet. Note that after the packet is def a loss by keeping track of the status of the network. In or-
crypted, the IPSec module will copy the ECN bits from the neder to track the status of the network, the heuristic algonrit

IP header to the original IP header on the PT side. Howewer, firoposes maintaining a revolving congestion history BitpMa
packet ordering information cannot be simply transferceithé  (BM) of size N at the sending side. Upon the receipt of an
PT side. While DCP-EW SM can access both CT and PT sid&CK, the bit at positionB /(1) is dropped, the bit at position
DCP-EW SM dedicates to change the contents of the packgd/ (i) with i € {1,---, N} is shifted to the left so it takes the

as minimally as possible. Simply put, DCP-EW SM does ngosition of bit BM (i — 1), and the bit at positioB3M (V) is
directly pass any bits from the CT side to the PT side. Nogt tol if the new ACK indicates congestion or otherwisedto
that, the LSB bit of the IPID in the original IP header is nolf at any time, the right most’ consecutive bits with" < N
necessarily the same as the one in the new IP header. Tlare,set tal in the bit map, a binary flag called Congestion Flag
instead of changing the value of the LSB bit of the IPID fieldC'F) is set tol. Otherwise, the flag is set to Upon detec-

in the original IP header for the purpose of matching the aneftion of a loss, ifCF flag is set, then the loss is safely deter-
the IP header used by the IPSec tunnel, DCP-EW uses the refined as a congestion-caused loss triggering an MD oparatio
tive order of the TCReq andack numbers as the indication ofto cwnd. Otherwise, the loss is considered to be an error-caused
MSP/LSP after the original IP header is retrieved. In thig,waloss and the sender simply maintains the cureentd. In the
DCP-EW will not change any bits in the IP header of the dease of DCP-EW, the link LF is encapsulated in ACK packets
crypted packet. Furthermore, DCP-EW SM has to keep a cogiyd theOV ER_LOAD represents a LF beyorid0%. Thus,

of the LF of the upstream link of the egress IPSec gateway for’ ER_LOAD is used as the indicator of congestion. Accord-
each IPSec tunnel. DCP-EW SM inspects the ECN bits in th&y to our experiments, settiny to 32 and7 to 16 represent
packet and compares it with tiié.S P/ LS P of the saved copy optimal choices. We note that with our choices of valuespmai

of the LF of its upstream link. Based on the results of the cormining the revolving history bit map only requirésoytes of
parison, DCP-EW SM manipulates they andack numbersin storage on a per router basis. Fig. 2 illustrates the operafi
order to mark the packet ag SP or LSP. Then the packet the heuristic algorithm of DCP-EW.

is delivered to DCP-EW NM. DCP-EW NM updates the ECN

bits according to the LF of its downstream link following the

Bottleneck

O

operating mechanism of DPCP. V. PERFORMANCEEVALUATION
, L . . In this section, simulation studies and experimental sidi
D. Loss Differentiation Heuristic Algorithm of DCP-EW are presented. We implement DCP-EW in both

Intuitively, a sender can build knowledge about whether th¢S-2 simulator and Linux Kernel. Performance of DCP-EW,
network is congested as it keeps receiving feedback froim-its DPCP, and VCP are compared in terms of efficiency and fair-
tended receiver. Given the fact that the feedback is upddthd ness. Since DCP-EW is proposed as an extension of DPCP for
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Fig. 4. A performance comparison of DCP-EW, DPCP, and VCR bwk Fig. 6. A performance comparison of DCP-EW, DPCP, and VCR twe
7#0. bottleneck link of our experimental dumbbell topology.

Fig. 4 and Fig. 5 show the bandwidth split ratio of VCP, DPCP,
and DCP-EW respectively.

Ideally, during the first 1000 seconds, both Long and Local
Flows are to equally split the bandwidth of a shared linkriSta
ing from 1000-th second when an extra Local Flow starts at
link #2, the utilization of Long Flows at Link#0 should drop
to 25% while the utilization of Local Flows should go up to

Utilization (%)

40

75%.
, \”W‘”“WW”““ Bt e i In Fig.4, VCP exhibits a biased fairness characteristiit-spl
Tme @ ting the bandwidth of link#0 with a ratio of15 to 1. While
Fig. 5. A performance comparison of DCP-EW, DPCP, and VCR tinle DPCP demon§trates a'5|gn.|f|.cantly. better fairness charsu;te
#2. tic than VCP, it shows inefficiency in terms of the bandwidth

utilization due to the effect of its reaction to loss. In aast,
DCP-EW shows both good fairness and efficiency.
encrypted wireless networks, our target environment is-cha Atlink #2, we expect to see a nebv0% bandwidth utiliza-
acterized by moderate bandwidth < 10Mbps) high delay tion for Long Flows during the first 1000 second and a split of
(200 — 1000ms) lossy links. The wireless effects are intro-50% in the last 1000 seconds between Long and Local Flow
duced by utilizing the temporally correlated Gilbert EitigGE) when the Local Flow joins. As illustrated by Fig. 5, both
model presented in our previous work [16]. DCP-EW and DPCP show good fairness and responsiveness,
although DCP-EW outperforms DPCP in terms of bandwidth
utilization. To the contrary, the bandwidth split ratio dasot
) ) change even when Local Flows are turned on in the case of VCP
In this subsection, we compare the performance of DPCP agjg\ying that VCP fails to achieve faimess in high BDP migtip

VCP over a four bottleneck parking lot topology as illustt 1,,11eneck topologies serving flows with heterogeneoussRTT
by Figure 3(a). All of the links have a one-way delay26fms

and a bandwidth od Mbps exceptL, that has a bandwidth of
2Mbps. The GE model is applied on a per link basis in ordd8. Experimental Studies

: 1 .
to introduce an average loss rafg ~ for each link. There are |, this subsection, we describe our implementation of DCP-
two types of aggregate FTP flows traversing the topology. TR&y in the Linux Kerel. The implementation approach fol-
first type is referred to as a Long Flow and represents the copgs that of VCP as described in [15]. Again, we introduce
bined traffic of30 FTP flows traversing all of the links in the packet loss using our GE error model implementation in the
forward left-to-right direction. The second type is re&&#as | inyx Kernel. In this section, we do present our experimenta
to as a Local Flow. There are four Local Flows each of whicky,qy conducted over a real testbed comparing the perfarenan
representind0 FTP flows traversing each individual link in theys \yvcp DPCP. and DCP-EW. Due the limitation of space, we
forward direction. Except those flows that traverse linkand only present the results associated with a single bottlesee-
start after1000 seconds, all other Local Flows start at the b&y5ri0. We use a dumbbell topology (Fig. 3 b) with the settings
ginning of the experiments. used for experiments matching those of [15]. While not shown

Note that if no wireless loss is introduced, DCP-EW anfgre the performance of DCP-EW in multi-bottleneck scenar
DPCP achieve nearly identical performance as they share sagy follows the pattern shown in our simulation studies.

control policy. With the heuristic scheme, DCP-EW can Sig- £y g compares the bandwidth utilization of VCP, DPCP,
nificantly improve the performance of DPCP over a lossy link, .4 bcp-EW over the single bottleneck link. In our experi-

I Note that to increase the visibility of the figure, a reldiview loss rate is ments, a IOS.S rate of up to 30% i.s.introd.uced. Thus, both DPCP
introduced in this subsection. and VCP fail to open thewnd efficiently in the absence of the

A. Smulation Sudies



heuristic scheme, and therefore exhibit a low utilizatiblare Most importantly, DCP-EW provides a loss identificationaalg
acteristic. Note that while DPCP achieves a higher bandwidithm to enable proper reaction to loss depending on itsegaus
utilization than VCP, it demonstrates oscillations duetsdn- while other VCP alternatives have no such capability.
appropriate reaction to error-caused loss. The improvémen
comes from the faster recovery speed of DPCP in contrast to
VCP. In contrast, DCP-EW can identify the source of a loss and
ignore error-caused loss. In the figure, DCP-EW can achiev%
significantly better bandwidth utilization than both DPQRla
VCP although it shows oscillations due to the associated
transmissions and timeouts.

VI. CONCLUSION

In this paper, we proposed DCP-EW as an extension of
BCP. We demonstrated how DCP-EW overcomes the limita-
;[ions of DPCP by using an alternative packet ordering manage
ffent scheme. Rather than accessing the TCP header, DCP-EW
passively inspected the LSB bit of the IPID field in the IP patck
header to identify whether a packet is theSP or LSP in a
packet pair sequence. Furthermore, DCP-EW utilized a &euri
_ ) ) _ tic loss identification scheme to differentiate error-ealikss

In this section, we review some of the literature work '_“0$F0m congestion-caused loss such that it can appropriately
closely related to DCP-EW. Since VCP was proposed, it hgg; 1 |oss., We implemented DCP-EW in both NS-2 and the
received a significant attention due to its deployment g&en | i,y Kernel. Through both simulation and experimentatistu
The works of [16], [15] evaluated the performance of VCP ifg \ve demonstrated that the fairness and efficiency ctearac
wireless networks and highlighted several limitations @R stics of DCP-EW are comparable to those DPCP in wired net-
Our recent work of [13] proposes a distributed approach thgh ks we also demonstrated that in high BDP networks, both
can overcome the limitations of VCP by increasing the amougicp.gw and DPCP significantly outperform VCP in terms of
of feedback to the sender. By distributing a 4-bit represom  (imess and efficiency. As the main differentiating fastave
of the LF into two consecutive packets, DPCP only needs {powed that i) unlike DPCP, DCP-EW can operate over IPSec
use two ECN bits in one packet preserving the deployment RGscrypted networks, and ii) relying on its heuristic losaritifi-
tential of VCP. However, DPCP requires access to TCP headgfion algorithm, DCP-EW can significantly outperform DPCP

in order to perform encoding and decoding of the LF. The I3 \yireless environments characterized by tandem loss.
ter introduces difficulties for working in encrypted netksr
It is also important to note that all VCP alternatives aresthc
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