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ABSTRACT

We study the use of artificial interference as a means of

increasing the security of a multiple-input multiple-output

(MIMO) wireless link against an eavesdropper when the CSI

for the link is not precisely known. The presence of imperfect

CSI will lead to interference leakage to the desired receiver,

and a significant reduction in the secrecy rate of the chan-

nel. However, if the transmitter is aware of the second-order

statistics of the CSI, a power adjustment can be made to re-

duce the interference at the receiver to a tolerable level, and

still provide degradation to the eavesdropper. Surprisingly,

simulations show that in some cases, only a small amount of

artificial interference is necessary to achieve a significant gain

in secrecy rate. However, if the CSI error is too large, there is

little benefit to transmitting artificial noise.

Index Terms— Secrecy capacity, channel perturbation,

beamforming

1. INTRODUCTION

With the rapid development of wireless communications,

security considerations have become extremely important.

Compared with wired systems, the wireless medium is hard

to limit access to, since it has no physical boundaries. Any

receiver nearby can hear the transmissions and potentially an-

alyze the transmitted signals. This makes wireless security

design a challenging task.

As opposed to encryption schemes, provable secrecy can

be obtained using information theoretic techniques at the

physical layer. Wyner developed the concept of the wire-tap

channel in [1], showing how one could obtain perfect secrecy

when the eavesdropper’s channel was a degraded version of

the receiver’s channel. Wyner’s results for the discrete memo-

ryless wire-tap channels were extended to the Gaussian wire-

tap channel in [2]. Csiszar and Korner generalized [1] by

considering the situation where the receiver and the eaves-

dropper have two different channels with a common input

[3]. They showed that secret communication is possible if the

eavesdropper’s channel is worse than the receiver’s channel.

The work in [3] also defined the notion of “secrecy capacity,”

which essentially is the maximum rate at which the intended

receiver’s decoding error probability tends to zero, while the

eavesdropper’s error probability tends to one. Secrecy capac-

ity has been studied for the MIMO case in [4] and [5].

In general, there is no guarantee that the receiver will have

a better channel than the eavesdropper (e.g., the eavesdrop-

per may be closer to the transmitter than the receiver). In

such cases, the secrecy capacity is zero, meaning that secrecy

cannot be guaranteed. The work in [6] presented a solution

to this problem, in which the transmitter allocates some of

the available power to transmit artificially generated interfer-

ence along with the information bearing signal, using multi-

ple transmit antennas. The transmission scheme is designed

such that the artificial interference is cancelled at the receiver,

but not at the eavesdropper. The eavesdropper’s channel is

selectively degraded, and hence, secret communication can

often be guaranteed based on the result in [3]. This work

also showed that the MIMO secrecy capacity behaves differ-

ently from the standard MIMO capacity. The high SNR se-

crecy capacity of the artificial interference based scheme was

studied in [7] and [8]. While some prior work assumes the

transmitter knows the eavesdropper’s channel, the work in [6]

only assumes that statistical knowledge of the eavesdropper’s

channel is known. However, it requires that the number of

antennas at the receiver is strictly smaller than the number

of transmit antennas. In addition, their work assumes that the

transmitter knows the CSI exactly. In practice, this is impossi-

ble due to the existence of feedback quantization and channel

time variation.

Recently, there has been some interest in analyzing the

performance of techniques that use artificial interference for

increased secrecy when the CSI is imperfect [9, 10]. In [10],

the authors developed robust beamforming schemes for the

case where the eavesdropper’s CSI is completely unknown,

and the CSI for the desired receiver is not precisely known at

the transmitter. A similar scenario was considered in [9], but

the focus was on determining the optimal power allocation

as a function of the number of feedback bits used to repre-

sent the channel at the transmitter. In this paper, we consider

the somewhat different set of modeling assumptions used in
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[6]. In particular, we assume that while the transmitter has

imperfect instantaneous CSI for the desired receiver, it also

has generic statistical information about the eavesdropper’s

channel (e.g., zero-mean, independent identically distributed

coefficients). We derive an expression for the covariance of

the interference at the receiver, and show that if the trans-

mitter is aware of the second-order statistics of the CSI er-

rors, then it can still adjust its power to optimize the secrecy

rate. The adjustment is essentially an optimal redistribution of

the power allocated to the information and artificial interfer-

ence signals that takes into account the extra interference seen

by the desired receiver. Simulations show that the presence

of imperfect CSI makes the secrecy rate performance much

more sensitive to the power allocation problem, but that if the

correct allocation can be found, a reasonable rate can still be

achieved. Surprisingly, allocating only a very small fraction

of power to artificial interference is effective in achieving a

considerable improvement in the secrecy rate.

The paper is organized as follows. In Section 2, the math-

ematical model and assumptions are introduced. The impact

of inaccurate CSI on the secrecy rate is analyzed in Section 3,

and a reforumlation of the artificial interference power allo-

cation problem is given. Simulation results are presented in

Section 4 and conclusions for the paper are given in Section 5.

2. MATHEMATICAL MODEL AND ASSUMPTIONS

The scenario under consideration is comprised of a transmit-

ter (Alice) withNT antennas, a receiver (Bob) withNR anten-

nas and an eavesdropper (Eve) withNE antennas. The eaves-

dropper may be an abstraction of multiple colluding eaves-

droppers with a total of NE antennas. Hab and Hae denote

the channels of the receiver and the eavesdropper respectively.

Assuming Alice transmits x, the signals received by Bob and

Eve can be written as, respectively,

yb = Habx+ nb (1)

ye = Haex+ ne, (2)

where the components of nb and ne are i.i.d. Gaussian noise

with variance σ2

b and σ2
e respectively. For simplicity, it is as-

sumed that (1) has been normalized so that σ2

b = 1. The

elements of Hab and Hae are assumed to be i.i.d. and inde-

pendent of each other. Block fading is assumed, so that infor-

mation theoretic results can be used, and the channel gains in

different blocks are assumed to be independent. The eaves-

dropper is assumed to be passive, and hence the transmitter

does not know the eavesdropper’s instantaneous channelHae,

but is aware of its distribution.

In practice, there are several factors affecting the avail-

ability of CSI for Hab at the transmitter. For example, the

channel is time-varying and the feedback has delay or quan-

tization error. Assume that the transmitter has an estimate of

the channel given by

Ĥab = Hab +∆H, (3)

where Ĥab is a perturbed version of the channel Hab, and

∆H is the perturbation. The singular value decomposition of

Ĥab is

Ĥab = ÛΛ̂V̂H. (4)

Here we make the following assumptions. At the receiver

side, Bob estimates the channel perfectly, and knows the ex-

act CSI,Hab. At the transmitter, due to the lack of exact CSI,

Alice can only use the perturbed channel information Ĥab to

design the transmitted signal x. According to the method in

[6], assuming that Ĥab is full rank, the transmitter chooses

x as the sum of an information bearing signal s and the ar-

tificial interference signal w, where s and w are Gaussian

distributed. We define the transmit beamformer as anNT × d

matrix WT and the receive beamformer as an NR × d ma-

trix WR. Here, d represents the number of data streams in

the information signal s. After applying a precoder to s, the

transmitted signal is given by

x = WTs+w. (5)

The signals received by the receiver and the eavesdropper are

ỹb = WH

Ryb = WH

RHabWTs+WH

RHabw + ñb (6)

ye = HaeWTs+Haew + ne, (7)

where ñb = WR
Hnb. The receiver and eavesdropper ob-

serve interference with covariance

Kb = WH

RHabQwHH

abWR + Id (8)

Ke = HaeQwHH

ae + σ2

eINE
. (9)

where Qs = E[ssH], Qw = E[wwH]. For a given num-

ber of data streams d, the secrecy capacity is bounded by the

difference in mutual information between the transmitter and

receiver versus that of the transmitter and eavesdropper:

Secrecy Capacity ≥ Csec = I(Yb;S)− I(Ye;S)

= EHae

[
log2

(∣∣Kb +WH

R
HabWTQsW

H

T
HH

ab
WR

∣∣
|Kb|

)

− log2

(∣∣Ke +HaeWTQsW
H

T
HH

ae

∣∣
|Ke|

)]
. (10)

Note that Eq.(10) is a function of both Qs and Qw. To max-

imize the secrecy rate, the transmitter must choose Qs and

Qw under the total power constraint P . We define Pinfo and

Pnoise as the power allocated to the information signal and

the artificial interference signal as follows:

Pinfo = E[sHs] = tr(Qs), (11)

Pnoise = E[wHw] = tr(Qw). (12)
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In other words, the transmitter must optimally distribute P

between the power of the information signal Pinfo and the

power of the artificial interference signal Pnoise under the

constraint

Pinfo + Pnoise = tr(Qs) + tr(Qw) = P. (13)

The secrecy capacity is a random variable because it is a func-

tion of Hab and Hae. The ergodic secrecy capacity can

be estimated for each value of d using, for example, Monte

Carlo simulations. In contrast to the standard MIMO case,

the secrecy capacity does not increase monotonically with d.

Therefore, an optimal value of d can be found that maximizes

the ergodic secrecy capacity. We will specify this process in

Section 3.

3. IMPACT OF IMPERFECT CSI

3.1. Transmitter without Perturbation Information

We assume here that Alice does not attempt to account for the

channel error, and refer to this as the naı̈ve case. In order to

cancel the artificial interference w at the receiver, we simply

require that the effective channel WH

R
Hab in Eq.(6) has a

null space. This condition can be satisfied as follows:

d < NT & d ≤ NR ⇒

{
d < NT , if NR ≥ NT

d ≤ NR. if NR < NT

(14)

The number of data streams d is restricted to the above range,

and the power allocated to the information signal Pinfo is

waterfilled across the d dominant right singular vectors of

WH

R
Hab. Since only the estimate Ĥab is available to Al-

ice, she uses this perturbed CSI to design the transmitted sig-

nal. The artificial interference signal w is chosen such that

WH

R
Ĥabw = 0, or equivalently, we setw = Zv, where Z is

a basis for the null space of WH

R
Ĥab. To maintain the form

of the waterfilling solution, we choose WT and WR to be

the first d columns of V̂ and Û respectively. The vectors s

and v are respectively of dimension d× 1 and (NT − d)× 1.
The components of v are chosen to be i.i.d. Gaussian random

variables with variance σ2
v . Given the information available

to her, Alice assumes the received signal at Bob and Eve are

respectively

ỹb = WH

RĤabWTs+WH

RĤabw + ñb

= Λ̂ds+ ñb (15)

ye = HaeWTs+HaeZv + ne. (16)

In Eq.(15), Λ̂d is a diagonal matrix whose kth diagonal ele-

ment is equal to the kth singular value of Ĥab. In Eq.(16),

the covariance of the interference observed by Eve is

Ke = σ2

v(HaeZZ
HHH

ae) + σ2

eINE
. (17)

The naı̈ve transmitter determines the ergodic secrecy capacity

using the following expression:

Cn(d) = max
Pinfo≤P

E
Ĥab,Hae

log2

∣∣∣Id + Λ̂dQsΛ̂d

∣∣∣

− log2

(∣∣Ke +HaeWTQsW
H

T
HH

ae

∣∣
|Ke|

)
. (18)

For each candidate d and Pinfo, the expectation in Eq.(18)

can be estimated by averaging the difference of logarithms

over a collection of channel matrices drawn from their re-

spective distributions. Alice then chooses the optimal d∗ and

Pinfo that lead to the maximum secrecy rate.

3.2. Transmitter with Perturbation Statistics

If Alice knows the statistics of the channel perturbation, she

can improve the power allocation by using this information.

In particular, assume∆H = Ĥab−Hab, and that the second-

order statistics of ∆H are known (we assume that ∆H is

zero-mean). As before, Alice designs the transmit beam-

former using the SVD of Ĥab. Since in this case we assume

that Alice is aware of the existence of the channel perturba-

tion, Alice has the following model for the signal received by

Bob:

ỹb = WH

R(Ĥab−∆H)WTs+WH

R(Ĥab−∆H)w + ñb

= WH

R(ĤabWTs−∆HWTs+Ĥabw−∆Hw) + ñb

= Λ̂ds−WH

R∆HWTs−WH

R∆HZv + ñb. (19)

The covariance of the interference observed by Bob is

Kb = E∆H

[
σ2

v(W
H

R∆HZZH∆HHWR)
]
+ Id. (20)

The informed transmitter determines the ergodic secrecy ca-

pacity using following expression, which takes ∆H into ac-

count:

Ci(d)= max
Pinfo≤P

E
Ĥab,Hae

log2




∣∣∣Kb+Λ̂dQsΛ̂d+K∆

∣∣∣
|Kb|




− log2

(∣∣Ke +HaeWTQsW
H

T
HH

ae

∣∣
|Ke|

)
, (21)

where

K∆ = E∆H

[
WH

R∆HWTQsW
H

T∆HHWR

]
. (22)

Alice uses statistical information about ∆H instead of the

actual channel perturbation to calculate the ergodic secrecy

capacity. For the special case where the channel perturbations

are i.i.d., we haveE[vec(∆H)vec(∆H)H ] = σ2

∆HI, and the
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covariances containing∆H in Eq.(20) and Eq.(21) become

Kb = σ2

v(W
H

RE∆H

[
∆HZZH∆HH

]
WR) + Id

= σ2

vσ
2

∆Htr(ZZH)WH

RWR + Id

= σ2

vσ
2

∆H(NT − d)Id + Id. (23)

K∆ = WH

RE∆H

[
∆HWTQsW

H

T∆HH
]
WR

= σ2

∆Htr(WTQsW
H

T )WH

RWR

= σ2

∆Htr(Qs)Id = σ2

∆HPinfoId. (24)

The ergodic secrecy capacity can be calculated by Alice as

Ci(d) = max
Pinfo≤P

E
Ĥab,Hae

log2




∣∣∣Kb + Λ̂dQsΛ̂d + σ2

∆HPinfoId

∣∣∣
|Kb|




− log2

(∣∣Ke +HaeWTQsW
H

T
HH

ae

∣∣
|Ke|

)
. (25)

As before, Alice chooses values for d and Pinfo to maximize

the ergodic secrecy capacity.

4. SIMULATION RESULTS

For the simulation results in this section, we let NT =
3, NR = 5, NE = 3, and the total power P is fixed at 100.
Table 1 shows the results of the secrecy rate optimization for

several values of σ2

∆H , assuming that the CSI errors are i.i.d.

For this case, the naı̈ve transmitter chooses Pinfo = 69 and
dopt = 2 as the values that optimize the secrecy rate, indepen-
dent of σ2

∆H . Unlike the naı̈ve case, the informed transmitter

allocates the power differently for each perturbation. When

the perturbation is small, the same power allocation is used as

in the naı̈ve case since the CSI is very close to the unperturbed

channel. When the perturbation is large, the desired receiver’s

channel also has strong interference. In order to reduce this

interference, the transmitter should distribute more power to

the information signal, and thus Pinfo increases. The column

labeled “maximum” refers to the secrecy capacity that could

be obtained if Alice knew the exact channel but used the same

transmit precoder for the desired signal as that assumed in the

naı̈ve and informed cases. We see that the informed transmit-

ter significantly improves the ergodic secrecy capacity when

the perturbation is large. For instance, the gain is 105% when

σ2

∆H = 0.1. Here, the secrecy capacity for the naı̈ve case

is very low because of the large error and inaccurate channel

estimation. Using the statistics of the perturbation is effective

in improving the link’s performance. When the perturbation

is small, the gain is reduced to 11% when σ2

∆H = 0.01, and
the two results are the same when σ2

∆H = 0.0001. We also

see that the amount of power allocated to the artificial inter-

ference is quite small compared with the naı̈ve allocation.

naı̈ve informed maximum

σ2

∆H Cactual Pinfo dopt Cactual Pinfo dopt Cactual Pinfo dopt

0.1 1.8420 69 2 3.7719 98 2 3.8180 99 2

0.01 4.2622 69 2 4.7364 92 2 4.7494 94 2

0.0001 5.2340 69 2 5.2340 69 2 5.2340 69 2

Table 1. Secrecy capacity for different power allocations.

Figure 1 shows the secrecy rate achieved as a function of

Pinfo for the three different values of σ
2

∆H in the table. We

see how the optimal power allocated to the information signal

increases as σ2

∆H increases. If σ2

∆H is very large, then essen-

tially no power is allocated to the artificial interference signal,

and there is little gain over just transmitting the information

signal with full power. It is interesting to note, however, that

even when σ2

∆H = 0.01 and only 8% of the power is allo-

cated to interference, there is still a considerable gain (about

50%) over not using any artificial interference at all. A value

of σ2

∆H = 0.01 corresponds to a case where the RMS error on

each channel coefficient is on the order of 10%. Whether or

not this represents a large deviation in CSI depends of course

on the given application.
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Fig. 1. Secrecy capacity versus power allocation.

5. CONCLUSION

This paper has considered the ergodic secrecy capacity for a

wireless link involving a transmitter with imprecise instanta-

neous CSI for the receiver, and only information about the

distribution of the channel to the eavesdropper. It is shown

that information about the size of the CSI perturbation allows

the transmitter to lower the power allocated to artificial in-

terference to an optimal level that still achieves a significant

gain in secrecy over using no interference at all. However,

very large CSI errors eliminate the benefit provided by artifi-

cial interference.
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