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Abstract—In this paper, we develop robust beamforming
strategies for multiple-input single-output (MISO) wiretap chan-
nels with a helper. The channel state information (CSI) for the
legitimate link is assumed to be available while the CSI for
the eavesdropper’s channel is imperfect, and is assumed to be
norm-bounded by some known constant. We optimize the worst-
case performance for the following problems: 1) minimizing the
signal to interference-plus-noise ratio (SINR) at the eavesdropper
while maintaining an SINR constraint at the intended receiver,
2) maximizing the SINR at the intended receiver while forcing
an SINR constraint at the eavesdropper, and 3) minimizing the
global transmit power while satisfying SINR constraints at both
the legitimate user and the eavesdropper. Simulation examples
show the advantages of the robust designs over the non-robust
counterparts.

I. INTRODUCTION

Secure transmission is traditionally considered as an issue

addressed above the physical (PHY) layer, and conventional

approaches for ensuring confidentially are usually based on

cryptographic methods. However, the broadcast nature of

wireless transmissions and the dynamic topology of mobile

networks may introduce significant challenges to secret key

transmission and management. Therefore, there has recently

been considerable interest from an information-theoretic per-

spective in the use of physical layer mechanisms to improve

the security of wireless transmissions. Early work in this area

was performed by Wyner, who introduced and studied the

wiretap channel where the eavesdropper’s received signal is

a degraded version of the legitimate receiver’s signal [1]. The

non-degraded case was later studied by Csiszár and Körner

[2].

Recently, many researchers have investigated secrecy in

wiretap channels with multiple antennas [3]–[8]. In particular,

for multiple-input single-output (MISO) wiretap channels, the

optimal transmit covariance matrix was found to be single-

stream beamforming obtained via a closed-form solution [4].

While research in this area usually assumes that global channel

state information (CSI) is available at the transmitter, other

work has considered the case where only partial information of

the eavesdropper CSI (ECSI) is available. The optimal transmit

covariance matrix that achieves the ergodic secrecy capacity

for the MISO wiretap channel was studied in [5], where only

statistical ECSI is assumed to be available. In [6]–[8], the
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problem was investigated from the perspective of maximizing

the worst-case secrecy rate, where [6] considered the case

that the eavesdropper’s channel matrix is trace-bounded but

otherwise unknown, and [7], [8] assumed that the channel

mismatch is norm-bounded.

With the additional degrees of freedom available in multi-

antenna or multi-node systems, many papers have considered

improving the secrecy rate through the use of artificial in-

terference [3], [9], [10]. Recent work has also considered

using friendly helpers to provide jamming signals to confuse

the eavesdropper [11]–[13]. This approach is often referred

to as cooperative jamming. The design of optimal transmit

weights for multiple single-antenna helpers was studied in

[11] with a global power constraint. In [13], the optimal

beamforming strategy for a cooperative jammer was studied

for the MISO case under a zero-forcing constraint that nulls

the interference at the legitimate receiver. However, most of the

previous work on cooperative jamming assumes perfect global

channel state information, including CSI for the eavesdropper.

This motivates us to investigate the case when the transmitters

(including helpers) have only imperfect ECSI.

In this paper, we study robust transmit beamforming design

for MISO wiretap channels with a helper. We assume that

perfect CSI for the links to the legitimate user is available at

both transmitters, while for the eavesdropper links there exist

channel mismatches that are norm-bounded by some known

constants [7], [14]. Following [4], Gaussian inputs are assumed

in the paper. We focus on obtaining robust transmit covariance

matrices (from which beamformers can be obtained via matrix

decomposition) for the cooperative jamming scheme with a

helper, based on satisfying certain quality-of-service (QoS)

constraints at either the intended or malicious receiver, or

both. Note that our work is different from [7] in that we

consider robust transmission for not only information signals

but also jamming signals. This paper is also different from

our prior work in [14] which focused on maximizing the

worst-case secrecy rate; here we work directly with SINR,

since the ratio between the SINRs at the intended receiver

and the eavesdropper can measure the secrecy performance

of wiretap channels [9], [10]. We show that the non-convex

problems for optimizing the worst-case secrecy performance

can be converted into quasiconvex problems, and thus can be

efficiently solved via existing methods.

The organization of the paper is as follows. Section II
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describes the system model considered throughout the pa-

per. In Section III, robust design of the transmit covariance

matrices are studied for various QoS-based scenarios. The

performance of the proposed robust transmission approaches

are studied using several simulation examples in Section IV,

and conclusions are drawn in Section V.

The following notation is used in the paper: E{·} denotes

expectation, (·)H the Hermitian transpose, || · || the Euclidean

norm, tr(·) is the trace operator, [x]+ represents max{x, 0},

and I is an identity matrix of appropriate dimension.

II. MATHEMATICAL MODEL

We consider a MISO communication system with a source

node (Alice), a helper (Helper), a destination (Bob), and

an eavesdropper (Eve), as shown in Fig. 1. The number of

antennas possessed by Alice and the Helper are denoted by

Na and Nh, respectively, while both Bob and Eve are single-

antenna nodes. In this model, Alice sends private messages

to Bob in the presence of Eve, who is able to eavesdrop on

the link between Alice and Bob. The Helper transmits artificial

interference signals to confuse Eve. We assume that Alice and

the Helper have perfect CSI for their links to Bob, but they

have only imperfect CSI for their channels to Eve.

A. Signal Model

When Alice and the Helper transmit both information and

jamming signals, the received signals at Bob and Eve are

respectively given by

yb = hbx+ gbz+ nb (1a)

ye = hex+ gez+ ne (1b)

where x is the signal vector transmitted by Alice, z is the i.i.d.

Gaussian interference signal from the Helper, and {hb,he}
are the 1×Na channel vectors for Bob and Eve, respectively.

The terms nb and ne represent naturally occurring noise at

Bob and Eve, and we assume that nb and ne are zero-mean

circular complex Gaussian with variance σ2
b and σ2

e . We will

assume without loss of generality that σ2
b = σ2

e = σ2. We

will let Qx = E{xxH} and Qz = E{zzH} denote the

covariance matrices of the transmitted and information and

jamming signals. While the robust beamforming optimization

problems considered in the paper are subject to a global power

constraint

tr(Qx) + tr(Qz) ≤ P,

the generalization of the proposed solution to the case of

individual power constraints tr(Qx) ≤ PS , tr(Qz) ≤ PJ is

straightforward.

B. Channel Mismatch

For the channels between the transmitters and Eve, only

estimates h̃e and g̃e are available at Alice and the Helper,

respectively. We define the channel error vectors as

eh = he − h̃e (2a)

eg = ge − g̃e, (2b)

B
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Fig. 1. System model.

and we assume that the channel mismatches lie in the bounded

sets Eh = {eh : ||eh||2 ≤ ε2h} and Eg = {eg : ||eg||2 ≤ ε2g},

where εh and εg are known constants.

C. Performance Metric

The secrecy rate of the above system as a function of Qx

and Qz is given by [13]:

Rs(Qx,Qz) = [log2(1 + Γb)− log2(1 + Γe)]
+ (3)

where Γb and Γe are the SINRs at Bob and Eve, respectively:

Γb =
hbQxh

H
b

gbQzgH
b + σ2

(4)

Γe =
(h̃e + eh)Qx(h̃e + eh)

H

(g̃e + eg)Qz(g̃e + eg)H + σ2
. (5)

Our goal is to design robust Qx and Qz to improve the secrecy

performance in the network, based on the values for e∗h ∈ Eh
and e∗g ∈ Eg that give the worst performance (i.e. the best

SINR for Eve). Note that the robust optimal solutions for

Qx found in this paper are guaranteed to be unit-rank, even

without the imposition of rank constraints on the optimization

problems. Thus, the term “beamforming” is appropriate here,

and the corresponding beamformer is determined by simply

decomposing the solution found for Qx. On the other hand,

there is no need for the covariance of the jamming signal to

be rank one, since this signal is simply noise and will not be

decoded. Note also that the QoS constraints we will consider

are based on the SINR at Bob and/or Eve, so we will use the

terms “SINR” and “QoS” interchangeably in the sequel.

III. ROBUST COOPERATIVE JAMMING

In this section, we consider the following worst-case opti-

mization problems under imperfect ECSI: (a) minimizing Γe

while maintaining a QoS constraint Γb ≥ γb at Bob, (b) max-

imizing Γb while satisfying a QoS constraint Γe ≤ γe at Eve,

and (c) minimizing the global transmit power tr(Qx)+ tr(Qz)
while satisfying certain SINR constraints at both Bob and Eve.

These problems focus on different security performance goals.

Problem (a) focuses on the reliability of the legitimate link,

problem (b) aims to suppress the eavesdropping abilities to a

certain level, and problem (c) guarantees a lower bound on

the worst-case secrecy rate using minimum power resources.
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A. QoS Constraint at Legitimate Node

For the case where a QoS constraint is set for Bob,

minimization of the worst-case SINR Γe at Eve is addressed

by

min
Qx�0,Qz�0

max
eh∈Eh,eg∈Eg

(h̃e + eh)Qx(h̃e + eh)
H

(g̃e + eg)Qz(g̃e + eg)H + σ2
(6)

s.t. tr(Qx) + tr(Qz) ≤ P

hbQxh
H
b

gbQzgH
b + σ2

≥ γb.

The difficulty in solving this problem comes from the nonlin-

ear form of the objective function and the inner maximization

over the channel mismatches. The inner maximization of the

numerator in (6) is actually a non-convex problem. Therefore,

we convert problem (6) into a solvable quasiconvex problem

via the following proposition.

Proposition 1: Problem (6) is equivalent to the following

problem

min
Qx,Qz,Ψ,Φ,μ,ν

με2h + tr[(Qx +Ψ)h̃H
e h̃e]

σ2 − νε2g + tr[(Qz −Φ)g̃H
e g̃e]

(7)

s.t.

[
Ψ Qx

Qx μINa −Qx

]
� 0

[
Φ Qz

Qz νINh
+Qz

]
� 0

tr(Qx) + tr(Qz) ≤ P

Qx � 0,Qz � 0, μ ≥ 0, ν ≥ 0

tr(Qxh
H
b hb) ≥ γb(tr(Qzg

H
b gb) + σ2).

Proof: The maximin problem (6) can be transformed to

min
Qx�0,Qz�0,u≥0,t>0

u

t
(8a)

s.t. (h̃e + eh)Qx(h̃e + eh)
H ≤ u, ∀eh : ||eh|| ≤ εh (8b)

σ2 + (g̃e + eg)Qz(g̃e + eg)
H ≥ t, ∀eg : ||eg|| ≤ εg (8c)

tr(Qx) + tr(Qz) ≤ P (8d)

hbQxh
H
b ≥ γb(gbQzg

H
b + σ2). (8e)

Using the S-procedure [15] for constraint (8b), we know that

there exists an eh ∈ C
Na satisfying both of the inequalities if

and only if there exists a μ ≥ 0 such that

[
μINa −Qx −Qxh̃

H
e

−h̃eQx −h̃eQxh̃
H
e − σ2 − με2h + u

]
� 0. (9)

Then we can use the property of the generalized Schur

complement [16] and rewrite (9) as

σ2+με2h+ h̃eQxh̃
H
e + h̃eQx(μINa

−Qx)
†Qxh̃

H
e ≤ u. (10)

Similarly for constraints (8c), we use the same procedure and

obtain

−νε2g + g̃eQzg̃
H
e − g̃eQz(νINh

+Qz)
†Qzg̃

H
e ≥ t (11)

where ν ≥ 0. Therefore,the problem in (8) can be rewritten as

min
Qx,Qz,μ,ν

με2h + h̃eQxh̃
H
e + h̃eQx(μINa

−Qx)
†Qxh̃

H
e

σ2 − νε2g + g̃eQzg̃H
e − g̃eQz(νINh

+Qz)†Qzg̃H
e

s.t. tr(Qx) + tr(Qz) ≤ P

Qx � 0,Qz � 0, μ ≥ 0, ν ≥ 0,

which is equivalent to the following expression obtained by

using auxiliary semidefinite matrices Φ and Ψ:

min
Qx,Qz,μ,ν,Ψ,Φ

με2h + h̃eQxh̃
H
e + h̃eΨh̃H

e

σ2 − νε2g + g̃eQzg̃H
e − g̃eΦg̃H

e

s.t. Qx(μINa
−Qx)

†Qx � Ψ (12a)

Qz(μINh
+Qz)

†Qz � Φ (12b)

tr(Qx) + tr(Qz) ≤ P (12c)

Qx � 0,Qz � 0, μ ≥ 0, ν ≥ 0. (12d)

Using the Schur complement for constraints (12a) and (12b),

the expression in (7) can then be obtained.

Note that problem (7) is a semidefinite program (SDP)

with a non-negative linear fractional objective function (thus

quasiconvex), a set of linear matrix inequalities (LMIs) and

affine inequalities. Thus it can be solved via the bisection

(using interior-point methods for each feasibility problem)

[15].

B. QoS Constraint at Eavesdropper

Now we consider the scenario where an SINR constraint

γe is imposed at Eve, and the maximization of Γb can be

formulated as:

max
Qx�0,Qz�0

hbQxh
H
b

gbQzgH
b + σ2

(13a)

s.t. max
eh∈Eh,eg∈Eg

(h̃e + eh)Qx(h̃e + eh)
H

(g̃e + eg)Qz(g̃e + eg)H + σ2
≤ γe (13b)

tr(Qx) + tr(Qz) ≤ P. (13c)

In this problem, a lower γe means a more strict secrecy

constraint for the transmission, which usually requires more

power consumption for the jamming signals and less for the

information data. Therefore, under a total power constraint

(13c), Bob’s received SINR will also be degraded, as will be

discussed in Section IV. In order to solve problem (13), we

give the following proposition.

Proposition 2: Problem (13) is equivalent to

max
Qx,Qz,μ,ν,u,t

hbQxh
H
b

gbQzgH
b + σ2

(14)

s.t. με2h + tr[(Qx +Ψ)h̃H
e h̃e] ≤ u

σ2 − νε2g + tr[(Qz −Φ)g̃H
e g̃e] ≥ t[

Ψ Qx

Qx μINa
−Qx

]
� 0

[
Φ Qz

Qz νINh
+Qz

]
� 0

tr(Qx) + tr(Qz) ≤ P
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Qx � 0,Qz � 0, {μ, ν, u, t} ≥ 0

tγe − u ≥ 0.

Proof: The proof is similar to the proof for Proposition

1 and the details are omitted here. As an outline, we can first

rewrite constraint (13b) as

(h̃e + eh)Qx(h̃e + eh)
H ≤ u, ∀eh : ||eh|| ≤ εh (15)

(g̃e + eg)Qz(g̃e + eg)
H + σ2 ≥ t, ∀eg : ||eg|| ≤ εg (16)

u

t
≤ γe. (17)

Then we can use the same procedure as in (8)-(11) on con-

straints (15)-(16), and the desired conclusion can be obtained.

Note that problem (14) is also an SDP with a quasiconvex

objective function, and thus can be solved with bisection

method, similar to (7).

C. QoS Constraint at Both Receivers

Here we consider a slightly different problem in which there

are QoS constraints at both Bob and Eve. The problem of

minimizing the global transmit power under these constraints

is formulated as

min
Qx�0,Qz�0

tr(Qx) + tr(Qz) (18a)

s.t. max
eh∈Eh,eg∈Eg

(h̃e + eh)Qx(h̃e + eh)
H

(g̃e + eg)Qz(g̃e + eg)H + σ2
≤ γe (18b)

hbQxh
H
b

gbQzgH
b + σ2

≥ γb. (18c)

Proposition 3: Problem (18) is equivalent to the following

problem

min
Qx,Qz,μ,ν,u,t

tr(Qx) + tr(Qz) (19)

s.t. με2h + tr[(Qx +Ψ)h̃H
e h̃e] ≤ u

σ2 − νε2g + tr[(Qz −Φ)g̃H
e g̃e] ≥ t[

Ψ Qx

Qx μINa −Qx

]
� 0

[
Φ Qz

Qz νINh
+Qz

]
� 0

tr(Qxh
H
b hb) ≥ γb(tr(Qzg

H
b gb) + σ2)

Qx � 0,Qz � 0, {μ, ν, u, t} ≥ 0

tγe − u ≥ 0.

The proof is similar to that for the previous propositions

and is thus omitted . Unlike (7) and (14), problem (19) only

contains a linear objective function, so a bisection method is

not needed in this case, and we can solve this SDP more

efficiently. Also note that γb and γe in (19) implicitly indicate

a guaranteed secrecy rate; that is, the worst-case secrecy rate

will not be lower than [log2(1 + γb)− log2(1 + γe)]
+.

Note that by examining the Karush-Kuhn-Tucker (KKT)

conditions for the primary optimization problems (6), (13)

and (18) in this paper, we can also prove (omitted due to

space limitations) that given any jamming covariance Qz and
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Fig. 2. Worst-case measured SINR vs. desired SINR at Bob, ε2h = ε2g = 0.5,
P = 10dB.

channel mismatches eh and eg , the solution for the information

covariance Qx is always unit-rank. Therefore, single-stream

beamformers at Alice can be obtained accordingly.

IV. NUMERICAL RESULTS

In this section, we present some numerical examples on the

secrecy rate performance of the robust transmission schemes

studied in the paper. For all examples, we assume Alice and

the Helper both have four antennas, i.e. Na = Nh = 4, while

Bob and Eve each has one. The channel matrices are assumed

to be composed of independent, zero-mean Gaussian random

variables with unit variance. All results are calculated based on

an average of 1000 independent trials. The background noise

power is assumed to be the same at Bob and Eve, σ2
b = σ2

e =
1, and the transmit power P is defined in dB relative to the

noise power.

We will examine the performance of the proposed robust

cooperative jamming schemes for the QoS-based scenarios

discussed in Section III. For purpose of comparison, we also

simulate the non-robust counterparts of these schemes, by

dropping the consideration for channel mismatches εh and εg
and using only the channel estimates h̃e and g̃e for Eve’s

channel. The channel mismatch bounds are assumed to be

ε2h = ε2g = 0.5 for all the examples.

In Fig. 2, we consider the case where a desired SINR

constraint γb is imposed at Bob, P is assumed to be 10dB,

and we plot the measured SINR at Bob and Eve with an

increasing SINR constraint at Bob. Since no channel errors

are assumed for Bob’s channel, the SINR constraint is met

in all cases and both curves for Bob coincide. We see that

the robust cooperative jamming scheme provides several dB

of improvement in suppressing the worst-case SINR at Eve.

When the SINR requirement at Bob is higher, more power

will be allocated to Alice and less power will be available for

jamming. Therefore, the SINR at Eve also increases and hence

the secrecy is reduced.
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P = 10dB.

The performance gain of the robust design is more obvious

in Fig. 3, where the SINR constraint is set at Eve with a global

power limit of 10dB, and γe ranges from -30dB to 0 dB. It can

be seen that the robust scheme guarantees that the constraint

is met for the eavesdropper link (i.e. the SINR at Eve remains

equal to or lower than required). However, for the non-robust

scheme, the Eve’s actual SINR exceeds the required threshold

by at least 10dB (as high as 35dB in the range of interest) due

to the impact of channel error. In addition, the ratio between

the SINRs at Bob and Eve (which can roughly measure the

secrecy performance) is also higher for the robust scheme,

compared to that for the non-robust scheme.

The SINR performance and minimum required transmit

power for satisfying QoS constraints at both Bob and Eve

are shown in Fig. 4, where γe is fixed at −10dB and γb
ranges from 5dB to 15dB. We see that the use of robust

cooperative jamming can satisfy both the SINR requirements

at Bob and Eve, while its non-robust counterpart can only meet

the demand for Bob and produces much higher information

leakage to Eve. We can also see from the transmit power plot

that although the robustness and higher secrecy performance

introduced by the robust beamforming requires higher transmit

power, the improvement in the secrecy performance is higher

than the power increase and grows with larger γb.

V. CONCLUSIONS

In this paper, we studied robust beamforming designs for

MISO wiretap channels with a helper, under the assumption

that the CSIs for eavesdropper’s links are imperfect. Robust

transmit covariance matrices were obtained for various QoS-

constrained scenarios, based on the worst-case performance

optimization. We showed that the original non-convex opti-

mization problems for robust design can be transformed to

quasiconvex problems, and thus can be efficiently solved with

existing methods. The benefits of the robust designs were

illustrated through numerical results.
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