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Abstract—Relying on physiological or behavioral traits for
identity recognition, biometric technologies offer several ad-
vantages over conventional possession- and knowledge-based
approaches and are now widely used in diverse applications.
However, as most biometrics (e.g., fingerprints, irises, etc.) in
use are extrinsic, susceptible to replay attacks, and could result
in the disclosure of individuals’ physiological and pathological
conditions, security and privacy concerns must be considered.
In this paper, several electrocardiogram (ECG)-based cancelable
biometric schemes are proposed to mitigate such concerns.
The intrinsic and dynamic nature of ECGs and their inherent
indication of life make them extremely difficult to steal or coun-
terfeit. Using the concept of “signal subspace collapsing,” distinct
biometric templates associated with an individual’s ECGs can be
constructed such that it is possible to revoke a compromised
template like a password. By incorporating different strategies
for common subspace suppression, the well-known multiple signal
classification (MUSIC) method can effectively determine the
identity of any individual just via his/her ECGs. Unlike existing
cancelable biometrics, the recognition can be accomplished with-
out knowledge of the distortion transformation, which further
increases the difficulty of recovering the original ECGs from
their templates. Various experiments with real ECGs from 285
subjects are conducted to illustrate the efficacy of the proposed
schemes.

Index Terms—biometric recognition, cancelable biometrics,
electrocardiograms (ECGs), subspace, MUSIC.

I. INTRODUCTION

With the advent of low-cost, high-accuracy sensing and
computing devices and the increasing demand for security,
biometric technologies are rapidly evolving and spreading
throughout our daily life. Relying on the physiological or
behavioral traits that are unique to individuals for identity
recognition, these technologies are now widely seen in ap-
plications such as access control and e-commerce [1], [2].
Usually, for biometrics to be applicable in a recognition
task, they must be converted into an abstract representation,
referred to as a biometric template. The resulting template
may then be stored in the database or presented against those
of one or more individuals for recognition [1]. Unlike keys
or passwords, these templates are, in general, not revocable
[3], [4], and a compromised template in one application
is more likely to compromise all others since the adoption
of the same set of biometrics to different applications is
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inevitable due to their limited availability [3]. This is re-
ferred to as the cross-matching problem and it can allow
the activities of an individual to be tracked. Moreover, if a
biometric can be recovered from its compromised template,
the disclosure of physiological and pathological conditions
of the individual who possesses it becomes possible (e.g.,
retinal patterns may provide information about diabetes [1]).
As a result, despite the improved reliability and convenience
offered by biometric technologies in identity recognition as
compared to knowledge- and possession-based approaches,
their applications are accompanied by security and privacy
concerns [3]–[6]. Several attempts have been made to address
these concerns, and the concept of cancelable biometrics is
one approach that has drawn much attention [4], [7], [8]. The
idea involves enabling a biometric template to be revocable
like a password. Distinct templates associated with the same
biometrics are generated by distorting them differently to avoid
the cross-matching problem. Recovering the original biometric
from its template is either infeasible or computationally hard
so that the private information therein can be protected.

Existing cancelable biometric schemes can be categorized
as either (1) non-invertible transformations [9] or (2) biomet-
ric salting [4], [10]–[18]. In non-invertible transformations,
a cancelable template is generated, relying on a one-way
conversion. The earliest examples are the Cartesian and polar
transforms presented in [9], in which the minutiae space of the
fingerprint is divided into rectangular cells or sectors. Each cell
or sector is mapped to some other random cell or sector after
transformation, according to a many-to-one function and a
user-specific translation key. Since different cells or sectors are
displaced to the same cell or sector in the transform domain,
recovering the original minutiae is impossible. In biometric
salting, a cancelable template is generated through blending
an artificial pattern together with the biometric. Examples
belonging to this category include BioHashing [11]–[18], can-
celable biometric filters [10], and random projections [4], [15],
[17]. The templates from BioHashing techniques are generated
by discretizing the extracted biometric features with the help
of a signum function and a user-specific random vector or
“Hash key.” Those from cancelable biometric filters, on the
other hand, are created by convolving the biometrics with a
user-specific random kernel. The random projection scheme
is characterized by its low computational cost, and generates
its cancelable template by projecting the extracted biometric
features onto a random space. Using a random matrix that
satisfies the conditions of the Johnson-Lindenstrauss lemma
[19], the relative distances between any two points in the
feature space can be preserved in the output random space
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[4]. It should be noted that for all these schemes, not only the
transformation method but also the translation key, random
kernel, or random projection matrix needs to be provided
during recognition.

All the methods mentioned above are designed for extrinsic
biometrics like fingerprints. Although numerous biometric
traits are currently in use, the search for new ones continues.
Recently, the use of electrocardiograms (ECGs) as biometrics
for recognition is gaining increasing interest [20]. Due to
their non-invasiveness and cost effectiveness, ECGs are now
widely used in cardiac diagnosis. A standard ECG consists
of 12-lead recordings taken by 10 electrodes placed on an
individual’s limbs and chest (precordium) [21], [22]. Each
ECG lead provides a different aspect of the morphological
(temporal) variations from a particular orientation in space,
and this multi-lead configuration is designed to fully capture
the spatiotemporal nature of the cardiac electrical activity [23].
Because every individual has his/her own internal physical
geometry between the pericardium and torso surface, the
conductivity distribution therein will be unique and thus will
provide morphological dissimilarity in the ECG data. This
makes the use of ECGs as a biometric modality possible [23].
Figure 1 (a) shows the Lead-I ECGs (10 beats each) from
5 different subjects, illustrating the intra-subject similarities
and inter-subject variabilities of the ECGs. It is apparent that
every subject has his/her own unique beat pattern, and that the
patterns remain similar even when recorded at different times.
The ECGs for Subjects 1 and 2 were taken on the same day,
while those for Subjects 3-5 were separated by 1-6 months.

As a biometric modality, ECGs possess several desirable
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Fig. 1. (a) Lead-I ECGs (10 beats each) from 5 different subjects. (b)
and (c) Beat bundles constructed using Subject 1’s 3-lead and single-lead
ECGs, respectively. Fiducial (d) and mPCA (e) feature vectors, and 3 distinct
templates (f) of beat bundles from the same subject.

properties: universality, distinctiveness, and permanence [20],
[24], [25]. Compared to extrinsic biometrics, the intrinsic
and dynamic nature of ECGs and their inherent indication
of life make them extremely difficult to steal or counterfeit,
which increases the difficulty of a replay attack [26]. Several
approaches that utilize ECGs for biometric recognition have
been proposed in the past decade and can be divided into (1)
fiducial [20], [24] and (2) nonfiducial [24]–[31] feature based
approaches. Fiducial features are constructed by measuring
the minima, maxima, onsets, and offsets from the heartbeat
waveform, which are referred to as the fiducial points. Once
these points are determined, the temporal distances or ampli-
tude differences between them can be calculated to form the
desired features. Nonfiducial features, as the name implies, are
extracted without or with only a limited number of fiducial
points (e.g., only the peaks of the R waves, or R peaks).
Principal components (PCs) [25], [27], [29], autocorrelation
coefficients [24], [31], and wavelet coefficients [28] are some
examples. Once extracted, the resulting feature sets may be
stored in the database or sent to the classifier for recognition.
However, none of these schemes are cancelable, and a novel
cancelable approach to protect the recognition system’s secu-
rity and personal privacy becomes indispensable in order for
ECGs to be used in practice. In this paper, several cancelable
ECG-based biometric schemes are proposed. The proposed
schemes are intended for any type of ECG, regardless of the
number of leads. Through “signal subspace collapsing,” mul-
tiple revocable and irreversible templates can be constructed
to avoid privacy invasion and cross-matching problems. By
incorporating different strategies to suppress the common sub-
space, the well-known multiple signal classification (MUSIC)
[32] algorithm can effectively determine the identity of a given
individual through his/her ECGs. The proposed scheme retains
the simplicity and low computational cost of random projec-
tions while generating a template. Furthermore, no restriction
is made on the construction of the random projection matrix.
Lastly, unlike existing cancelable biometrics, the recognition
can be achieved without knowledge of the distortion transfor-
mation, which further increases the difficulty to recover the
original ECGs from their templates. Some preliminary results
of this study were presented previously in [33].

The remainder of the paper is organized as follows. In
the next section, two popular existing ECG-based recognition
methods are reviewed. The proposed ECG-based cancelable
biometric schemes are then introduced in Section III. The
dataset used for performance evaluation and results from
detailed experiments are provided in Section IV. Finally, some
conclusions are offered in Section V.

II. ECG-BASED BIOMETRIC SCHEMES: EXISTING
METHODS

After a biometric trait is acquired, two more steps, (1)
feature extraction and (2) template comparison, are required
for identity recognition. The former involves finding a low-
dimensional representation for the acquired trait to facilitate
an efficient recognition. By evaluating the similarity between
the constructed template and those of one or more individuals
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in the database, the latter step determines the identity this
given template corresponds to. This process is the same for all
existing ECG-based schemes. What differentiates them from
each other is how the features are extracted from the ECGs.
In the discussion that follows, two of the most popular feature
extraction algorithms are reviewed, in which all the features
are derived lead-by-lead. We assume that the R peaks on the
given ECG lead have been detected with existing approaches
(e.g., [34]), and the data segments around each of the detected
R peaks are isolated.

Fiducial feature-based algorithms have been a popular ap-
proach for feature extraction in ECG biometric recognition
since the pioneering work of [20]. The construction of fiducial
features relies on several characteristic points on a heartbeat,
namely, the standard medical labeled points P, Q, R, S, and
T, and the four additional basal points L’, P’, S’, and T’,
which represent the onsets and offsets of the P and T waves,
respectively. Morphological attributes such as the temporal
intervals, amplitude differences, and angular displacements
between these points are then calculated to form the desired
feature set. Some examples can be found in Table I of [24].
For fiducial point determination, P, Q, S, and T can be found
by searching for the local maxima and minima on the first and
second halves of the heartbeat. The basal points are determined
by finding the points on the waveform with minimum radii of
curvature [24].

The main difficulty associated with fiducial feature-based
approaches lies in how accurately these points can be de-
termined, especially under the influence of noise [25]. To
overcome this issue, principal component analysis (PCA) is
an alternative approach. Representing the ECG data of theith

heartbeat asxi ∈ R
n×1, its PCA feature vectorci ∈ R

p×1

can be extracted through the following transformation:

ci = Φ
T
pca(xi − x), (1)

wheren is the number of samples per beat,p represents the
number of features to be used for recognition,x ∈ R

n×1 is
the ensemble average of theN selected training heartbeats:
x =

∑N

i=1 xi, and Φpca ∈ R
n×p is an orthonormal basis

obtained by taking thep eigenvectors of

Gpca =
1

N

N
∑

i=1

(xi − x)(xi − x)T , (2)

with the largestp eigenvalues.
ECGs are usually recorded using a multi-lead configuration.

The most direct method of applying the above single-lead-
based techniques to multi-lead recordings is to employ them on
individual leads and then combine the extracted features into
a single feature set [20]. This feature set is then regarded as
the biometric template for subsequent use. By selecting signal
dimensions in which the data have significant variance (via
(2)), PCA will give compact representations for the heartbeats
with minimum loss of information. However, this approach
poses an obstacle when expanding an already built-up dataset
since the computation of (2) requires not only the heartbeats of
the new enrollees but also those (not just the templates) of all
the enrolled subjects. In addition, a cancelable template needs

to be revocable, irreversible and diverse. However, as can be
seen from Figure 1 (d) and (e), the templates generated using
heartbeats from the same subject via the fiducial approach and
PCA are very similar, and thus they are not cancelable.

III. ECG-BASED BIOMETRIC SCHEMES:
CANCELABLE SCHEMES

In this section, several cancelable ECG-based schemes are
presented. To begin, we assume that the R peaks have been
detected on one of the ECG leads (e.g., lead I), and that the
multi-lead, time-aligned ECG data block (referred to as a “beat
bundle”) around each detected R peak is isolated. Assuming
there arem leads andn samples per block, the data corre-
sponding to theith detected R peak forms ann×m matrix
Xi. Normally,n is much larger thanm. Although the proposed
schemes are demonstrated with multi-lead ECGs, they are
not limited to this case; they are applicable irrespective of
the number of leads, even for a single-lead scenario. For a
single-lead ECG, the beat bundle can be formed by cutting
and stacking a single-lead heartbeat to create an[n/m]×m
matrix, wherem is the number of beat segments and[·]
represents an operator rounding a real number to an integer.
Figure 1 (b) and (c) are examples of beat bundles constructed
with multi-lead and single-lead ECGs.

A. Signal and Noise Subspace of a Beat Bundle

An equivalent current dipole model is the simplest model
for relating cardiac electrical activity to the body surface
potentials. At any point in time, the overall electrical activity
can be represented by a distribution of current dipoles, and
the cardiac vector is their net equivalent [21], [22]. As the
depolarization and repolarization waves spread, the cardiac
vector will expand, contract, and rotate as a function of time,
and thus ECGs exhibit morphological (temporal) variations
over time. Moreover, each ECG lead can be regarded as the
response vector induced on the multi-lead ECG system by
this cardiac vector, in the orientation of that lead. Since the
lead placement related to the trajectory of the cardiac vector
is different from one lead to another, each lead possesses
dissimilar waveform shapes. Thus, it is difficult to represent
any column of a beat bundle as a linear combination of
the remaining columns, as shown in Figure 1 (b) and (c),
especially whenm is small. Expressing the singular value
decomposition (SVD) ofXi as

Xi = ViΣiU
T
i = [VS,i VN,i]ΣiU

T
i , (3)

VS,i = Vi(:, 1 : m) contains the firstm left singular vectors
whose singular values are all non-zero, andVN,i = Vi(:,m+
1 : n) is composed of the remaining singular vectors with zero
singular values. We refer to the orthogonal subspaces spanned
by VS,i andVN,i as the signal and noise subspaces ofXi,
respectively.

B. Construction of Cancelable Biometric Templates

In this subsection, we describe how a cancelable template
is generated for theith subject’s beat bundle,Xi. Unlike
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PCA, the construction of templateFi in the proposed method
requires no information from other subjects, which makes
dataset expansion much easier. Given a full-rank random
matrix Θ ∈ R

m×d, a cancelable templateFi for Xi can be
formed as

Fi = XiΘ ∈ R
n×d. (4)

For the templateFi to be irreversible, we required < m.
By linearly combining the columns ofXi with d < m, the
resulting template occupies a smaller dimensional subspace
within Xi’s larger signal subspace. As the templateFi is
formed by collapsingXi into a reduced dimension subspace,
we refer to this approach as “signal subspace collapsing.”
When multiple templates are desired for a givenXi, one needs
only substitute a different random matrix into (4). Due to the
randomness ofΘ, any two templates will reside in different
subspaces ofXi’s signal subspace, so they are distinguishable
from each other.

At first glance, the cancellable design of (4) resembles that
of random projection [15], [17]; however, no restriction is
made on the construction ofΘ. Note that the matrices typically
used in random projection need to satisfy some condition
[4] (e.g., the Johnson-Lindenstrauss lemma) to maintain the
relative distances between any two points in the feature space
after projection. This restricts the choices for the entries
of Θ (e.g., in [4] the entries are constrained to be±1).
Since template revoking in these schemes is accomplished via
different realizations ofΘ, a limitation on the entries ofΘ
inevitably diminishes the ability to revoke stolen templates and
thus the resilience against reconstruction attacks. Furthermore,
Θ is not user-specific (i.e., different subjects can share the
sameΘ) and will be discarded afterFi is obtained, which
again renders recoveringXi from its templateFi infeasible.
Later, we will show that identity recognition can be achieved
without knowledge ofΘ.

C. Identity Determination for an Unknown Beat Bundle

Suppose that there areNs subjects enrolled, whose
biometric templates are represented asFi, for i = 1, . . . , Ns.
An unknown beat bundleX ∈ R

n×m is presented to
the system, whose noise subspace basis is denoted as
VN ∈ R

n×n−m. The goal is to determine what subject the
unknown beat bundle corresponds to. A two-stage identity
determination scheme is outlined as follows.

Initialization Stage — Plausible Subject Identification

Any Fi obtained using (4) will lie within the signal subspace
of its originating beat bundle, regardless of what the random
matrix is. Consequently,Fi andVN will ideally be orthogonal
to each other if they are drawn from beat bundles of the same
subject. As a result, to identify the most likely subject that
possesses this unknown beat bundle, we only need to search
for the template that is most orthogonal toVN . This can be

achieved by the well-known MUSIC method [32]:

î = argmax
i

PMU(i)

= argmax
i

∥

∥F
T
i Fi

∥

∥

F
∥

∥FT
i VNVT

NFi

∥

∥

F

, (5)

where ‖·‖F is the Frobenius norm. From (5), when a
“matched”Fi is presented (i.e.,VN andFi arise from beat
bundles of the same subject), the denominator of (5) will be
(nearly) zero. The identitŷi of X can thus be determined
by searching for the index ofPMU that has the largest
amplitude, which in practice will be finite due to noise and
small variations in the different ECG waveforms.

Figure 2(a) is the MUSIC spectrum obtained with (5) when
Subject 50’s beat bundle is presented. This is a very favorable
case, and a large peak in the spectrum is seen at indexi = 50,
which corresponds to the index of the unknown beat bundle.
For (5) to work correctly, the unknown beat bundle must
occupy a subspace in then-dimensional space that is different
from those of other subjects (i.e., the morphological appear-
ance of Subject 50’s ECGs must be considerably dissimilar
from those of other subjects), a property which may not hold
in all cases. In practice, the beat bundle signal subspaces of
various subjects may not be as disjoint as in the previous
example. This is especially true when the number of subjects
increases orn is small. Consequently, when a beat bundle
that shares a common subspace with others is presented, the
resulting MUSIC spectrum can lead to ambiguous results, as
shown in Figure 2 (b), where the difference in thePMU values

P
MU

 = 50

(a) ← 50
P

MU
 = 10

(b)

← 88

0.25 mV

0.05 s

s50 s88
plausible subjects

(c)

P
MU

 = 5

(d)
← 88

P
MU

 = 10
(e)

← 88

Fig. 2. (a) and (b) MUSIC spectra obtained by (5) when presenting the beat
bundles of Subjects 50 and 88. (d) and (e) MUSIC spectra obtained using (7)
and (11), respectively. The unknown beat bundle was from Subject 88. (c)
Lead-I heartbeats of Subjects 50 and 88, and those of the plausible subjects
for Subject 88.
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of the correct index and others is small. In such cases, the
distinctive features differentiating the subjects have been lost
in collapsing the subspace to a reduced dimension, and we
see that although there is a peak at the correct indexi = 88,
the peaks corresponding to several other indices are of greater
magnitude. Therefore, in general, at this stage we can only
identify a plausible set ofNp subjects that are most likely to
correspond to the unknown beat bundle, whose indices

Ip = {ik1
, ik2

, . . . , ikNp
}

are determined by finding theNp largest peaks of the MUSIC
spectrum. The Lead-1 ECGs of the 16 plausible subjects
when presenting Subject 88’s beat bundle to (5) are depicted
in Figure 2 (c). As can be seen, their waveforms are very
similar to that of Subject 88.

Determination Stage — Common Subspace Estimation
and Suppression

Suppose that the templatesFj , for j = ik1
, ik2

, . . . , ikNp
,

are those obtained in the previous stage corresponding to the
largestNp values ofPMU. The presence of multiple peaks
in the MUSIC spectrum indicates that theseNp templates
share a common subspace that must be removed in order to
differentiate the source of the true beat bundle. Since this
common subspace is not known a priori, a suitable estimate
is required. Below we propose two methods for estimating
the common subspace.

Suppression-and-Poll

In the suppression-and-poll method, each templateFj is
taken in turn as the common subspace estimate, and the peak
of the MUSIC spectrum is found with the subspace spanned
by Fj projected away. This process is repeated for eachFj

in the plausible set, and the subject index that appears most
often as the spectrum peak is taken to be the one of interest.
In particular, the contribution ofFj can be removed fromX
using

Xj = (In −Pj)X ∈ R
n×m, (6)

wherePj = Fj(F
T
j Fj)

−1
F

T
j ∈ R

n×n is the projection onto
the subspace spanned byFj , andIn is the identity matrix of
size n. Denoting the basis of the noise subspace forXj as
VN,j = Vj(:,m+1 : n) and substituting it into (5), we have

k̂j = argmax
k

∥

∥

∥
F

T
j,kFj,k

∥

∥

∥

F
∥

∥

∥
FT

j,kVN,j(VN,j)TFj,k

∥

∥

∥

F

, (7)

for k = ik1
, ik2

, . . . , ikNp
. The indexk̂j represents the subject

index with the largest MUSIC spectrum peak when using the
subspace spanned byFj as the common subspace estimate.
Since the projection in (6) also alters the signal subspace of
the corresponding subject, all the templates ofIp to be tested
must be modified accordingly:

Fj,k = (In −Pj)Fk ∈ R
n×d, (8)

TABLE I
THE IDENTIFIED INDEX AFTER SUPPRESSING THE CONTRIBUTION OF

EACH PLAUSIBLE SUBJECT’ S TEMPLATE.

Plausible subj. 184 196 158 4 229 88 273 114
Identifiedkj 88 88 88 88 88 184 88 88

Plausible subj. 242 14 165 245 193 246 266 72
Identifiedkj 88 196 88 88 88 88 88 196

whereFj,k is the kth modified template using the subspace
spanned byFj as the common subspace estimate. Figure2
(d) is the MUSIC spectrum obtained using (7) when Subject
184’s template is used to estimate the common subspace. A
peak at the correct subject index 88 is effectively revealed
after suppressing this estimated common subspace. This same
procedure is repeated until all the plausible subjects’ templates
have been used once in (7) and (8). All the determined indices
are then polled to decide from which subject the beat bundle
is most likely to have come. Table I provides the 16 plausible
subjects identified by (5) when Subject 88’s beat bundle
is presented. The indexkj determined after suppressing
the contribution of each template is listed below each user
index. As can be seen, the index 88 appears more often
than those of the other subjects, and thus the identity of this
unknown beat bundle is determined to be 88. Because of this
suppression-and-poll strategy, identity determination using (7)
is referred to as suppression-and-poll MUSIC (spMUSIC).

Principal Subspace

Another way to estimate the common subspace is to ex-
amine all theNp plausible templates at once and use the
principal subspace of the entire collection to be the estimate
of the common subspace. This can be achieved by forming
the matrix

Fp =
[

Fik1
· · · FikNp

]

= VpΣpU
T
p , (9)

and taking thedp left singular vectors ofFp with the largest
singular values to be the common subspace basis:VC = Vp(:
, 1 : dp), with PC = VCV

T
C ∈ R

n×n as the corresponding
projection matrix. The contribution of the common subspace
is then suppressed using

X
′ = (In −PC)X ∈ R

n×m,

F
′
j = (In −PC)F

′
j ∈ R

n×d, (10)

and the identity of the unknown beat bundle is resolved using

ĵ = argmax
j

∥

∥

∥
F

′T
j F

′

j

∥

∥

∥

F
∥

∥F
′T
j V

′

N (V
′

N )TF
′

j

∥

∥

F

. (11)

Figure2 (e) is the MUSIC spectrum obtained using (11) when
the unknown beat bundle is from Subject 88. The common
subspace is estimated using the templates from the plausible
subjects listed in Table I withdp = 2. Again, a peak at
88 can be clearly seen after suppression. Compared to the
suppression-and-poll strategy, the principal subspace method
requires (10) and (11) to be executed only once instead of
Np times to find the identity of the unknown beat bundle.
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We refer to this identity determination method as principal-
subspace-suppression MUSIC (pssMUSIC).

D. Exclusion of unregistered subjects

A deficiency associated with identity recognition using (7)
and (11) and shared by the existing methods discussed in
Section II is that by themselves they cannot determine if
the identified subject is part of the registered dataset or not;
instead, the registered subject whose signal space is most
“similar” to that of the non-registered subject will be identified
instead. This limits the applicability of the proposed schemes
in practice, and a method for identifying unregistered subjects
is essential. One would expect that a peak in the MUSIC
spectrum due to an unregistered subject would not be as strong
on average as that due to a subject in the dataset. As such, the
interquartile range (IQR) based outlier detection method can
help to isolate unregistered subjects. The IQR is the difference
between the first and third quartiles (defined as the 25th and
75th percentiles) of a set of measured identification metrics,
which we respectively denote asQ1 andQ3. The interquartile
range is thus defined asIQ = Q3−Q1. Values that lie outside
the “fence” range fromQ1 − kiqr × IQ to Q3 + kiqr × IQ
are taken to be outliers [35]. The implementation of the IQR
method for our problem is described next.

To begin, for a given template set, each subject presents
a beat bundle that is used to generate a MUSIC spectrum
with (5), which is then stored in the system. Ten additional
beat bundles per subject are then presented to generate 10
more spectra that are used to determine Pearson’s correla-
tion coefficients [36] against the stored one. Based on these
correlation coefficients, values forQ1, Q3, and IQ can be
calculated in order to determine the fence region. Since it is
unnecessary to consider a subject whose correlation is higher
than the fence region to be unregistered, one need only check
if the correlation is below the lower valueQ1 − kiqr × IQ.
The MUSIC spectrum of the subject identified using (7) or
(11) is then retrieved to evaluate the correlation with the
one obtained by presenting the noise subspace basis of the
unknown beat bundle to (5). If the coefficient lies below the
valueQ1 − kiqr × IQ, the unknown beat bundle is assumed
to correspond to an unregistered subject even though a subject
index has been assigned. We use the MUSIC spectrum rather
than the template as a means for correlation evaluation since
it is infeasible to regenerate any subject’s template by means
of his/her beat bundle since the random matrix that generated
the template has been discarded. Another characteristic of this
unregistered subject isolation scheme is that the relationships
between a particular subject and the others in the system are
used to determine if that subject is registered or not.

It is worth mentioning that creating each subject’s MUSIC
spectrum requires his/her beat bundle. This poses no problem
during enrollment. However, when one of the stored templates
is replaced while the system is operating, the MUSIC spectra
of all other subjects may need to be reevaluated. In such
a situation, since no bundles except for the subject who
is revoking the template exist in the system, this updating
process can be difficult. Fortunately, only the spectrum value

corresponding to the subject who is revoking the template
needs to be modified, and the others remain unchanged. Thus,
the simplest way to deal with the issue is to set the spectrum
value at that particular index to be 0 (Strategy I). Later, when a
valid subject gets access to the system, a spectrum update can
be performed. Another approach is to use the noise subspace
basis of each subject’s template as his/her noise subspace basis
to create the spectrum value at the index corresponding to the
subject who is revoking the template (Strategy II). Note that
the noise subspace of each subject lies within the subspace
spanned by the noise subspace basis of his/her template. We
will illustrate the effectiveness of these two approaches in
Section IV-E.

IV. EXPERIMENTS AND DISCUSSIONS

A. Datasets and Preprocessing

The Physikalisch Technische Bundesanstalt (PTB) Database
from PhysioBank [37] was selected to evaluate the perfor-
mance of the proposed schemes. The PTB database contains
549 records from 290 subjects (each subject may have 1 to 5
records). Each record includes a Frank-lead vectorcardiogram
and a standard 12-lead ECG, sampled at 1000 Hz with 16-bit
resolution over a range of±16.384 mV. Note that the primary
sampling rate used in this study was 1000 Hz. However, if
required, it can be lowered to 250 Hz without significant
performance degradation (refer to Section IV-C). In any case,
the major spectral energy of ECG in the frequency range from
0.5 Hz to 60 Hz [21] is reserved for identification.

In practice, the acquired ECGs may be accompanied by
artifacts that will cause the subsequent interpretation to be
inaccurate and unreliable [22]. Baseline wander due to res-
piration and body movement is one such artifact. To remove
the baseline wander, we followed the approach of [38]. Two
median filters with window sizes of 200 ms (for QRS complex
and P wave suppression) and 600 ms (for T wave removal),
respectively, were used to extract the wander that was then
subtracted from the original ECG. The heart beats and beat
bundles were segmented with respect to the detected R peaks
using the method of [34] with a fixed length of 240 ms and
420 ms before and after the R peaks, respectively, resulting in
n = 661 samples per beat bundle. Cutting heartbeats with a
fixed length is also used in [24]. The PQ interval refers to the
period from the beginning of the P wave until the onset of the
QRS complex and is typically of duration 120 - 200 ms [21],
[22]. The QT interval is the time between the start of the Q
wave and the end of the T wave and has a typical duration
of 360 - 460 ms [39]. The lengths of the beat bundles were
set based on these characteristics and our empirical knowledge
obtained while performing segmentation. Adjusting this setting
is likely inevitable if other datasets are considered.

B. Operating Modes and Methods

A biometric system can operate in either verification or
identification mode [1], [2]. In verification mode, a subject
needs to claim his/her identity (via a password or others)
before verification, and the system validates the identity by
comparing the provided biometrics with the corresponding
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template stored in the system. In identification mode, the
identity is determined without an identity claim. A one-to-
many comparison of the input biometrics to all the templates
in the database will be conducted instead. In this study, we
focus on evaluating the proposed schemes in identification
mode. The algorithm flowchart for spMUSIC and pssMUSIC
in identification mode is depicted in Figure 3. The parameters
d in (4), Np, and dp required in (11) were set to 1, 20
and 2, respectively. As mentioned, our proposed schemes
can be applied to ECGs regardless of the number of leads.
When the algorithms operate with single-lead beat bundles
(formed by Lead-I ECGs), we denote them as “spMUSIC
(1L)” and “pssMUSIC (1L),” and the number of segments used
was 2. Several experiments were conducted to demonstrate
that the proposed schemes satisfy all the properties required
for cancelable biometrics, including identification accuracy,
revocability, unlinkability, and irreversibility [4], [40], [41].

We also implemented two common non-cancelable ap-
proaches: (i) a fiducial-based approach using 21 morphological
attributes [24] (only applied to the Lead-I recordings due to the
difficulty of determining the required fiducial points on other
leads), and (ii) principal component analysis (PCA) of (1) with
the Lead-I recordings. A generalization of (1) to multi-lead
ECGs, referred to as multi-lead principal component analysis
or “mPCA,” can be implemented by calculating the first 2
principal components (PCs) for each lead separately, and then
combining the extracted PCs as a feature vector. The features
extracted by these two methods were classified using thek-
nearest neighbors (kNN) algorithm [42] using the Euclidean
distance metric andk = 1.

C. Identification Rate

Like most of the work in the literature [20], [24]–[28],
the proportion of correctly identified heart beats/beat bundles
(i.e., the true-positive or identification rate) was adopted as
the performance measure for the various algorithms. The case
of unregistered subject exclusion will be evaluated later. The
evaluation was conducted with data from the same session for
each subject. The dataset included 285 subjects, both healthy
subjects and patients, consisting of 205 men and 80 women
aged 17-87, with an average age of 57. Factors including
the number of beats, sampling rate, and signal-to-noise ratio
(SNR) that may influence the identification rate were investi-
gated. Figures 4, 5, and 6 show the mean identification rates for
the algorithms averaged over 100 trials (the subject templates
were changed for each trial) under various conditions.

Due to noise and changes in physiological state, inter-beat
morphological variations are unavoidable and may have a
negative impact on identification accuracy. To mitigate this
influence, Ntn beats/beat bundles from each subject were
randomly selected for averaging before template construction
or feature extraction. Similarly, anotherNtt from each sub-
ject were chosen and averaged while testing. Seven different
Ntn/Ntt combinations were evaluated: (i)Ntn = 1 andNtt

= 1, (ii) Ntn = 5 andNtt = 1, (ii) Ntn = 10 andNtt = 1,
(iv) Ntn = 15 andNtt = 1, and (v)Ntn = 5 andNtt = 5,
(vi) Ntn = 10 andNtt = 5, and (vii) Ntn = 15 andNtt =

Fig. 3. The progression of the proposed algorithms operating in identification
mode. The matricesXi and X∗

i correspond to two different beat bundles
from the i

th subject. Note thatΘ is discarded afterFi is obtained, and
identification can be achieved without knowledge ofΘ.

5. As can be seen from Figure 4, with fewer training/testing
beats, the performance of all the methods worsened, especially
the fiducial-based approach. This is due to the difficulty in
accurately determining the fiducial points under the influence
of morphological variations. The ability of the PCA based
approach to remove the fluctuating components (corresponding
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Fig. 4. Influence of the training/testing beat bundle combinations on the
identification accuracy. ECGs of each subject were from the same session.

to the PCs with the smallest eigenvalues) allowed it to be
robust against the morphological variations. Use of the noise
subspaces in (7) and (11) is intended to enhance the portion of
Fj related to the signal subspace of an unknown beat bundle.
Fluctuations in the signal and noise subspaces caused by inter-
beat variations can thus degrade the identification rates. This
effect was more severe when single-lead ECGs were used.
The spMUSIC and pssMUSIC algorithms performed relatively
well, achieving performance similar to the non-cancelable
mPCA. For spMUSIC, one possible reason for this result may
be that the alternatingFj suppression provides some flexibility
for reducing the effect of inter-beat variation. Interestingly,
when there were a large enough collection of training/test beats
(e.g., 10/5, or 15/5), a identification rate of at least 96% was
achieved by the spMUSIC based method, regardless of the
number of leads.

In the next example, the influence of the sampling rates
on the identification accuracy was studied. Different sampling
rates were achieved by downsampling the original recordings.
Ntn andNtt were set to 15 and 5, respectively. The advantage
of working with lower sampling rates lies in the ability to
reduce the cost of storing and processing the data of the
subjects of interest; however, this also increases the difficulty
of achieving accurate identification. As seen in Figure 5, the
identification rates for all algorithms decrease as the sampling
rate decreases. As long as the sampling rate was at least 250
Hz, an identification rate of more than 95% was attained by
both spMUSIC and mPCA.

The next experiment examined the influence of noise on
identification accuracy. To simulate noisy measurements, white
noise was added to each lead of the ECG recordings with a
standard deviationσw varying from 12.5–100µV. Depending
on the subject and lead, this resulted in SNRs of 2.25–30.18,
with a mean of 12.44 whenσw = 12.5 µV. The SNR was
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Fig. 5. Influence of the sampling rates on the identification accuracy.
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Fig. 6. Influence of the noise level on the identification accuracy.

calculated as

SNR =
RMS(xl

ij)

σw

, (12)

where RMS(xlij) is the root-mean-square value of the ECG
signal from thejth lead of theith subject. As shown in Figure
6, the PCA-based algorithms are more robust to noise than the
other methods. The ability of the PCA-based algorithms to
remove the uncorrelated noise corresponding to the PCs with
the smallest eigenvalues allowed them to perform well. The
fiducial-based algorithm again has poor performance due to the
difficulty of accurately determining the fiducial points. Since
the templateFi is a randomly weighted sum of the data from
all the columns of a beat bundle, this has a “smoothing” effect
that makes the template-based methods relatively robust to
noise. However, in some cases the noise cannot be completely
mitigated, and weaker signal dimensions can be diminished
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Fig. 7. Influence of the training/testing beat bundle combinations on the
identification accuracy. ECGs of each subject were from different sessions.

compared to the noise, which leads to the noise subspace
“leaking” into the template. Contributions from the noise
subspace of a beat bundle inFi will degrade the discriminatory
power of the MUSIC-based approaches as the denominators of
(7) and (11) will no longer approach 0. The situation becomes
worse when the data dimension is cut in half for the single-lead
cases. To avoid this performance degradation, an additional
pre-filtering approach needs to be considered.

Next, the identification accuracy was evaluated with subject
data from different sessions. As in [24], the 13 healthy subjects
(10 men and 3 women, age 24-58 with an average age of 38)
of the PTB Database having at least two ECG records/sessions
were selected for performance evaluation. The two consecutive
sessions for each subject were separated in time by 1 day to
6 months. The results are shown in Figure 7, and we can
notice a performance degradation in the cross-session results
compared to the within-session results of Figure 4. The best
identification rates for spMUSIC (Ntn= 15 andNtt = 5)
were reduced from 97.19% to 95.23% and from 94.95% to
94.46%, respectively. For mPCA and the fiducial approach,
the change was from 97.13% to 94.92% and from 92.93%
to 72.92%, respectively. Although the degradation is limited,
it should be noted that a smaller set of subjects was used
in the across-session test, which decreased the identification
challenge. This performance degradation might arise from the
morphological changes in the heartbeats from one session to
another due to variations in the physical/physiological states
of these subjects, and a similar degradation was reported in
[24] and [26] as well. As compared to static biometrics (e.g.,
fingerprints and irises), this degradation with time is unique to
dynamic biometrics such as ECGs. One way to mitigate this
degradation is to regularly update the stored templates (similar
to changing passwords regularly). However, the effort required
to update the template database is a drawback that can limit
the application of ECGs as biometrics. This is especially the
case for PCA-based schemes since each update will involve

a recalculation of the basisΦpca, which requires the beat
bundles of all the subjects to be available (or recollected), and
this may be infeasible. However, in our proposed schemes, the
template construction for each subject involves only the beat
bundles of that individual, and no information from others is
required. This enables template update on-the-go. If required,
the updated template can be generated while an individual
is accessing to the system. The non-cancelable fiducial-based
approach has a similar capability.

D. Revocability, Unlinkability, Diversity, and Irreversibility

Revocability guarantees that a compromised biometric tem-
plate can be replaced by a new one constructed using the same
biometric sample. As a template produced by (4) is a random
combination of the ECGs from different columns of a beat
bundle, the new template can be obtained by simply applying a
different random matrix. Figure 1(f) shows 3 distinct templates
constructed from the beat bundles of Subject 1 with different
random matrices ford = 1 in (4). The efficacy of these newly
constructed templates in preventing an imposter possessing
a compromised template from intruding into the biometric
system will be further discussed in Sections IV-E and IV-F.

The property of unlinkability means that two or more
biometric templates cannot be linked to each other or to the
subject(s) from which they are derived [43]. Following the
framework for analysis of unlinkability in [41], we define the
following hypotheses:

Hm = {templates belong to mated beat bundles},
Hnm = {templates belong to non-mated beat bundles},

and two dissimilarity score distributions,p(s|Hm) and
p(s|Hnm), wheres represents the dissimilarity score between
two templatesF1 andF2:

s = 1− |ρ(F1,F2)| , (13)

andρ(F1,F2) is Pearson’s correlation coefficient [36] between
F1 andF2. In our approach, the identity of an unknown beat
bundle is determined by checking the orthogonality between
its noise subspace and a givenFi in (7) and (11), and thus
two templates that possess correlation coefficients of different
signs lead to the same identification result. Hence, only the
magnitude of the correlation coefficient is considered in (13).
If p(s|Hm) > p(s|Hnm) for a givens, it is more likely that the
templates belong to beat bundles from the same subject, and
thus they are linkable for this score value. On the contrary, if
p(s|Hm) < p(s|Hnm), the templates are more likely from
different subjects and are thus unlinkable. To measure the
linkability of two templates at a specific score,D↔ is proposed
in [41]:

D↔(s) =

{

0 if LR(s) ≤ 1
2[(1 + e−(LR(s)−1))−1 − 0.5] if LR(s) > 1

,

(14)
whereLR(s) = p(s|Hm)/p(s|Hnm) is the likelihood ratio at
a specifics. Note thatD↔(s) ∈ [0, 1] as LR(s) lies in the
range[0,∞). The templates are considered to be unlinkable at
a specific scores whenD↔(s) = 0, and to be linkable when
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D↔(s) ≈ 1, indicating that both templates conceal the same
identity. The overall linkability can be calculated using [41]

Dsys
↔ =

smax
∑

smin

D↔(s)p(s|Hm), (15)

which yields values in [0, 1] becauseD↔(s) ∈ [0, 1] and
∑smax

smin
p(s|Hm) = 1.

Linkability results for our algorithm ford = 1 and 2 are
provided in Figure 8. To estimatep(s|Hm) andp(s|Hnm), we
generated 20 templates per subject using his/her beat bundles
with different random matrices. We then randomly selected
2 templates of the same subject to calculate the dissimilarity
score using (13) and repeated this process 100 times for all
285 subjects so that 28500 scores were obtained to estimate
p(s|Hm). Similarly, p(s|Hnm) was obtained using scores
evaluated with 2 templates from different subjects, selected
randomly as well. As seen in Figure 8,D↔(s) is nonzero for
scores in the range of [0, 0.2] and [0, 0.5] whend = 1 and
d = 2, respectively. The corresponding values forDsys

↔ are
0.402 and 0.255. Interestingly, whend = 2, p(s|Hm) around
s = 0 is smaller than that for other values ofs, indicating
that any two templates constructed with beat bundles from the
same subject are less likely to be similar to each other (recall
that s = 0 when ρ(F1,F2) = ±1). This is due to the fact
that the dimension of the constructed templates increases when
d = 2 (i.e.,661×2), and hence their variability also increases.
This analysis indicates that the templates constructed by (4)
are partially linkable, and modifying the template construction
scheme to further reduce the linkability may be required.

Diversity requires different templates to be used across
various applications to avoid the problem of cross-matching.
The diversity of the templates generated by the proposed
schemes can be seen fromp(s|Hm) in Figure 8 (a) and (b).
Even with the mated beat bundles, the dissimilarity scores
between any two templates range from 0 to 1, which indicates
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Fig. 8. The unlinkability ((a) and (b)) and irreversibility ((c) and (d)) analysis
for the proposed template construction scheme.d = 1 for (a) and (c), and
d = 2 for (b) and (d).

that their correlation coefficients vary from -1 to 1. When
d = 2, p(s|Hm) is almost uniformly distributed except for
score values in [0, 0.1]. Although two templates are similar
when their dissimilarity score is in this range, the probability
of a score value in this range is low, as shown in Figure 8 (b).
On the other hand, the templates (or feature vectors) generated
by the fiducial-based approach and mPCA for a given subject
are almost the same as can seen from Figure 1 (d) and (e)
even when different beat bundles are provided.

Irreversibility refers to templates that cannot be used to
determine the generating biometric sample [43]. To reconstruct
the beat bundleXi of the ith subject from his/her template
Fi, the best one could do is to compute

X̃
T
i = (ΘT )†FT

i ∈ R
m×n, (16)

where (ΘT )† is the pseudoinverse ofΘT . Such a recon-
structed beat bundle is optimum in the mean square sense
whenΘ is the random matrix used to generateFi. However,
as long as the rank ofΘ is less thanm, the original beat
bundle cannot be fully recovered fromFi even whenΘ is
available. Furthermore,Θ in (4) is always discarded after the
template is created and thus unknown. As such, even ifΘ

had rankm, the original beat bundle could not be uniquely
recovered fromFi.

We evaluated the irreversibility of the proposed cancelable
design with the approach of [41], [44], using the reconstruction
approach in (16). How well a beat bundle was reconstructed
was measured with Pearson’s correlation coefficient between it
and one of its genuine beat bundles. The process was repeated
285 times for all 285 subjects, and the reconstructed mated
distributions were evaluated with these 81225 correlation coef-
ficient values. The results (black curves) are depicted in Figure
8 (c) and (d). The mated (green curves) and non-mated (red
curves) distributions were also estimated as shown in Figure
8 (c) and (d). We randomly selected 2 beat bundles from the
same subject and calculated their correlation coefficient while
estimating the mated distributions. The non-mated distribution
was obtained using correlation coefficients evaluated with beat
bundles from 2 randomly selected subjects. Both computations
were repeated 81225 times as well. As can be seen, if two beat
bundles are from the same subject, the resulting distribution of
correlation coefficients is more concentrated near 1. However,
even under the mated condition, the correlation coefficients
between the genuine and reconstructed beat bundles are nearly
uniformly distributed, similar to the non-mated distribution
and considerably different from the distribution of two mated
genuine beat bundles. There is no difference between the
distributions ford = 1 and d = 2. Possible reasons for this
result may be due to the low-rank setting forΘ (i.e., the
subspace collapsing) and the fact that the random matrices are
unavailable for template construction. Thus, we may conclude
that even the optimum reconstruction scheme does not allow
an efficient reconstruction.

On the other hand, reconstruction of a heartbeat or beat
bundle from its PCA template is possible (provided thatΦpca

is compromised) through

(xi − x) = Φpcaci. (17)
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Note thatΦpca, unlike Θ, must be presented during identifi-
cation. The similarity of the original and reconstructed beats
was again evaluated using Pearson’s correlation coefficient,
and mean values averaged over 100 trials and 285 subjects
of 0.9634 and 0.9437 were obtained for PCA and mPCA,
respectively. This high similarity illustrates the feasibility of
recovering beats/ beat bundles from a PCA or mPCA template.

E. False-positive and False-negative Identification-error Rates

In an identification application, two types of errors are possi-
ble: (1) an unregistered subject is identified and (2) a registered
subject is not identified. The false-positive identification-error
rate (FPIR) and false-negative identification-error rate (FNIR)
are terms commonly used to refer to the probabilities of these
events. To evaluate the FPIR, we adopted a leave-one-out
(LOO) strategy in which one of the 285 subjects was selected
to be the unregistered subject. The values of (Q1, IQ) required
for calculating the subject exclusion were (0.9822, 0.0174) and
(0.9801, 0.0192) for the spectra obtained with multi-lead and
single-lead beat bundles, respectively. These values suggest
that any two MUSIC spectra for a given subject are highly
correlated.Ntn andNtt were set to 15 and 5. This process
was repeated for all 285 subjects 100 times each, and the FPIR
was calculated as the ratio of the number of false accepted
trials to the number of total trials (i.e., 28500 in this case).
The resulting FPIR indicates how likely it would be for the
selected unregistered subject to enter the system.

The resulting FPIRs for variouskiqr are depicted in Figure
9. As can be seen, the FPIRs depend on the value ofkiqr; when
kiqr < 4, the FPIRs of spMUSIC and pssMUSIC are both
0. The single-lead counterparts of spMUSIC and pssMUSIC
performed worse due to the reduction in the dimensionality of
the templates. Next, the FNIR at a givenkiqr is calculated as
follows. Each enrollee presents 100 different beat bundles to
see how many of the 100 will provide a correct identification.
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Fig. 9. FPIRs and FNIRs of the 4 MUSIC-based schemes for different kiqr .
The ERRs are marked by green circles. (a) spMUSIC, (b) pssMUSIC, (c)
spMUSIC (1L), and (d) pssMUSIC (1L).

Here, the FNIR is calculated as the ratio of the number of
incorrect rejections to the number of total trials. Again,kiqr
was varied from 0 to 10, and the resulting FNIRs for the
4 different schemes are depicted in Figure 9 as well. The
FNIRs also showed some variability with the value ofkiqr
although they were considerably less sensitive. Whenkiqr is
near 0, the IQR-based method could accidentally exclude a
registered subject determined by spMUSIC and pssMUSIC
due to a higher fence value.

One approach to finding a suitablekiqr is to determine
the value that yields equal error rates (EERs), where FPIR
= FNIR. For spMUSIC, pssMUSIC, spMUSIC(1L), and pss-
MUSIC(1L), the resulting values ofkiqr were respectively
4.108, 4.116, 0.145, and 0.334 with corresponding EERs of
0.038%, 0.042%, 0.172%, and 0.254%. Finally, we selected
each subject one at a time, revoked his/her template, and
repeated the LOO validation for unregistered subject intrusion.
The resulting FPIRs whenkiqr = 3 were 0, 0, 1.404%, and
1.411% for the 4 MUSIC-based approaches, when incorporat-
ing Strategy I discussed in Section III-D. For Strategy II, the
results were 0, 0, 1.415%, and 1.422%. This demonstrates the
effectiveness of using the relationships between the subjects
to determine if a subject is registered or not.

F. Security Attacks

The security strength of template transformation tech-
niques can be evaluated through different attacks, and var-
ious strategies have been proposed to accomplish this task
for BioHashing-based systems [13], [14], [16], [45]. In this
section, we also demonstrate the robustness of our proposed
schemes to different types of attacks. A preimage attack on
a biometric system tries to find sufficiently similar biometric
samples to spoof it [46]. The most direct way to compute a
preimage is through a brute-force attack, whose computational
complexity is of orderO(2n) for ann-bit hash. In this study,
n can range from 661 to 1983 depending on whether single-
or multi-lead bundles are used, and the beat bundle data would
typically be represented using relatively high precision, so a
brute force attack is extremely challenging.

Instead of searching for a significant proportion of biometric
samples in then-dimensional space, a dictionary attack tries
only those samples that are deemed most likely to succeed
[47]. To simulate a dictionary attack, we used two approaches.
One was to directly adopt the beat bundles of unregistered
subjects, as discussed earlier; the other was to synthesize
the ECGs using the dynamical model of [48]. In this latter
approach, different ECG waveforms were generated by ran-
domly specifying the heart rates (60± 15 beats per minute),
morphological parameters for the PQRST cycle (15 settings
in total, set to be the default values with an added 10%
variability), and the power spectra of the RR tachogram. For
the first approach, we recall the results of the case discussed
in Section IV-E in which all 285 subjects took turns as
the unregistered subject; the resulting FPIRs for spMUSIC,
pssMUSIC, spMUSIC(1L), and pssMUSIC(1L) were 0.038%,
0.042%, 0.172%, and 0.254%, respectively. The corresponding
values of kiqr were 4.108, 4.116, 0.145, and 0.334. The
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FPIRs can be reduced by decreasingkiqr as mentioned in
Section IV-E. As for the scenario with synthesized ECGs, the
conclusion was similar. By varying all the model parameters,
a total of 1000 ECG beat bundles were generated for testing.
The resulting FPIRs were 0 for all 4 identity determination
schemes whenkiqr was less than or equal to 5.

In the situation where the impostor has access to a genuine
template, the goal of a reconstruction attack is to link the
reconstructed beat bundle to the subject who possesses it. To
simulate such an attack, the masquerading beat bundleBi of
the ith subject was assumed to be constructed from his/her
templateFi using (16) with a randomly generatedΘ (recall
that the original random matrix for constructingFi has been
discarded). In the first scenario, we assumed that the compro-
mised template was not revoked. DifferentΘ were provided
to create differentBi, and this procedure was repeated 100
times for each subject. The FPIR representing the proportion
of trials in which the imposter is successfully recognized as
the ith subject using either (7) or (11) was calculated. The
resulting FPIRs for spMUSIC and pssMUSIC were 54.12%
and 59.29%, respectively, and 64.21% and 64.56% for their
single-lead counterparts. If the compromised templateFi was
not replaced,Bi andFi would span the same subspace. Thus,
the noise subspace ofBi would be orthogonal toFi, the
linking of Bi to the ith subject would not be surprising, and
a 100% FPIR would be expected. As can be seen in Figure
10 (b) or (e), a peak at indexi = 23 or 26 of the stolen
template appeared when its masquerading beat bundle was
presented. However, since the correlation coefficient between
the stored spectrum of Subject 23 (i.e., Figure 10 (a)) and
Figure 10 (b) is only 0.4149, this intrusion was rejected by the
exclusion scheme of Section III-D. This is why the resulting
FPIR was not 100%. For an intrusion to be successful, the
stored spectrum of the subject whose template is stolen must
be similar to Figure 10 (b) or (e) to avoid being isolated. The
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Fig. 10. MUSIC spectra of Subjects 23 and 26. (a) and (d) Their stored
spectra in the database. (b) and (e) Spectra generated by presenting their
masquerading beat bundles when the stolen templates were not revoked. (c)
and (f) The resulting spectra after the stolen templates were replaced.

stored spectrum of Subject 26 shown in Figure 10 (d) is an
example, and the correlation coefficient between this spectrum
and Figure 10 (e) is 0.9927. One thing to emphasize is that
sinceBi and Fi are orthogonal to each other, the value of
the resulting MUSIC spectrum at the indexi is very large, as
seen in Figure 10 (b) and (e). As a result, if an additional rule
to isolate this unusual value can be incorporated, the FPIR
could be reduced much further. For example, if a given beat
bundle whose peak value is more than a certain amount greater
than the maximum value of the corresponding spectrum in the
database, then the given beat bundle would be considered to
be masqueraded. In the second scenario, we assumed that the
compromised template was revoked. The FPIRs for spMUSIC,
pssMUSIC and their variants were all 0. This was because no
discernible peaks could be found at the corresponding indices
in the MUSIC spectra after revoking the stolen templates, as
shown in Figure 10 (c) and (f). This illustrates the revocability
of our generated templates.

Finally, the resilience of noncancelable schemes, especially
mPCA, against reconstruction and dictionary attacks was eval-
uated for comparison. As before, an IQR-based method for
unregistered subject exclusion was implemented. To determine
the fence region for a given template set, ten additional
templates per subject were generated and used to determine
Pearson’s correlation coefficients against the stored one. The
resultingQ1 and IQ were 0.9979 and 0.0019, respectively.
Since presenting the beat bundle reconstructed via (17) to the
identification system will lead to a template that is precisely
the stolen one in the database, the result is a 100% FPIR.
We next revoked the stolen template and regenerated a new
one using another beat bundle from the same subject. How-
ever, the resulting FPIR was still 96.568%. Although a tiny
improvement due to beat-to-beat variability was attained, this
again demonstrates the irrevocability of mPCA templates. For
the dictionary attack, the resulting FPIRs were 7.996% and 0%
for attacking using beat bundles from the unregistered subjects
and the ECG synthesis model, respectively, whenkiqr = 3.
Note that the pattern diversity of mPCA comes only from the
morphologies of the beat bundles. However, after projection
via (1), all the templates reside in a subspace of very small
dimension (e.g., 6). This reduces the difficulty for intrusion
into the system and thus leads to non-zero FPIRs.

G. Computational Complexity

To get a sense of the computational complexity of the
proposed schemes, note that the computational load is dom-
inated by the calculation of the spMUSIC and pssMUSIC,
and thus our analysis focuses on them, assuming that the
Np plausible subjects have been identified. Recall that the
parameterd in (4) was set to 1 so that the resulting template
Fi for a given beat bundleXi ∈ R

n×m is of size n × 1.
Calculation of the numerator in (7) and (11) requiresO(n)
floating point operations (flops). To compute their denomina-
tors, O((2n + 1)(n − m)) flops are needed. The calculation
of Pj , Xj , andFj,k in (6) and (8) requires on the order of
O(n2), O(mn2), andO(n2) flops, respectively. Note that for
a givenFj , Np common subspace suppressed templatesFj,k
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must be calculated. Calculating the noise subspace ofXj with
the SVD requiresO(mn2) flops. Thus, to obtain̂kj in (7),
O(Np[n + (2n + 1)(n − m) + n2] + n2 + 2mn2) flops are
required. There areNp differentFj matrices used as the com-
mon subspace estimates for spMUSIC, so a computational cost
on the order ofO(Np{Np(3n

2−2mn+2n−m)+n2+2mn2})
flops is needed to determine the identity of an unknown beat
bundle. Becausen is normally much larger thanm, the cost is
approximatelyO(Np(3Np +2m+1)n2). For pssMUSIC, the
SVD of (9) requiresO(Npn

2) flops, and the calculation ofPC

requiresO(dpn
2) flops. As before,X′ andF

′
j in (10) needs

O(mn2) andO(n2) flops, respectively. Again, there areNp

differentF′
j to compute, and calculating the basis of the noise

subspace ofX′ requiresO(mn2) flops. Consequently, the
computational complexity for pssMUSIC to find the subject
index ĵ is O(Np[3n

2− 2mn+2n−m] + (Np+ dp+2m)n2)
or roughly O((4Np + dp + 2m)n2) flops. As can be seen,
the computational load of pssMUSIC is less than that of
spMUSIC, as (10) and (11) are executed only once instead
of Np times to determine the identity of an unknown beat
bundle. Finally, identifying theNp plausible subjects with (5)
will requireO(Ns[n+(2n+1)(n−m)]+mn2) flops according
to the above discussion.

V. CONCLUSIONS

This paper has presented several cancelable biometric
schemes based on multi- or single-lead ECGs. Initially, the
biometric template of each subject is constructed by randomly
combining the columns of the corresponding beat bundle. The
well-known MUSIC algorithm, in conjunction with two differ-
ent common signal subspace estimation strategies, is then used
to determine the identity of an unknown beat bundle, thus mit-
igating the problem of overlapping subspaces. Non-registered
subjects are isolated with an outlier detection algorithm. A
given beat bundle is claimed to be a non-registered subject if
the correlation coefficient between its MUSIC spectrum and
that of the subject selected as the unknown beat bundle lies
below the preset fence value. The performance of the proposed
schemes was evaluated using the ECGs from 285 subjects.
From the results of various experiments, high identification
accuracy could be achieved. Moreover, the desirable properties
of revocability, unlinkability, and irreversibility, as well as
concerns regarding the privacy invasion can be well addressed.
Finally, the templates obtained by signal subspace collapsing
were shown to be partially linkable, and modifying the can-
celable template construction scheme to reduce the linkability
can be further developed to address this issue.
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