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MIMO Interference Channel With Confidential
Messages: Achievable Secrecy Rates

and Precoder Design
S. Ali A. Fakoorian and A. Lee Swindlehurst, Fellow, IEEE

Abstract—We study the achievable rate regions of the mul-
tiple-input multiple-output (MIMO) interference channel with
confidential messages sent to two receivers, assuming the trans-
mitters use linear precoding. Each receiver is assumed to be an
eavesdropper for the other link, and the transmitters employ
various techniques to increase the secrecy rate of their own link or
that of the network. We describe both cooperative and noncoop-
erative transmission schemes for Gaussian interference channels,
and derive their achievable secrecy rate regions. Cooperation is
made possible if the transmitters share a portion of their channel
state information, allowing them to appropriately adjust their
precoders and improve the overall secrecy performance of the
network. A game-theoretic formulation of the problem is adopted
to allow the transmitters to find an operating point that balances
network performance and fairness. The benefit of cooperation is
demonstrated via several numerical examples.

Index Terms—Game theory, interference channel, mul-
tiple-input multiple-output (MIMO), secrecy capacity, wiretap
channel.

I. INTRODUCTION

W IRELESS transmissions are susceptible to eavesdrop-
ping, in which an unintended recipient intercepts and

decodes the transmitted signal. This problem, referred to as the
wiretap channel, was first characterized by Wyner [1]. In partic-
ular, this work led to the development of the notion of secrecy
capacity, which quantifies the maximum rate at which a trans-
mitter can reliably send a secret message to the receiver, without
the eavesdropper being able to decode it. Recent information-
theoretic research on secure communication has focused on im-
plementing security measures at the physical layer in multiuser
scenarios. For example, the Gaussian multiple access channel
(MAC) with confidential messages has been studied in [2] and
[3], and the broadcast channel case has been addressed in [4]
and [5].
The interference channel (IFC) refers to the case where

multiple communication links are simultaneously active in the
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same time and frequency slot, and hence potentially interfere
with each other. A special application of the IFC with secrecy
constraints is addressed in [6], where the message from only one
of the transmitters is considered confidential. The more general
case was studied in [5] where, in the absence of a common
message, the authors imposed a perfect secrecy constraint
and obtained inner and outer bounds for the perfect secrecy
capacity region. The number of secure degrees of freedom
(DoF) for -user Gaussian IFCs has been addressed
in [7] and [8], where it was shown that under very strong
interference, positive secure DoFs are achievable for each
user in the network. While secrecy capacity for the single-user
wiretap channel with multiantenna nodes has been extensively
investigated, e.g., [9]–[14], the effect of multiantenna nodes on
secrecy in multiuser scenarios has received little attention. In
fact, all of the [2]–[8] above assume single antenna nodes.
In this work, we focus on the two-user multiple-input mul-

tiple-output (MIMO) IFC with confidential messages, where
each multiantenna transmitter desires to send independent and
private information to its intended recipient while the other
receiver acts as a potential eavesdropper. We assume the two
transmitters are part of a trusted infrastructure (e.g., two base
stations in a cellular network), and are potentially amenable
to cooperation for enhancing secrecy for their respective re-
ceivers. With the concept of universal frequency reuse gaining
momentum, there has recently been a considerable amount
of research on the use of multicell cooperation between base
stations to mitigate interference [15]–[17]. Such techniques
are consistent with the type of cooperation we are suggesting
here, although unlike [15]–[17], our goal is to use cooperation
to improve the secrecy rate. The idea of using cooperating
base stations to improve secrecy was proposed previously
in [18], but instead of considering an interference network
configuration, in [18] the adjacent base stations cooperated so
that the uplink transmissions for one receiver coincided with
the downlink transmissions of the other, so that the downlink
signal would jam users attempting to eavesdrop the uplink.
We consider several cases with respect to the availability of

channel state information at the transmitters (CSITs), and we
propose several transmission schemes for Gaussian interference
channels and derive their achievable secrecy rate regions as-
suming the transmitters use low-complexity linear precoders.
We define both noncooperative and cooperative transmission
strategies, based on what information (if any) the transmitters
share with each other. In the noncooperative case, the transmit-
ters share no information, and each acts to improve its own se-
crecy rate. On the other hand, the cooperative case involves the
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sharing of CSIT between the transmitters in an attempt to im-
prove the overall secrecy rate of the two-user network. To do
this, we use a game theoretic framework in which the players are
the transmitters and the secrecy rate achieved by their respective
receivers is the utility function. We emphasize here that, for the
cooperative case, the transmitters are trusted, and hence none
of them collude with its intended receiver to thwart the secrecy
of the other link, while the receivers are always considered as
eavesdroppers for the other link.
For the cooperative case, we propose a low-complexity pre-

coder design strategy for the two transmitters, and we use a bar-
gaining approach to find an operating point that strikes a bal-
ance between the individual and sum secrecy rates of the IFC.
Our numerical results demonstrate a considerable improvement
in secrecy rate for both links when a cooperative strategy is em-
ployed. We note here that bargaining solutions for IFCs have
been proposed previously for the MISO case in [22] and [23]
without taking secrecy into account. The contribution of this
work is the application of IFCs to general situations with confi-
dential messages, the development of algorithms for the general
MIMO scenario, and the demonstration of the advantages of co-
operation in such situations.
The remainder of the paper is organized as follows. In

Section II, we describe the model for both the wiretap and
interference channels, and we briefly discuss previous ap-
proaches based on linear precoding for the wiretap channel
that are relevant to our algorithms. Based on this prior work,
in Section III, we discuss two noncooperative transmission
schemes for Gaussian interference channels and derive their
achievable confidential rate regions. These schemes differ
based on their assumption of the level of available CSIT. In
Section IV, we study the problem from a cooperative game-the-
oretic perspective, and propose a precoder design scheme based
on the availability of shared CSIT. We show how to find a
reasonable operating point for the IFC using game-theoretic
bargaining. Finally, Section V presents numerical results and
Section VI concludes the paper.
Notation: Throughout the paper, we use boldface uppercase

letters to denote matrices. We use to represent matrix
transposition, the Hermitian (i.e., conjugate) transpose,

the matrix trace, the expectation operator, the identity
matrix, and a matrix or vector with all zeros. Vector-valued
random variables are written with nonboldface uppercase
letters (e.g., ), while the corresponding lowercase boldface
letter denotes a specific realization of the random variable.
Mutual information between and is denoted by ,
and represents the complex circularly symmetric
Gaussian distribution with zero mean and unit variance.

II. SYSTEM MODEL

Under certain assumptions, the two-user MIMO IFC with
confidential messages can be considered as two parallel MIMO
wiretap channels. Consequently, we first review the standard
MIMOGaussian wiretap channel and describe solutions for this
problem based on linear precoding.

A. MIMO Gaussian Wiretap Channel

Consider a multiple-antenna wiretap channel with transmit
antennas, and and receive antennas at the legitimate

recipient and the eavesdropper, respectively,

(1)

(2)

where and are the channel
matrices associated with the receiver and the eavesdropper,
respectively. The channel matrices are fixed for the en-
tire transmission period, and in general they are assumed
to be known to all three terminals. In some situations, the
assumption that the eavesdropper’s channel is known to
the transmitter is relaxed, as discussed below. The addi-
tive noise terms and are circularly-symmetric and
complex-valued Gaussian random variables. The channel
input satisfies a power constraint .
The secrecy capacity of the wiretap channel has been ad-

dressed and solved for in [9]–[12]. It has been shown that for
a Gaussian input , the MIMO secrecy capacity is given by

(3)

In [10], a closed-form expression for the secrecy capacity is de-
rived under a certain power-covariance constraint, and the av-
erage power constraint case is treated in [11] and [12]. In [11],
a linear precoding approach is proposed based on the general-
ized singular value decomposition (GSVD) of and that
achieves the secrecy capacity in the high SNR regime. How-
ever, the optimal input covariance matrix that achieves the se-
crecy capacity at high SNR is not fully characterized, especially
for the case where there is a nontrivial nullspace for the channel
between the transmitter and eavesdropper. In [12], we propose
an optimal power allocation that achieves the secrecy capacity
of the GSVD-based MIMO Gaussian wiretap channel for any
SNR, and demonstrate via simulation that it is numerically in-
distinguishable from the secrecy capacity. The excellent perfor-
mance of the GSVD for wiretap channels motivates its use for
the IFC, consisting of two wiretap channels in parallel. In the
section below, we briefly define the GSVD for use later in the
paper.
1) GSVD-Based Precoding: Given two matrices

and returns unitary
matrices and , nonnegative
diagonal matrices and , and a matrix with

, such that

(4)

(5)

The nonzero elements of are in ascending order while the
nonzero elements of are in decreasing order, and

. Additional details on the GSVD can be found in
[11, Appendix III] and [12].
The transmit vector for the wiretap channel is constructed

as

(6)

where is obtained from as in (4)–(5), each
nonzero element of the vector represents an independently en-
coded Gaussian codebook symbol that is precoded with the cor-
responding column of thematrix , and is a positive semidef-
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inite diagonal matrix representing the power allocated by the
transmitter to the data symbols. From (4) and (5) we see that ap-
plication of the GSVD on and simultaneously diagonal-
izes them, and creates a set of parallel independent subchannels
between the sender and the receivers. Letting and represent
the th diagonal elements of and , respectively, we
see that from the viewpoint of maximizing secrecy capacity, it
is clear that only those subchannels for which should be
used to carry the confidential information, since for these sub-
channels the eavesdropper’s information is degraded compared
with the desired recipient. Clearly, if there are no such subchan-
nels, the achievable secrecy rate using this transmission scheme
would be zero [11], [12].
In [12], it was shown that for the MIMO Gaussian wiretap

channel with the above GSVD-based precoder, the optimal
power allocation scheme that achieves the secrecy capacity for
any SNR is as shown in (7), at the bottom of the page, where
is the th diagonal element of , and the Lagrange pa-

rameter is chosen in order to satisfy the power constraint
.

2) Artificial Noise: The artificial noise approach is ap-
propriate when limited information about the eavesdropper’s
channel is available. In this technique, the transmitter broad-
casts a noise-like waveform together with the information
signal in order to increase the noise seen by any nearby eaves-
dropper. The noise transmission is constructed so that it has
little or no impact on the information-bearing signal at the
intended receiver. The key issue in this approach is how to
allocate power between the desired signal and artificial noise
[13], [14], [19]. In [13], the distribution of the eavesdropper’s
channel is assumed to be available and a complicated numerical
procedure is used to find the power distribution, while [14]
assumes nothing about the eavesdropper’s channel is known,
and allocates power in order to obtain a certain QoS for the
desired link.
Mathematically, the transmitted signal vector of transmitter

1, for example, is given by

(8)

The vector represents the information signal broad-
cast by transmitter 1, where is the
number of confidential data streams to be sent to receiver 1
through the channel . The elements of the

vector represent artificial noise with covariance
, where denotes the frac-

tion of the total available power devoted to . The matrix
is a positive semidefinite diagonal matrix and is determined by
waterfilling over the largest singular values of . The
precoder represents the transmit beamformer matrix
corresponding to and is formed from the first dominant

Fig. 1. System model for the two-user MIMO interference channel with con-
fidential messages.

right singular vectors of , while is chosen to be the re-
maining right singular vectors. This guarantees that

so that the artificial noise does not impact receiver 1’s ability to
decode the desired signal. In the interference channel scenario,
a description similar to that above would also apply to trans-
mitter 2.

B. MIMO Gaussian Interference Channel With Confidential
Messages

We consider the two-user Gaussian interference channel
shown in Fig. 1, where transmitter 1 with antennas and
transmitter 2 with antennas intend to send independent
and confidential messages and to receiver 1 with

antennas and receiver 2 with antennas, respectively.
Transmitter 1 attempts to keep its message for receiver 1
confidential from receiver 2, and vice versa. The corresponding
information-theoretic secrecy constraint is given by [5]

(9)

where is the number of channel uses to send message , and
is the output vector at receiver , whose

realizations for a given set of inputs are

(10)

(11)

In the above equations, is a zero-mean random
vector with the average power constraint ,
and is a vector of additive white Gaussian
noise (AWGN) at receiver with i.i.d. entries distributed as

. The channels are assumed to be quasi-static flat
Rayleigh fading and independent of each other. The direct
channels have i.i.d. entries distributed as

and the cross channels have i.i.d. entries dis-
tributed as , for .
In the following sections, we will propose different transmis-

sion schemes and obtain their corresponding achievable secrecy

(7)
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rate regions, but before doing so we need to mention Theorem
2 of [5] which represents the inner bound for the IFC with con-
fidential messages. For simplicity we write the theorem here as
Lemma 1:
Lemma 1: Any rate pair

(12)

(13)

over all

is achievable, where is an auxiliary random variable in the
sense of Han–Kobayashi [5], and the precoding auxiliary
random variables and (which are independent for a
given ) represent two independent stochastic encoders. To
ensure information-theoretic secrecy, the bound for the
achievable rate includes a penalty term ,
which is the conditional mutual information of receiver 2’s
eavesdropper channel assuming that receiver 2 can first decode
its own information. Thus, the achievable rates in Lemma 1
correspond to the worst-case scenario, i.e., where the intended
messages are decoded treating the interference as noise, but the
eavesdropped message is decoded without any interference
(which is assumed to be subtracted before) [5], [20].
In the following sections, we study the MIMO IFC with con-

fidential messages as a game with the transmitters as players.
Secrecy rates are defined as utility functions and each trans-
mitter seeks to improve the secrecy rate experienced by its own
receiver through the choice of the transmission parameters (pre-
coder and allocated power), which serve as the game strate-
gies. We will distinguish between two different types of games,
which we refer to as cooperative and noncooperative. In the
noncooperative case, no CSIT is shared among the two trans-
mitters, while in the cooperative case the transmitters exchange
a subset of their CSIT and choose their strategies accordingly.
Game-theoretic bargaining techniques are used to find an oper-
ating point that achieves a balance between the secrecy rate of
each individual link and the sum secrecy rate of the two links
together.

III. NONCOOPERATIVE SOLUTIONS

In this section, we will treat the problem of obtaining trans-
mission parameters in a noncooperative game-theoretic frame-
work. Each transmitter acts selfishly and attempts to improve
his own utility function (secrecy rate) without regard to that of
the other transmitter. Two different cases will be discussed. In
the first case, each transmitter only knows the direct channel to
the desired receiver and nothing about the eavesdropper, while
in the second case, each transmitter knows the direct channel as
well as the channel to the eavesdropper on the other link.

A. Noncooperative Jamming

In this case, we assume that each transmitter only knows
, and not the cross-channel . Before proceeding with this

problem, let us review Lemma 1. The first term in (12) repre-
sents the achievable rate for user 1, without secrecy constraints
and by treating interference from transmitter 2 as noise. The
second term in (12) is the information that receiver 2 obtains
regarding user 1’s data and represents the penalty that user 1

pays due to the need for secrecy. If the transmitters have no in-
formation about the cross-channel (the eavesdropper’s channel),
they cannot maximize their own individual secrecy rate since it
cannot be computed in the absence of . Instead, a reasonable
approach for each transmitter is to use the artificial noise tech-
nique described in Section II-A2, which attempts to decrease
the second term of (12) more than the amount the first term is
decreased.
For the scenario described in (8), if we assume in Lemma 1

that is deterministic, , and , (12)–(13)
can be evaluated to calculate the resulting secrecy rates as fol-
lows:

(14)

(15)

where

and the matrices are defined in the discussion
on artificial noise in Section II-A. For a given pair of transmit
powers and for a given number of antennas at different
nodes, the rate region for the noncooperative jamming (NCJ)
approach is defined by the convex hull of all the secrecy rates
achieved for all possible choices of the number of confidential
data streams ,
and the fraction of power allocated to the information signals:

. Note that, while the addition of the jamming
masks each transmitter’s information message at the unintended
receiver, it also interferes with each receiver’s desired message
as well. Whether or not the artificial noise provides a benefit will
depend primarily on the strength of the cross-channels with re-
spect to the direct channels. It is not possible for the transmitters
to choose optimal precoders and an optimal power allocation in
order to maximize and , since they do not possess the
CSI necessary to compute these rates. Thus, the secrecy rate re-
gion defined above will only be used in the simulations to com-
pare the achievable performance of NCJwith the other proposed
methods.

B. Noncooperative GSVD

In this case, we assume that each transmitter knows not
only its own direct channel , but also the cross-channel
to the potential eavesdropper. Obtaining information about the
channel for the unintended receiver is an issue that requires
careful attention. In some cases, one could assume that such in-
formation is available due to previous communication between
each transmitter and the other receiver. For example, the two re-
ceivers could be located at the edges of the cells corresponding
to the two transmitters (a likely setting for the IFC scenario
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[21]), in which case the serving transmitter for a given receiver
may frequently change, and both transmitters must maintain
current channel state information (CSI) for each receiver. Oth-
erwise, methods must be established to prevent a receiver from
gaining an advantage by falsely reporting its CSI or sending
bogus training data to the interfering transmitter. One approach
to address this issue would require the serving transmitter to
monitor the feedback or training signals sent by its receiver, to
ensure that the correct training symbols are used or that the re-
ceiver is not artificially reducing its transmit power.
When both and are available to transmitter , a reason-

able precoding scheme is obtained by simply treating the IFC as
two parallel wiretap channels, and using the GSVD method of
Section II-A1 to design the precoders for each transmitter. Thus,
transmitter 1 constructs as

(16)

where is obtained from , each nonzero
element of the vector represents an independently encoded
Gaussian codebook symbol that is beamformed with the cor-
responding column of the matrix , and is a positive
semidefinite diagonal matrix representing the power allocated
to each data stream according to (7). Similarly, for transmitter 2
we have

(17)

Based on the definition of the GSVD in (4) and (5), we have

(18)

(19)

(20)

(21)

where are unitary matrices and are diagonal
matrices . Substituting (16) and (17) into the channel
model (10) and (11) and using (18)–(21), we have

(22)

(23)

Applying Lemma 1 with deterministic, , and
yields the following rate region expressions for this tech-

nique:

(24)

(25)

While this approach will have improved secrecy over the
method of Section III-A due to its more informed choice of
beamformers and power levels, it cannot properly account for

the interference of transmitter 1’s signal with transmitter 2’s
signal at receiver 2, and vice versa. As with the NCJ approach,
the transmitters cannot optimize their strategies to maximize
and since they do not possess the necessary CSI.
The secrecy rate pair achieved by the noncooperative GSVD

approachwill depend on howmuch power each transmitter uses,
which varies from 0 to . Increasing the transmit
power not only improves the quality of the direct link, but also
that of the eavesdropper, so it is not immediately clear how the
transmitters would find a suitable operating point. If we view the
choice of transmit power as a noncooperative game between the
two transmitters with secrecy rate as the utility, a standard ap-
proach would be to find the so-called Nash equilibrium (NE),
which is an operating point for which no player can improve its
utility without cooperation with the other [22]. We argue here
that for GSVD-based precoding, an NE occurs when both trans-
mitters use their full available power. That this is true is clear
from the fact that the GSVD approach only allocates power
to those subchannels for which a positive secrecy rate is pos-
sible (i.e., subchannels for which the corresponding diagonal el-
ements of are greater than those for ); increasing
the transmit power over only these subchannels can only in-
crease the secrecy rate for the desired receiver. Thus, it is in each
transmitter’s own selfish best interest to use full transmit power;
doing otherwise would only reduce its utility. The only excep-
tion to this rule would occur in pathological settings where the
GSVD approach yields no subchannels with positive secrecy
rate. If one of the transmitters finds itself in this situation, it
would simply shut down and not transmit any information at
all.

IV. COOPERATIVE SOLUTION

In this section, we model the problem of agreeing on beam-
forming vectors and transmit power allocation as a cooperative
game, with the transmitters as players and the achieved secrecy
rate as the utility function. We emphasize that, other than pro-
viding the transmitters with their CSI, the receivers have no ac-
tive role in the game theory formulation. They simply act as pas-
sive listeners, attempting to decode both their own and the other
transmitter’s message; their actions cannot change the utility
function.
In the cooperative solution we present below, we assume that

each transmitter knows not only its own channel and the
cross-channel , but also the subspaces and

, which represent the subspaces in which trans-
mitter ’s information signal lies when it reaches receiver and
, respectively. We assume that the transmitters exchange infor-
mation about these subspaces with each other, and we present an
approach that exploits this information in a cooperative manner
in order to increase the secrecy rate performance of each link.
The approach is suboptimal since the design of the precoders
for the information and artificial noise signals is decoupled,
but it provides a closed-form solution with manageable com-
plexity. Once the precoders have been computed, cooperative
bargaining is used to find an agreeable operating point, which in
this case amounts to determining the amount of power devoted
to the information and artificial noise signals at each transmitter.
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A. GSVD Artificial Noise Alignment

As in the artificial noise approach described earlier, in this
scheme transmitter devotes a fraction of its power

to transmit artificial noise. Mathematically, the
transmitted signal vector for user is given by

(26)

where , and

(27)

We assume that , the precoder for the information signal,
is determined using as in the noncooperative
GSVD approach, with power loading matrix calculated as
in (7) but with the updated power constraint

(28)

The elements of the vector represent synthetic noise sym-
bols broadcast by transmitter along the column vectors of the
beamforming matrix . In the following, we describe how the

are constructed, using a cooperative game-theoretic per-
spective with the transmitters as players and secrecy rates as
their utility functions.
Our discussion will focus on the design of ; calculation of
follows in an identical fashion,with the roles of the two links

reversed.LetTx1andTx2refertotransmitter1and2,respectively,
and let Rx1 andRx2 refer to receiver 1 and 2, respectively. There
are three possible goals that Tx1 could consider when coopera-
tively designing to broadcast artificial noise1:
1) Eliminate the impact of this artificial noise on its own infor-
mation signal at Rx1: .

2) Eliminatetheimpactofthisartificialnoiseontheinformation
signalfromTx2atRx2: .

3) Align this artificial noise with Tx2’s information signal at
Rx1: .

The last twogoals are entirely altruistic, andaidTx2 in improving
its secrecy rate. Unfortunately, in general it is impossible to per-
fectly achieve all or in some cases even any of these three goals,
dependingonthenumberofantennasateachnode,thedimensions
of the transmitted data streams, etc. Consequently, as explained
below, we choose to employ a subspace fitting method that min-
imizes aweighted sum of the errors in achieving 1–3.
Define to be orthonormal bases for the fol-

lowing subspaces:

(29)

(30)

(31)

It is easy to verify that are simply submatrices
of their counterparts in (18)–(21). The precoder for the artificial
noise will be calculated from the following subspace fitting

1Note thatwe do not include the goal of using the artificial noise to hide its own
information signal at Rx2; this is because we are using GSVD precoding for this
purpose, which is known to be more effective than artificial noise [11]

problem:

(32)

with the nontriviality constraint . Note that
and denote orthogonal projections onto

and , respectively, and
denotes an orthogonal projection onto orthogonal

complement of . Thus, the three terms in the
sum represent the error associated with achieving the three
goals mentioned above; the first term corresponds to goal 1,
the second to goal 2, and the third to goal 3. The coefficients

serve as weights to trade-off the importance of
the design goals. Various rationale can be used to select these
weights, depending on the scenario and the importance of
cooperation to Tx1. Interestingly, after extensive simulations
of this method over many different channel conditions, we
have found that choosing usually yields the
best overall secrecy rate performance. In other words, if Tx1
focuses on unselfishly using jamming to block reception of
Tx2’s signal at Rx1 (and Tx2 acts similarly), then both links
experience the highest degree of secrecy. This underscores the
benefit derived by cooperation.
After some straightforward manipulations, the minimization

problem in (32) becomes:

(33)
where

(34)

is an matrix. The solution to (33) is to set the columns
of equal to the right singular vectors of with the
smallest singular values. The precoder should clearly in-
clude any singular vector with a zero singular value. Otherwise,
in cases like those considered in the simulations where is
relatively small , choosing provides good
performance.
Using Lemma 1, the algorithm above can be shown to yield

the following secrecy rate region:

(35)

(36)
where
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B. Bargaining Solution

In order to achieve a useful balance between their individual
secrecy rates and overall network performance, the above al-
gorithm requires that the two transmitters cooperatively arrive
at a reasonable choice for parameters that determine
the power allocated to artificial noise. Prior work on the IFC
problem without secrecy constraints has demonstrated the ef-
fectiveness of various methods for choosing a suitable operating
point to trade-off interference and throughput. These include
methods that achieve the maximum sum rate [25], the max-
imum–minimum rate [26], the Nash bargaining solution [26]
and the Kalai–Smorodinsky (K-S) bargaining solution [23]. In
this paper, we choose the K-S approach and modify the algo-
rithm of [23] to use secrecy rate as the utility function and the
fraction of power allocated to jamming as the strategies avail-
able to the two transmitters. The K-S bargaining solution has an
intuitively appealing interpretation; for this application, it will
allow the transmitters to maximize their individual secrecy rates
subject to the constraint that each link experiences the same
fraction of its maximum possible secrecy rate. As such, it rep-
resents an attractive compromise between efficiency (defined
herein in terms of maximizing the sum secrecy rate) and equity
(maximizing the minimum secrecy rate).
To define the K-S solution, two secrecy rate points are

required for each user. The first is the so-called “disagreement”
point, which represents the secrecy rate guaranteed to each
player if bargaining fails. The disagreement point is repre-
sented by the 2 1 vector , and can be chosen in a number
of different ways, depending on the expected behavior of the
transmitters when they do not cooperate. The simplest case is
to assume , which would imply that if bargaining fails,
the two transmitters refuse to transmit at all. A less severe
assumption would be that, in the absence of cooperation, the
transmitters fall back to one of the noncooperative approaches
discussed earlier. In particular, the most proper choice for the
disagreement point is the NE [20]–[23], which corresponds
to the operating point where neither of the transmitters can
improve its secrecy rate without cooperation with the other one.
While the existence and uniqueness of an NE solution for a
general MIMO interference channel with confidential messages
is still unknown, if we restrict the transmitters to use the GSVD
approach of Section III-B, we can use the NE point discussed
there as . Other choices for are possible as well, and any of
them can be used in the bargaining approach we describe here.
Besides the disagreement point, the other required secrecy

rate is the so-called “utopia” point, denoted by the 2 1 vector
, which represents the maximum possible secrecy rate avail-
able to each user individually

(37)

where is given by (35) or (36), and we have explic-
itly written it as a function of the fractional power allocation
parameters to emphasize that these are the parameters the trans-
mitters bargain over (the precoders having been computed in
the previous step). Let us consider for the moment. In this
case, Tx2 will transmit no information signal, as this cannot im-
prove . Since Tx1 uses GSVD precoders to transmit the de-
sired signal, it is clear that Tx1 should use all of its transmit

power for the information signal and none for arti-
ficial noise. While Tx2 uses no power for information, in gen-
eral there will be a benefit to if it transmits artificial noise.
However, it is not necessarily optimal for Tx2 to devote all of its
available power to noise, since in general this noise will degrade
the information signal at both Rx1 and Rx2. Thus, an optimal
value of must be found to calculate the maximum possible
value for . A similar argument holds for , and the problem
in (37) can be reduced to two simple line searches

(38)

(39)

In the following we present an iterative algorithm that finds
the K-S solution for the aforementioned MIMO IFC with confi-
dential messages. The proposed algorithm restricts its search to
rates that lie on the line segment connecting and , which
can be parameterized as for some scalar

. The K-S rates and the corresponding can
then be found by searching for the largest value of that yields
an achievable secrecy rate pair:

(40)

where is given by (35) and (36).
Similar to [23], we find using a bisection method, checking

at each step to see whether or not there exist feasible
that achieve the associated secrecy rates .
We start by setting and . At iteration , we
choose the test point defined by .
We then test the secrecy rate vector for
feasibility by searching over the set .
If is feasible (there exists an
such that is met or exceeded), we set , other-
wise we set . An exhaustive search over
is rarely needed. If the value of is far from the rate region
boundary, it is only necessary to find a single pair for
which the achieved rates dominate the elements of ; once
such a point is found, the achievability of is guaranteed and
the search over can be terminated. On the other hand,
if is close to the boundary, then we already have narrowed
down the possible optimal values of to a small set, and
it is only necessary to do a grid search around these points. It-
erations continue until for small . At
this point, we choose the secrecy rates ,
which are arbitrarily close to the K-S solution. Since the bisec-
tion search points will bracket the K-S point with intervals of
ever-decreasing length, the algorithm is guaranteed to converge
to rates within of the K-S solution. The accuracy de-
sired for the K-S rates determines the required value of .

V. NUMERICAL RESULTS

In this section, we first compare via simulation the achiev-
able secrecy rate regions of the noncooperative and coopera-
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tive transmission schemes discussed in Sections III and IV. This
comparison is done for various SNR and interference conditions
and also different numbers of antennas for the transmitters and
receivers. Next, we consider the operating point of the cooper-
ative scheme, using K-S bargaining.
For all presented numerical results, the channel matrices and

background noise are modeled as described in Section II-B, with
the assumption that the i.i.d. entries of the direct channels are
distributed as , i.e., . We have a sim-
ilar assumption for the cross channels: . In each
figure, the values of and , as well as and , will be de-
picted. All displayed results are calculated based on an average
of at least 100 independent channel realizations. In each trial,
the achievable secrecy rate region of the noncooperative jam-
ming scheme (NCJ), which was proposed in Section III-A, is ob-
tained by independently varying transmit parameters
and , where and , as
described in Section III-A. Then, for each set of transmit pa-
rameters, the achievable secrecy rates in (14) and (15) are eval-
uated numerically. The achievable secrecy rate region of the
second noncooperative transmission scheme (GSVD), proposed
in Section III-B, is obtained by varying the power of each trans-
mitter from zero to , independently of the other one. Then, for
a given pair of transmit powers, the achievable secrecy rates in
(24) and (25) are evaluated numerically. To obtain the achiev-
able secrecy rate region for the cooperative transmission scheme
GSVD ANA , proposed in Section IV-A, for each channel
realization, and (power fractions allocated to the infor-
mation signal at transmitter 1 and 2, respectively), are varied
from 0 to 1 independently of each other. Then, for a given pair

, the achievable secrecy rates in (35) and (36) are eval-
uated numerically. The weights for the artificial noise precoder
in (32) are chosen as , to emphasize
the benefit achievable through cooperation between the trans-
mitters. In all cases, the secrecy rate regions are generated as
the convex hull of all of the obtained rate points, assuming a
standard time-sharing argument [22].
Fig. 2 compares the achievable secrecy rate regions of the

proposed schemes for the case where the number of antennas
at the receivers is greater than that of the transmitters but are
equal to each other i.e., . Note that the
symbols plotted in the figure correspond to the subset of the
rate points that lie on the boundary of the corresponding rate
region. The figure shows that for a given ( here),
as is increased from 4 to 5, the achievable secrecy rate re-
gions are decreased for all three schemes. This decrease is due
to the increase in the dimension of the signal space observed
by the unintended receiver, which consequently increases the
chance of eavesdropping. Both examples plotted in this figure
illustrate that the cooperative scheme GSVD ANA allows
for communication over larger secrecy rates compared with the
noncooperative schemes GSVD and NCJ. In fact, as we will ob-
serve in subsequent figures, the achievable secrecy rate region
of GSVD ANA is always bigger than (or at least equal to)
that of the GSVD scheme, while NCJ always has the worst per-
formance. It is interesting to note that in this figure, the achiev-
able secrecy rate region of GSVD ANA is bigger than that of
GSVD and NCJ even with a larger number of antennas at the
unintended receivers.

Fig. 2. Achievable secrecy rate regions of GSVD ANA, GSVD and NCJ for
fixed and are equal but take two values, either 4 or 5.

Fig. 3. Achievable secrecy rate regions of GSVD ANA, GSVD and NCJ for
and two different interference situations.

Fig. 3 shows the effect of interference on the achievable se-
crecy rate regions for all three algorithms. In this figure, two
examples are considered. In one, the direct channels ( and
) are stronger than the cross channels with ,

while in the other example . In this figure, we
assume that all the nodes have an equal number of antennas,
here 5. Obviously, as the interference is increased, the ability
of the unintended receivers to decode the confidential message
is increased. This leads to a decrease in the achievable secrecy
rate regions for all three schemes, as shown in Fig. 3. The figure
demonstrates that the advantage of the cooperative scheme over
the noncooperative schemes becomes greater as the interference
is increased.
Fig. 4 considers the case where and

. Note that at least one of the information-conveying
beamformers of transmitter 1 lies in the nullspace of its eaves-
dropper’s channel and of course in span , but there
is no nontrivial nullspace between transmitter 2 and its eaves-
dropper (receiver 1). This allows user 1 to achieve considerably
larger secrecy rates compared with user 2. This is especially true
for the noncooperative schemes GSVD and NCJ, while coop-
eration between the transmitters using GSVD ANA is seen
to make a notable increase in the secrecy rate of user 2. The



648 IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 6, NO. 3, SEPTEMBER 2011

Fig. 4. Achievable secrecy rate regions of GSVD ANA, GSVD and NCJ for
and .

Fig. 5. Achievable secrecy rate regions of GSVD ANA, GSVD and NCJ for
and .

other interesting observation in this figure is that a portion of the
boundary points of the secrecy rate regions of GSVD ANA
and GSVD almost coincide with each other. This indicates that
for these points, the transmitters agree in the cooperative scheme
that no artificial noise should be broadcast by transmitter 2. The
reason for this is that transmitter 1’s signal at receiver 2 spans
almost the entire signal space of receiver 2. Thus transmitter 2
has to devote almost all of its transmit power to its information
signal to overcome the increased noise at its own re-
ceiver (receiver 2). From another viewpoint, this figure, as well
as Fig. 5, shows the robustness of the GSVD scheme for cases
where there is a nontrivial nullspace between transmitters and
their unintended receivers.
Fig. 5 confirms the above observations for

, in which the secrecy rate regions of the
GSVD ANA and GSVD schemes are essentially identical. In
other words, for the case where there are nontrivial nullspaces
between the transmitters and unintended receivers, the trans-
mitters agree to generate little if any artificial noise. Note
that in this case, based on (7), most of the transmit power is
devoted to beamforming vectors lying in the nullspace of the
eavesdropper’s channel. Consequently, the received signals

Fig. 6. Achievable secrecy rate regions of GSVD ANA, GSVD and NCJ for
, including the K-S operating point.

from each transmitter at the unintended receivers do not have
enough power to be easily decoded.
Next we study the properties of the K-S bargaining solution

obtained using the iterative algorithm proposed in Section IV-B.
For that algorithm, we set the convergence tolerance to

. In this case, we also consider an example that empha-
sizes the benefit of cooperation between the transmitters:

. Fig. 6 shows the achievable secrecy rate regions
of the proposed schemes, along with the NE from the noncoop-
erative GSVD approach, and two K-S rate points for the coop-
erative GSVD ANA method. The first K-S point, referred to
as “KS solution 1,” is obtained using as the disagreement
point, while “KS solution 2” is obtained using the noncooper-
ative NE as the disagreement point. The values in parentheses
next to each operating point represent the corresponding secrecy
rate achieved by each user. Since receiver 2 has significantly
better performance than receiver 1 for the noncooperative trans-
mission schemes, one can say that receiver 2 enjoys a bargaining
advantage. The noncooperative NE provides receiver 2 with a
significantly higher secrecy rate, and if we set NE, the cor-
responding K-S solution will also favor receiver 2. Under the
axioms of the K-S approach, this can still be considered a “fair”
solution; even though at the second K-S point, one
could argue that receiver 2 deserves a higher payoff in this sce-
nario. Using also provides a “fair” solution in the sense
that , due to the fact that the cooperative algorithm re-
sults in a peak secrecy rate for each user that is approximately
equal.

VI. CONCLUSION

In this paper, we have considered the problem of transmit-
ting confidential messages in a MIMO interference channel set-
ting. We proposed both noncooperative and cooperative trans-
mission schemes for Gaussian interference channels and de-
rived their achievable secrecy rate regions assuming the trans-
mitters use linear precoding. We also considered the scenario
from a game-theoretic perspective with transmitters as players
and secrecy rates as utility functions. Using the game theory in-
terpretation, we formulated the Kalai–Smorodinsky bargaining
solution for the problem to determine an operating point for
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the cooperative algorithm that strikes a reasonable balance be-
tween individual link and network performance. Numerical re-
sults show a significant benefit to both links when the transmit-
ters choose to cooperate through the use of jamming to block
their own receivers from receiving the other transmitter’s mes-
sage.
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