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Full Rank Solutions for the MIMO Gaussian Wiretap
Channel With an Average Power Constraint

S. Ali. A. Fakoorian, Student Member, IEEE, and A. Lee Swindlehurst, Fellow, IEEE

Abstract—This paper considers a multiple-input multiple-
output (MIMO) Gaussian wiretap channel with a transmitter,
a legitimate receiver and an eavesdropper, each equipped with
multiple antennas. We first study the rank of the optimal input
covariance matrix that achieves the secrecy capacity of the MIMO
Gaussian wiretap channel under an average power constraint.
The rank and other properties of the optimal solution are derived
based on certain relationships between the channel matrices for
the legitimate receiver and eavesdropper. Next, by obtaining
necessary and sufficient conditions on the MIMO wiretap channel
parameters, we determine the conditions under which the op-
timal input covariance matrix is full-rank or rank-deficient. For
the case that the optimal input covariance is full-rank, we fully
characterize the solution. When the optimal input covariance is
rank-deficient, we show that the given MIMOwiretap channel can
be modeled by an equivalent wiretap channel whose optimal input
covariance is full rank and achieves the same secrecy capacity as
the original system. Numerical results are presented to illustrate
the proposed theoretical findings.

Index Terms—MIMOWiretap Channel, physical layer security,
secrecy capacity.

I. INTRODUCTION

T HE broadcast nature of a wireless medium makes it very
susceptible to eavesdropping, where the transmitted mes-

sage is decoded by unintended receiver(s). Recent information-
theoretic research on secure communication has focused on en-
hancing security at the physical layer. The wiretap channel, first
introduced and studied by Wyner [1], is the most basic physical
layer model that captures the problem of communication secu-
rity. Wyner showed that when an eavesdropper’s channel is a
degraded version of the main channel, the source and destina-
tion can achieve a positive secrecy rate, while ensuring that the
eavesdropper gets zero bits of information. The maximum se-
crecy rate from the source to the destination is defined as the
secrecy capacity. The Gaussian wiretap channel, in which the
outputs at the legitimate receiver and at the eavesdropper are
corrupted by additive white Gaussian noise, was studied in [2].
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Determining the secrecy capacity of a general multiple-input
multiple-output (MIMO) Gaussian wiretap channel is in gen-
eral a difficult non-convex optimization problem, and has been
addressed independently in [3]–[5]. Oggier and Hassibi [3] and
Khisti and Wornell [4] followed an indirect approach using a
Sato-like argument and matrix analysis tools. They considered
the problem of finding the secrecy capacity of the Gaussian
MIMO wiretap channel under the average total power con-
straint, and a closed-form expression for the secrecy capacity in
the high signal-to-noise-ratio (SNR) regime was obtained in [4].
In [5], Liu and Shamai propose a more information-theoretic
approach using the enhancement concept, originally presented
by Weingarten et al. [6], as a tool for the characterization
of the MIMO Gaussian broadcast channel capacity. Liu and
Shamai have shown that an enhanced degraded version of the
channel attains the same secrecy capacity as does a Gaussian
input distribution. From the mathematical solution in [5] it was
evident that such an enhanced channel exists; however it was
not clear how to construct such a channel until the work of
[7], which provided a closed-form expression for the secrecy
capacity under an input covariance matrix constraint. While
this result is interesting since the expression for the secrecy ca-
pacity is valid for all SNR scenarios, in principle an exhaustive
search would be required to obtain the secrecy capacity for the
MIMO Gaussian wiretap channel under an average total power
constraint.
In [8], Zhang et al. attempted to bypass the non-convex op-

timization of the optimal input covariance matrix by drawing
connections to a sequence of convex cognitive radio transmis-
sion problems, and obtained upper and lower bounds on the
MIMO secrecy capacity under the average power constraint.
Optimal power allocation methods for the GSVD-based pre-
coding scheme were presented in [9], although in general these
are not capacity-achieving. In [10], an iterative approach based
on a fixed point algorithm is proposed for the MIMO wiretap
channel under the average power constraint, but the conver-
gence of the algorithm is not guaranteed. Except for some spe-
cial cases of the MIMO wiretap channel, where the solution has
rank one or all nodes have two antennas [10]–[12], the optimal
input covariance matrix that achieves the secrecy capacity under
the average total power constraint is still unknown.
Given the increased design flexibility that the average power

constraint provides compared with the covariance matrix power
constraint, which places considerable limits on the per-antenna
power and transmit correlation structure, it is clearly desirable
to study this case more fully. To this end, we focus in this paper
on cases where the optimal transmit covariance matrix for the
general MIMO Gaussian wiretap channel is full rank under the
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average power constraint. In particular, we obtain necessary and
sufficient conditions under which the optimal transmit covari-
ance matrix is full rank. When the solution is full-rank, we char-
acterize the optimal covariance in closed form. When the solu-
tion is not full rank, we show that there exists an equivalent
MIMO wiretap channel that achieves the same secrecy capacity
with an input covariance that is full rank. An earlier version of
the results in this paper was presented in [13]. After the devel-
opment of this work, we noted that another paper independently
derived the optimal full-rank transmit covariance using a dif-
ferent approach [14], assuming that the eavesdropper’s channel
is full-column rank. As we show later in the paper, this assump-
tion is not required for an optimal full-rank transmit covariance
matrix. Also, we provide additional insight on the structure of
the transmit covariance matrix when the optimal solution is rank
deficient.
The rest of this paper is organized as follows. In the next sec-

tion, we describe the assumed mathematical model and revisit
the solution for the wiretap channel under the input covariance
matrix constraint. The rank property of the optimal input covari-
ance matrix under the average power constraint is investigated
in Section III, and in Section IV we characterize the conditions
under which the input covariance matrix that achieves the se-
crecy capacity of a wiretap channel under the average power
constraint is full-rank. Some interesting facts regarding the op-
timal solution are also discussed in Section IV. In Section V
we present numerical results to illustrate our results. Finally,
Section VI concludes the paper.
Notation: Throughout the paper, we use boldface uppercase

letters to denote matrices. Vector-valued random variables are
written with non-boldface uppercase letters (e.g., ), while the
corresponding boldface lowercase letter denotes a specific
realization of the random variable. Scalar variables are written
with non-boldface (lowercase or uppercase) letters. The Her-
mitian (i.e., conjugate) transpose is denoted by , the matrix
trace by Tr(.), and indicates an identity matrix. Inequality
means that is Hermitian positive semi-definite. Mutual

information between the random variables and is denoted
by , is the expectation operator, and rep-
resents the complex circularly symmetric Gaussian distribution
with zero mean and variance . The orthogonal projection onto
the column space of is denoted by ,
and denotes the projection onto the space orthog-
onal to . denotes the space spanned by the column
vectors of , and denotes the space orthogonal to

.

II. SYSTEM MODEL AND PRIOR WORK

We begin with a multiple-antenna wiretap channel with
transmit antennas and and receive antennas at the legiti-
mate recipient and the eavesdropper, respectively:

(1)

where is a zero-mean transmitted signal vector,
and are additive white Gaussian noise vec-

tors at the receiver and eavesdropper, respectively, with i.i.d.
entries distributed as . The matrices and

represent the channels associated with the receiver
and the eavesdropper, respectively. Similar to other papers con-
sidering the perfect secrecy rate of the wiretap channel, we as-
sume that the transmitter has perfect channel state information
(CSI) for both the legitimate receiver and the eavesdropper. For
the Gaussian channel, where Gaussian inputs are an optimal
choice, the secrecy capacity is the maximum value of the
secrecy rate [3]

(2)

(3)

where is the input covariance matrix. Con-
straints on are obviously required in order to obtain a mean-
ingful secrecy capacity. As described below, the secrecy ca-
pacity problem has been considered under the following two
constraints: a strict covariance matrix constraint of the form

, or a less restrictive constraint on the average trans-
mitted power .
In [7], the secret communication problemwas analyzed under

the input covariance constraint, defined as

(4)

where is a positive semi-definite matrix that defines the con-
straint. An explicit expression for the secrecy capacity under (4)
was obtained by applying the generalized eigenvalue decompo-
sition to the following two positive definite matrices

(5)

In particular, there exists an invertible generalized eigenvector
matrix such that [16]

(6)

(7)

where is a positive definite diagonal
matrix and represent the generalized eigenvalues.
Without loss of generality, we assume the eigenvalues are or-
dered as

so that a total of are greater than 1. Hence, we
can write as

(8)

where and
. We can partition similarly:

(9)

where is the submatrix representing the generalized
eigenvectors corresponding to and is the
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submatrix representing the generalized eigenvectors
corresponding to .
Using the above notation, the secrecy capacity of the MIMO

wiretap channel under the input covariance constraint (4) can
be expressed as [7], [15, Theorem 3]:

(10)

where the optimal input covariance matrix that maximizes
(4) and attains (10) is given by

(11)

Remark 1: From (6) and (7), one can easily confirm that if
, then for any we have . In

other words, in this case the pencil in (5) has no generalized
eigenvalue bigger than 1. Thus, for any .
Lemma 1: When , for any ma-

trix , all the generalized eigenvalues of the pencil
are strictly bigger than 1

iff is full rank, i.e., .
Proof: Subtracting (6) from (7), a straightforward compu-

tation yields

When , both sides of the above equality are
positive semi-definite; i.e., for any we must have .
If , the left side is full-rank and thus , and vice
versa.
In this paper, we consider the secrecy capacity problem in (2)

under the more common average power constraint:

(12)

The average power constraint is a much less restrictive con-
straint that provides considerable additional flexibility in in-
creasing the secrecy rate of the MIMO wiretap channel. For
this constraint, no computable secrecy capacity expression has
been derived to date for the general MIMO case. It was shown
in [6, Lemma 1], [15] that the wiretap channel under the av-
erage power constraint (12) can, at least in principle, be found
through an exhaustive search of the solution to (4) over the set

:

(13)

where for any given semidefinite , should be com-
puted as in (10). Also note that for any covariance constraint ,
the optimal input covariance matrix that attains is
given by (11), and .
In the next section, we investigate the rank of the optimal

input covariance matrix that attains . In Section IV,
we obtain the optimal under the average power constraint
for the case that is full-rank.

III. PROPERTIES OF THE OPTIMAL SOLUTION UNDER AN
AVERAGE POWER CONSTRAINT

In the following, we exclude the special case
for which is trivially 0 for any , and consequently for
any , as pointed out in Remark 1. Also we note that problem
(12) under is equivalent to the problem under

, as discussed in [3, Eq. (9)], [10]. Considering (12)
in the form of (13), and recalling that for any ,
then and the above point implies that we can
restrict the set of input covariance constraints in (13) to ,

.
Let denote the input covariance constraint that maximizes

(13), and let represent the corresponding optimal
input covariance matrix that according to (11) attains :

(14)

where and have respectively the same definitions as
those of and , given by (6)–(9), but here for the pencil

. Note that can be
rewritten as

(15)

where is the orthogonal projection

onto the columns of . Moreover, let be the

projection onto the space orthogonal to . We have

(16)

(17)

(18)

where (16) comes from the fact that for any and
, , and (17) holds because

. Similarly we have

(19)

(20)

where in (19) we used the fact that and
, and where (20) results from (18).

Lemma 2: For the optimal , we have
.

Proof: The proof is obtained using (20), and by noting
that for the optimal we must have .
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This means that we must have , or equiva-

lently , which consequently shows that

. To complete the proof we only need to show that
.

Let denote a column vector of , i.e.,
represents a generalized eigenvector of the pencil

corresponding to a
generalized eigenvalue bigger than 1:

We can write , where

is the projection onto the column span of , and
is the projection onto the orthogonal space. Letting

and , we note that
, and the only component of that affects the values of

and is . Now, one can easily show that when ,
for any , , we have

where equality holds if . Noting that
, the above point implies that the generalized

eigenvalue corresponding to is maximized when .

Consequently, for the optimal we must have , i.e.,

, which completes the proof. One can
also show by recalling that corre-
sponds to eigenvalues bigger than 1 and the goal of is to max-
imize the product of such eigenvalues (see (10)); thus a compo-
nent in which is orthogonal to would be useless.
Let . We note from Lemma 2 that

, so represents the number of gen-

eralized eigenvalues of
that are strictly greater than 1. Denote the singular value de-
composition of as

(21)

where is a matrix whose columns are an orthonormal
basis for , , is a positive definite
diagonal matrix, and is a unitary matrix. From (21), one can

easily confirm that . Recall

from Lemma 2 that , so that can be
written as

(22)

where is a positive definite matrix. Using (22) in

(15), and noting that , we have

(23)

The following lemma reveals another property of the optimal
input covariance matrix under the average power constraint.
Lemma 3: For the optimal , the pencil

has no generalized
eigenvalue less than one.

Proof: Recall from the discussion prior to (21) that
denotes the number of generalized eigenvalues of the pencil

that are strictly bigger

than 1. We show that the remaining generalized eigen-
values, if any, are equal to one. From Lemma 2, we have

, where is a matrix
representing generalized eigenvectors corresponding to gen-
eralized eigenvalues bigger than 1. Now define a
matrix that represents an orthonormal

basis for . Note that these basis vectors will satisfy
, and thus they will also be equal to generalized

eigenvectors of with
generalized eigenvalues equal to 1:

Thus, for the optimal , the pencil
will have

generalized eigenvalues greater than 1 and generalized
eigenvalues equal to 1:

(24)

where is the generalized eigenvector matrix, and
is a diagonal matrix with diagonal elements representing

generalized eigenvalues greater that 1.
In the following, another property of the optimal is re-

vealed. Using (24), a straightforward computation yields

from which we have

(25)

Using (21) and (22) in (25), we have

which results in

(26)

The above equality shows that for the optimal with
, is a positive definite

matrix.
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Theorem 1: For the optimal , we have

(27)

where is the number of positive eigenvalues of the matrix
.

Proof: The proof is obtained using (26) and by contradic-
tion. Please refer to Appendix A for details.
Remark 2: From Theorem 1, one can easily confirm that the

optimal can be full rank only in the case that ,
i.e. . For all other scenarios, the optimal
will be low rank. From a MIMO channel modeling perspective,
the condition means that the channel to the
legitimate receiver dominates that of the eavesdropper across
all subchannels; in other words, the eavesdropper’s channel is
degraded with respect to the legitimate receiver for any precoder
chosen by the transmitter.

IV. CHARACTERIZATION OF THE OPTIMAL INPUT COVARIANCE

In this section, we characterize the secrecy capacity under
the average power constraint for a particular class of MIMO
Gaussian wiretap channels where the optimal solution is full
rank. While necessary conditions for a full-rank were char-
acterized in the previous section, here we derive sufficient con-
ditions as well. We also provide some details on how to handle
the case where is rank deficient.
We begin by rewriting problem (12) here:

(28)
The Lagrangian associated with this problem is given by

(29)

where and are the Lagrange multipliers. The
optimal must satisfy the following KKT conditions:

(30)

(31)

(32)

Using the matrix inversion lemma [16], (30) can be written as

(33)
Left multiplication by and right multiplication
by of both sides of (33) yields

(34)

(35)

where in obtaining (34) we have used the KKT condition (32),
and (35) comes from the fact that (34) is Hermitian.

A. Full-Rank Solution

Here we focus on solving (28) for the case that
, since this is the necessary condition for having a full-

rank optimal . As we characterize the full rank , the suf-
ficient conditions are revealed as well.
Remark 3: By following exactly the same steps as in the proof

of [3, Proposition 5], one can easily show that for the case of
, the optimization problem (28) is convex1 in

.
Thus for the case of interest, the KKT conditions (31), (32)

and (34) are necessary and sufficient conditions for the opti-
mality of . In other words, any that satisfies those
conditions is an optimal solution for the problem (28). By the
KKT condition (32), a full rank implies that . Thus,
(34) and (35) simplify to

(36)

(37)

Lemma 4: Let the diagonal matrix and the unitary matrix
respectively denote the eigenvalue and eigenvector matrices

of , where we set :

(38)

Then we have

(39)

(40)

Proof: Eq. (40) comes directly from (38). Please refer to
Appendix B for details on obtaining (39).
It is clear from (40) that . Also we note that, if
, then and vice versa. As we will observe in The-
orem 2, it is not necessary for to be full rank in order
to have a full-rank optimal input covariance matrix . While
we assume throughout the paper and without loss of generality
that the diagonal matrix is invertible, for the case of rank
deficient one can follow the calculations below by substi-
tuting for the zero-diagonal elements of and letting

(see Lemma 7), where the symbol means decreases to
zero from above.
Using (39) and (40) in (36), after some simplification we have

(41)

where in (41) we defined

(42)

From (41), we obtain

(43)

1In fact, the optimization problem (28) is convex in when
.
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Define the diagonal matrix . Note that the
definition of implies that

. Left multiplication by and right multiplication by
of both sides of (43) yields

(44)

Equation (44) depends on through the term ,
where we recall (42). Again using the fact that

in the last equation, one can easily show that

(45)

Define as

(46)

where and are respectively given by (38) and (42). More-
over, let

(47)

Using (46) and (47) in (44) and (45), we have

(48)

We note from (48) that

(49)

This result implies that, for the optimal , matrices
, and commute and have the same eigen-

vectors [16, Theorem 1.3.12, Corollary 4.5.18].
Theorem 2: The optimal full-rank input covariance matrix

that attains the secrecy capacity for the average power constraint
is given by

(50)
iff
• , and
• for the given ,

(51)

where and are given by (38), is defined by (46),
and .
Proof: We have previously shown that (36), (37) result in

(49), where the dependence on is through in (46). Denote
the eigenvalue decomposition of in (47) and (49) as

(52)

where is unitary and is diagonal. Based on the argument
made after (49), we have

(53)

where and are diagonal, and . Substituting (52)
and (53) in (48), and noting that , and that
, and are all diagonal, we have

(54)

From (54), we can solve for the diagonal matrix , based on the
known diagonal matrix , and obtain

(55)

Using (55) in (53), we have

(56)

Substituting back into (46) and (42), a straightforward com-
putation yields given by (50).
It should be noted that the only unknown parameter in (50)

is the scalar , which appears in the diagonal matrix , as
shown in (55). The Lagrange multiplier is chosen to satisfy
the power constraint . As (55) shows, is
monotonically decreasing with :

Thus for any transmit power , there exists a Lagrange multi-
plier for which . The appropriate value of
can easily be found using, for example, the bisection method.
Finally, one can easily confirm that in (50) is a valid so-

lution, i.e. that , if and (51) is
satisfied for the given .
The flowchart in Fig. 1 summarizes the steps required to cal-

culate the optimal full-rank when . It is
interesting to note that only the term in Step 5 depends on the
channel matrices , and also the average power constraint
; all other terms used to form depend only on the channel

matrices .
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Fig. 1. Flowchart for obtaining the optimal full-rank .

From (39) and (50), and recalling that in (39) is unitary
we have:

(57)

(58)

where (57) comes from the fact that , and
(58) holds because is unitary. Similarly, one can show that

(59)

Remark 4: By substituting (58) and (59) into (28), the op-
timal input covariance matrix given by Theorem 2 attains
the secrecy capacity

(60)

where and are diagonal matrices, respectively given by
(55) and (38). Note that while both log terms in (60) return
non-negative values, the first term depends on both the chan-
nels and the power , while the second term depends only on
the channels (see Lemma 5).

B. Limiting Cases for the Full-Rank Solution

This section discusses some interesting points regarding the
optimal solution in (50). For the following observations, one
can assume when required that both conditions for a full-rank

given in Theorem (2) are satisfied. Let , , be
the generalized eigenvalues of the pencil . Then
from [17], , where is the th generalized singular
value of .
Lemma 5: The second term in the secrecy capacity expres-

sion (60) depends only on and is equal to .
Proof: From (39) we have:

(61)

where (61) comes from (40). Thus, from [16], the generalized
eigenvalue matrix of is , which
completes the proof. We have

where

(62)

and is the th diagonal element of the positive diagonal matrix
.
Note that the definition of generalized singular values here is

slightly different from that in [4]. Here may be , while this
is not the case in [4]. More precisely, for the case of

, from (40) we have that diagonal elements of
are equal to one. From (62), the corresponding to

tend to .
Lemma 6: In the high SNR scenario and for the

case of , the asymptotic form of the exact secrecy
capacity (60) is simply given by

(63)

as originally derived in [4, Theorem 2].
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Proof: For , the Lagrange parameter satisfies
, as mentioned after Theorem 2. Also it should be noted

that, for the case of , the matrix , which is in-
dependent of and is given by (47), will have finite-valued
eigenvalues. Thus as , the diagonal elements of , given
by (55), go to . Consequently, the first log term in (60) disap-
pears as .
It is also interesting to consider the optimal solution in (50)

for the case that the eavesdropper’s channel is very weak, e.g.
. For this specific case, the wiretap channel simplifies

to a point-to-point MIMO Gaussian link, where the optimal
input covariance matrix under the average power constraint

is known to be , and is found via the

standard water-filling solution, where unitary and diag-
onal are obtained from the eigenvalue decomposition

.
Lemma 7: The optimal solution in (50) converges to the con-

ventional water-filling solution as :

(64)

Proof: Using (39) and via simple calculations, we note that
for any , (50) can be rewritten as

(65)

From (40), we note that when then . Next from
(39), . Also note that

when . Using these facts in (47),
and after some straightforward calculations, we have

, and in (52).
Using these in (65), we have

(66)

where in obtaining (66) we used the fact that and are
diagonal, and when .

C. Rank Deficient Solution

It is important to note that Theorem 2 reveals the necessary
and sufficient conditions for a full rank optimal . More pre-
cisely, if is not positive definite, or the matrix in-
equality in (51) does not hold, then for the given wiretap channel
with parameters , the optimal input covariance ma-
trix is not full-rank and the expression in (50) cannot be
used. In the following, we characterize some properties of the
optimal input covariance in the rank-deficient case, and we pro-
pose an algorithm to find using a search over a smaller space
than that required in (13).
Theorem 3: For a general MIMO Gaussian wiretap

channel with a rank deficient optimal input

covariance matrix , there exists an equivalent wiretap
channel , such that

and the optimal input covariance ma-
trix for the equivalent channel is full-rank.

Proof: Let . The proof is found
in Appendix C. In particular, it is shown that

, where satisfies
and , where and

.
Based on Theorem 3, the following algorithm can, at least

conceptually, be used to obtain the optimal transmit covari-
ance for any general MIMO Gaussian wiretap channel with

, excluding the special case
for which the secrecy capacity is 0, as mentioned in Remark
1. (In the discussion below, recall that represents number
of positive eigenvalues of , and is equal to
the maximum possible value for , as mentioned in
Theorem 1.)
1) Apply Theorem 2. If both conditions in Theorem 2 are
satisfied, then is given by (50) and is
given by (60).

2) If Theorem 2 determines that is not full-rank, the se-
crecy capacity is found through a search over the set

:

(67)

where for each , we define ,
, and . Also,
is obtained from (60), after applying

Theorem 2 to the wiretap channel . is the
optimal full-rank solution for the channel ,
which attains and is given by (50).

3) The optimal input covariance matrix that attains
is given by , where

and is obtained from (50) by applying Theorem 2 to
the wiretap channel , where
and .

Comparing problems (13) and (67), we note that the above
algorithm considerably restricts the search space. We can re-
strict the search space even more by noting that for the case of

, it is shown in [11] that the optimal input covari-
ance matrix is given by , where is the normal-
ized principal eigenvector corresponding to the largest eigen-
value of the pencil . For this case,
if , the secrecy capacity is .
Consequently, problem (67) can be written as

(68)
where one need only consider of rank 2 or higher, and hence

.
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Fig. 2. Secrecy Capacity versus for and . Solid curve
represents secrecy capacity and dotted curve indicates the achievable secrecy
rate using a rank-one input covariance matrix.

V. NUMERICAL RESULTS

In the first example, we consider a MIMO wiretap channel
with , and channel matrices given by

which satisfy . Fig. 2 shows the secrecy ca-
pacity as a function of transmit power . Note that in this ex-
ample, the optimal is not full-rank for . For com-
parison, thefigure also depicts the achievable secrecy rate using a
rank-one (beamforming) covariance ,which results
to , as shown in [4]–[11]. Also shown is the se-
crecy capacity achieved with a matrix constraint corresponding
to an equal power allocation across the transmit antennas:
. As expected, the secrecy capacity achieved by the average

power constraint is considerably larger, although the gap nar-
rows as increases since in this example is full-rank
(i.e., there is no null-space in the eavesdropper’s channel).
In Fig. 3 we consider another case where ,

here with , and channel matrices given by

For this example, the optimal is only full-rank for
. It is interesting to note that in this example, where is

not full rank and hence there exists a non-trivial null space in ,
as increases the difference between the optimal solution with
an average power constraint and the solution under the matrix
constraint increases.

Fig. 3. Secrecy Capacity versus for and . Solid curve
represents secrecy capacity and dotted curve indicates the achievable secrecy
rate using a rank-one input covariance matrix.

Fig. 4. Secrecy Capacity versus for . Solid curve represents secrecy
capacity and dashed curve indicates the point to point capacity.

Finally in Fig. 4, we compare the standard point-to-point ca-
pacity without secrecy constraints to the secrecy capacity given
by (60). In this example, , direct channel is given by

but the cross channel is assumed to satisfy ,
where changes from 0 to 1.95 (note that
only for ). As predicted, the secrecy capacity achieved
by the derived in (50) approaches the standard capacity as

. It is interesting to note that even for very small values
of , the difference between the standard capacity and secrecy
capacity is considerable.
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VI. CONCLUSION

In this paper, we considered the rank property of the optimal
input covariance matrix under an average power constraint for
a general MIMO Gaussian wiretap channel, where each node
has an arbitrary number of antennas. We obtained necessary and
sufficient conditions on the MIMO wiretap channel parameters
such that the optimal input covariance matrix is full-rank, and
we presented a method for characterizing the resulting covari-
ance matrix as well. When the covariance is not full rank, we
showed that there exists an equivalent set of channels and a
full-rank transmit covariance that yields the same secrecy ca-
pacity as the original scenario.

APPENDIX A
PROOF OF THEOREM 1

Recalling from Lemma 3 that , we want to
show that . To prove that , we only

need to show that there is no , , such
that and . The proof is
obtained by contradiction. We assume and show that
under this assumption, there exist specific non-zero vectors
for which , which contradicts
the fact that (26) is positive definite.
Denote the eigenvalue decomposition of as

where respectively represent positive and non-positive
eigenvalues. Then

where . Assuming , define
. Let denote the projection matrix on the column

span of , and let . We note that any corre-
sponding to can be written as

where is a set of orthonormal basis vectors

for , and is a complex scalar. Noting that
if and when , one can easily

confirm that

(69)

Recalling that , (69) leads to a contradiction since the
right side of (69) is zero (after setting for non-zero

), while the left side must be positive. This contradiction
comes from the guaranteed existence of non-zero vectors

when is assumed to be bigger than . Thus,

.

APPENDIX B
PROOF OF LEMMA 4

Define and apply the
generalized eigenvalue decomposition on the pencil

to obtain the invertible

generalized eigenvector matrix and the diagonal generalized
eigenvalue matrix as

(70)

(71)

By subtracting (71) from (70), we have

(72)

Note that from Lemma 1, we have . Thus, must
be of the form [16]

(73)

where is an unknown unitary matrix. In the following, as we
continue the proof, is also characterized.
By substituting (73) in (70) and (71), it is revealed that the

unitary matrix represents the common set of eigenvectors
for the matrices and , and thus
both matrices commute. In particular,

(74)

(75)

Defining , from (74), (75) and via straightfor-
ward computation, we have

(76)

(77)

which proves (39) and (40).

APPENDIX C
PROOF OF THEOREM 3

Recall from Lemma 3 and (24) that and
that the generalized eigenvalue decomposition of the pencil

can be rewritten as

(78)
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where is the generalized eigenvector matrix,

corresponds to , and is a diagonal
matrix with diagonal elements representing generalized eigen-
values greater that 1. We note that only the generalized eigen-
values bigger than 1 contribute to the secrecy capacity, as shown
in (10).
Rewrite (78), this time only for the generalized eigenvectors

corresponding to eigenvalues bigger than 1:

(79)

Similar to what we did in (21)–(26), denote the singular value
decomposition of as

(80)

where is a matrix whose columns are an orthonormal
basis for , , is a positive definite
diagonal matrix, and is a unitary matrix. Recall from lemma
2 that , then can be written as

(81)

where and . Using (80) and (81) in (79),
we have

(82)

The equations in (82) correspond to the gener-
alized eigenvalue decomposition of the pencil

, where
and , the generalized eigenvector

matrix is and the diagonal generalized eigenvalue
matrix is .
Note that for the wiretap channel , the number of

transmit antennas is less than that of , i.e. ; this
indicates that . However,
(82) shows the achievablity of the same set of generalized eigen-
values bigger than 1, , for the wiretap channel
when the input covariance matrix is . Consequently,

is the optimal full-rank input covariance matrix for the
equivalent wiretap channel that achieves

.
By subtracting the two equalities in (82), one can easily show

that

which results that in the equivalent wiretap channel we have
.
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