


< O, {read, write} >

< 0,, {read, write} > < 0y, {write} > < 0;, {execute} >

i < 0,, {execute} > < O;, {read} > |







- Access Matrix
Lo i H‘H
object
Fy F, F; printer
domain
D1 read read
D, print
D3 read execute
D read read
4 write write
Figure A

o ’ Operating System Concepts 18.7 Silberschatz, Galvin and Gagne (12002 =00
5 -

4 Use of Access Matrix
ey o

m |f a process in Domain D; tries to do “op” on object O;,
then “op” must be in the access matrix.

m Can be expanded to dynamic protection.
Operations to add, delete access rights.
Special access rights:

owner of O,

copy op from O; to O,

control — D; can modify D; access rights
transfer — switch from domain D; to D;
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rAccess Matrix of Figure A With Domains as Objects

W

o

object laser
. Fi Fs Fs printer D, b, D, D,
domain

D, read read switch
D, print switch | switch
D, read [execute

read read .
D, 7 ] switch

write write

Figure B
EX;' ‘
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- Access Matrix with Copy Rights

&%HH\

=
object
. = F, Fy
domain
4 execute write*
2 execute read* execute
Dy execute
@
object
. = F, Fy
domain
1 execute write*
2 execute read* execute
3 execute read
(b)
18.12
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- Access Matrix With Owner Rights
Lo i H‘H
=
object
F F, Fy
domain
D, owner e
execute
read* T
b, owner va:irt]ee:
D, execute
@)
object
F Fy Fs
domain
D owner
v execute
owner read*
D, read” owner
write* write*
D, write write
(b)
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94' Modified Access Matrix of Figure B
iy

=
object laser
F. F, F, D D, D. D,
P 1 2 3 printer 1 2 3 4
D, read read switch
D, . . switch
2 I switch | control
D, read |execute
D, write write switch
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B Protection is handled by the Java Virtual Machine (JVM)

B A class is assigned a protection domain when it is loaded
by the JVM.

B The protection domain indicates what operations the
class can (and cannot) perform.

m |f a library method is invoked that performs a privileged
operation, the stack is inspected to ensure the operation
can be performed by the library.
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Stack Inspection

it A,

protection untrusted )
domain: applet URL loader networking
s b none *.lucent.com:80, connect an
permission: : HESUEEL; y
class: gui: get(URL u): open(Addr a):
get(url); doPrivileged { checkPermission(a, connect);
open(addr); open(‘proxy.lucent.com:80’); connect (a);
<request u from proxy>
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