





System Threats
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B Worms — use spawn mechanism; standalone program
® Internet worm

Exploited UNIX networking features (remote access) and bugs in
finger and sendmail programs.

Grappling hook program uploaded main worm program.
m Viruses — fragment of code embedded in a legitimate program.
Mainly effect microcomputer systems.

Downloading viral programs from public bulletin boards or
exchanging floppy disks containing an infection.

Safe computing.
® Denial of Service

Overload the targeted computer preventing it from doing any sueful
work.
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The Morris Internet Worm

rsh attack
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grappling sendmail attack
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m A firewall is placed between trusted and untrusted hosts.

B The firewall limits network access between these two
security domains.
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Internet access from company’s
computers

I

Internet company computers

access between DMZ and
company’s computers

DMZ access from Internet .
firewall
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3 Intrusion Detection
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B Detect attempts to intrude into computer systems.

B Detection methods:

m System call monitoring

Auditing and logging.

Tripwire (UNIX software that checks if certain files and
directories have been altered — |.e. password files)
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94 Data Structure Derived From System-Call Sequence
fo

system call distance = 1 distance = 2 distance = 3

open read mmap mmap
getrlimit close

read mmap mmap open

mmap mmap open getrlimit
open getrlimit mmap
close

getrlimit mmap close

close
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